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Abstract

Bacterial biofilms are structured communities of microorgan-
isms that play a critical role in various industries and health-
care settings, contributing to chronic infections and biofouling
issues. Understanding the metabolites produced by bacterial
biofilms is of paramount importance to detect their growth
patterns, virulence, and responses to treatment strategies.
Electrochemical detection has emerged as a powerful and
versatile tool for real-time, label-free, and sensitive analysis of
bacterial biofilm metabolites. This review paper investigates
recent breakthroughs in the field of electrochemical detection,
focusing on the principles, methodologies, and applications of
this cutting-edge technology. It includes a comprehensive ex-
amination of electrochemical sensors and their various modi-
fications, designed to enhance sensitivity and specificity.
Finally, the paper emphasisesing the potential for novel elec-
trochemical techniques and their integration into clinical and
industrial settings.
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Introduction

Bacterial biofilms represent complex, multicellular mi-
crobial communities that are enclosed within a self-
produced extracellular matrix [1,2]. These biofilms
hold significant implications across various domains,
including healthcare, water treatment, food processing,
and industrial settings [3—6].
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Biofilm growth, virulence, and response to treatments
are dependent on metabolites [ 7]. Real-time monitoring
of these compounds is essential for understanding bio-
film behaviour, enabling customised interventions and
more effective treatment strategies [8]. Traditional
methods for studying biofilm metabolites, such as mass
spectrometry and chromatography, while valuable, often
involve time-consuming and complicated sample prep-
aration [9].

This review highlights electrochemical detection as a
powerful and innovative technology. Electrochemical
sensors offer real-time [10], label-free, and sensitive
analysis of bacterial biofilm metabolites. The advantages
include rapid detection [11,12], reduced sample prep-
aration, and the potential for on-site monitoring.

Bacterial biofilm metabolites

Bacterial biofilms generate a diverse array of metabo-
lites crucial to their formation, communication, and
survival. Critical to the establishment of biofilm for-
mation are the Extracellular Polymeric Substances
(EPS) which provide structural support, comprising
polysaccharides, protein, and nucleic acids [13—15].
Biofilm formation is induced by Quorum Sensing (QS),
a phenomenon that relies on the production of self-
generated signalling molecules of small molecular
mass. These molecules accumulate extracellularly in
cultures and at sufficient concentrations, initiate the
transduction of signals that leads to cell communica-
tion and biofilm formation. Once formed, the EPS
matrix is usually about 0.2—1.0 um thick and enables
the biofilm to become established by protecting the
bacteria from environmental change. As the biofilm
grows, the morphology and topology are characterised
by unique pillar shapes that protrude from the surface
to increase the accessible surface area and enable
maximum nutrient adsorption. Typically, a biofilm is
established after 48 h and any planktonic bacteria are
liberated to form new colonies elsewhere. Quorum
sensing molecules such as acyl-homoserine lactones
(AHLs) and autoinducing peptides (AIPs), facilitate
communication among bacteria, coordinating biofilm
development [15]. Organic acids including acetic acid
and formic acid, emerge as metabolic byproducts
influencing the local microenvironment in bacterial
biofilms, simultaneously, extracellular enzymes, such as
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proteases and lipases, actively modify the biofilm
matrix and aid in nutrient acquisition. Secondary me-
tabolites often exhibit antimicrobial properties
[16—18]. Specific molecules such as cyclic dimeric
guanosine monophosphate (c-di-GMP) control the
transition between planktonic and biofilm states
[19,20]. Many components of EPS, such as DNA,
humic acids, and some proteins, are redox-active or
conductive/semiconductive. Xiao and co-workers pro-
posed that the EPS store electroactive substances
(such as flavins and c-type cytochromes), and act as
electron transport media [21]. This enables EPS-
enveloped cells to transport extracellularly, electrons
to acceptors or from donors where electron hopping is
the most likely molecular mechanism for electro-
chemical ET through EPS. This electron transfer
process is complex depending on the spatial and tem-
poral distribution of the electron transfer moieties. A
reversible electrochemical system can be created when
bacterial cells are permanently adhered to an electrode
surface that enables electron transfer to take place
between the electrode surface and the biofilm.

The transfer of electrons can occur via direct electron
transfer (DET) where there are no diffusional redox
species involved in the transfer of electrons that rely
solely on the bacteria exhibiting membrane-bound
electron transport relay proteins that enable electron
transfer to an exogenous anode [22]. Ciriteria of the
proteins are that they must make physical contact with
the electrode surface; consequently, only bacteria
located at the periphery of the biofilm in the first
monolayer will be electrochemically active. However,
microbes can also transfer electrons directly by pro-
ducing highly conducting nanowires (NW) or ‘pillis’
[23]. Electron transfer can also proceed via mediated
electron transfer (MET) which involves extracellular
redox shuttles to transfer electrons between cells.
Mediated electron transfer is accessible due to the
secretion of redox metabolites via secondary metabolic
pathways; a terminal electron acceptor molecule that
behaves as the mediator is able to transfer electrons
from the bacterial cell either to the electron-accepting
anode or into the aerobic layers of the biofilm where it
is re-oxidised and can be used in subsequent redox
cycles [15].

Understanding these biofilm metabolites and their
redox properties is crucial for developing strategies to
control biofilm formation. This knowledge has broad
applications, addressing challenges in medicine, in-
dustry, and environmental science, such as medical
device infections and industrial biofouling. Targeting
these metabolites can disrupt communication,
compromise structure, or inhibit protective substance
production, offering potential solutions in healthcare
[24], industrial processes [25], and environmental
management [26].

Principles of electrochemical detection
Electrochemical sensors offer real-time, label-free
detection with high specificity [27]. Various types of
electrochemical sensors have been developed, including
amperometric  [28], potentiometric  [29], and
impedance-based [30]. The following section of the
manuscript provides an overview of various electro-
chemical methods used to detect biofilm metabolites.

Identification and quantification of bacterial species
One of the key points of electrochemical detection of
bacterial biofilm metabolites is the quantification of
small molecule metabolites. Bellin et al. [7] described
an integrated circuit-based electrochemical sensor
which employs square wave voltammetry with a gold
microelectrode for detecting redox-active metabolites in
biofilms. They quantified four distinct redox-active
phenazines metabolites, with concentrations as low as
2.6 uUM. Phenazine production in both wild-type and
mutant Pseudomonas aeruginosa PA14 colony biofilms was
characterised. Then they [31] designed an “Electro-
chemical camera chip” for simultaneously imaging
multiple redox-active phenazine metabolites produced
(Figure 1a). The chip was used to analyse mutants with
various capacities for phenazine production, revealing
the distribution of phenazine-1-carboxylic acid (PCA)
throughout the colony, with 5-methyl-phenazine-1-
carboxylic acid (5-MCA) and pyocyanin (PYO) local-
ised to the colony edge.

Oziat et al. [32] focused on the electrochemical detec-
tion of redox molecules secreted by different strains of
P aerugimosa (Figure 1b). In the study, the authors
compared square wave voltammetry (SWV) responses of
supernatants from different P aeruginosa strains (PAO1,
PA14, PAK, and CHA) after 8 h of growth using a Glassy
Carbon-working electrode. The comparison of the SWV
responses at a specific time point (8 h of growth)
revealed distinct patterns for each strain, indicating
differences in the production of redox-active molecules
such as pyocyanin (PYO) and Pseudomonas quinolone
signal (PQS). The study highlighted the specificity and
sensitivity of electrochemical sensors in distinguishing
between bacterial biofilm metabolites, suggesting their
potential as fingerprint or ‘ID-card’ for rapid bacteria
strain identification.

Signalling molecules play a key role in the communica-
tion and coordination within bacterial biofilms. Buzid
et al. [33] presented the use of boron-doped diamond
(BDD) electrode for the simultaneous detection of 2-
heptyl-3-hydroxy-4-quinolone  (PQS),  2-heptyl-4-
hydroxyquinoline (HHQ), and pyocyanin (PYO) in
P, aeruginosa. They optimised differential pulse voltam-
metry (DPV) for the analysis of these molecules in
bacterial culture supernatants. The limit of detections
(LODs) for each molecule was reported as PYO: 50 nM,
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(a) lustrates the electrochemical camera imaging platform. (a*) The block diagram outlines the components of the electrochemical camera chip. (b*) An
optical micrograph showcases the electrochemical camera chip, emphasising the integrated electrodes and amplifiers. The chip measures 1 cm x 1 cm.
(c*) A diagram of the imaging platform highlights the electrochemical camera chip, working electrodes, biofilm, and membrane [31]. (b) Presents a
comparison of the SWV responses (step 5 mV, amplitude 10 mV, and frequency 2 Hz) on the Glassy Carbon-working electrode of PAO1, PA14, PAK, and
CHA supernatants after 8 h of growth. The insert shows the temporal evolution of OD600 and corresponding bacterial concentrations [32].

HHQ: 250 nM, and PQS: 250 nM, demonstrating the
sensitivity of DPV in detecting these quorum-sensing
signalling molecules at the nanomolar range.

Electrochemical sensor modifications

To enhance the sensitivity and specificity of electro-
chemical sensors in detecting bacterial biofilm metab-
olites, researchers have developed a range of sensor
modifications. Haghighian & Kataky [29] modified a
screen-printed electrode with P-cyclodextrin to create
nanocavities for inclusion of the analytes (Figure 2a).
The study used Square Wave Adsorption Stripping
Voltammetry (SWAdSV) to detect metabolites from
Pseudomonas fluorescens, P aeruginosa, and Serratia marces-
cens during biofilm formation. The resulting SWAdSVs
exhibited distinct peaks corresponding to redox behav-
iour, showcasing the modified electrode’s superior

performance over the bare electrode. The modified
electrode shows a low detection limit of 4 x 1078,
indicating high sensitivity in detecting trace amounts of
bacterial metabolites at specific stripping potentials
offering a promising tool for fingerprinting bacte-
rial species.

Thulasinathan et al. [34] designed an electrochemical
sensor for the detection of pyocyanin (PYO), a key
quorum-sensing molecule associated with P aeruginosa
infections. The approach involved mimicking the
extracellular DNA interaction of PYO, utilising calf
thymus DNA (ct-DNA) functionalised amine-
containing carbon quantum dots (CQDs) as a bio-
mimetic receptor (Figure 2b). The ct-DNA-based
biosensor exhibited remarkable sensitivity, detecting
PYO concentrations as low as 37 nM in real urine
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Figure 2
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(a) Depicts SWAdSV curves of the 3-CD modified electrode after 72 h in P. aeruginosa cultures, revealing multiple peaks corresponding to 1-OHPHZ
(yellow), PCA (green), and PYO (blue) at —0.46 V, —0.20 V, and —0.13 V, respectively [29]. (b) lllustrates electrode modification with ct-DNA/NH2-CQDs
assembly and the electrochemical measurement of PYO in various samples [34]. (c) Showcases the disposable platform and self-noise cancellation

concept, presenting an all-in-one amperometric platform for ultrasensitive bacterial detection. (d) Highlights the measured chronoamperometry at different
bacterial concentrations [35]. (For interpretation of the references to color in this figure legend, the reader is referred to the Web version of this article).

samples, and demonstrated notable selectivity in the
presence of interfering species. Calibration and valida-
tion were conducted across various sample types,
including buffer solutions, microbial culture media,
artificial urine, and real urine samples. Aymerich and co-
workers [35] developed a disposable all-in-one amper-
ometric platform with self-noise cancellation for ultra-
sensitive bacterial sensing (Figure 2¢). The sensor used
in the platform is fabricated using mask-less inject
printing technology on flexible polyethylene naph-
thalate (PEN) substrate. The sensor includes gold-
working electrode and counter electrode and a silver
pseudo-reference electrode. The platform incorporates
a flicker noise cancellation mechanism, to improve the
signal-to-noise ratio and enhanced the accuracy of
measurement Live bacterial concentration as low as
10°CFU /mL from a 50 ul droplet sample, (equivalent
to 5 microorganisms) was achieved in less than 1 h
(Figure 2d). Overall, the paper presents a promising

approach to ultrasensitive bacterial sensing using a
disposable, integrated platform.

Electrochemical impedance spectroscopy (EIS) is
widely employed for bacterial detection and biofilm
quantification during biofilm development [30]. Ward
et al. [36] have developed a cost-effective biosensor for
detecting P, aeruginosa using electrochemical impedance
spectroscopy (Figure 3a). The biosensor was tested in a
polymicrobial competition model with Sraphylococcus
aureus, and the results showed that it was able to detect
the presence of P aeruginosa by comparing the imped-
ance signature of the culture media with and
without P, aeruginosa.

Kumar and colleagues [37] have designed a non-invasive
impedance-based technique to monitor real-time biofilm
growth on various substrates. The impedance sensor was
optimised for sensitivity and reproducibility by
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(a) lllustrates the impedance signature of an electrochemical system, determined by factors such as solution resistance, redox compounds, diffusion
gradients, and electrolyte composition near the electrode surface. Microorganisms can influence this signature by (1) producing electroactive secondary
metabolites for charge transfer, (2) biofilm matrix attachment affecting capacitance and/or charge transfer, (3) direct microbial attachment through pili,
flagella, and outer membrane proteins facilitating charge transfer, (4) outer cell membrane contact at high cell densities affecting capacitance, (5)
breakdown of nutrients reducing solution resistance, and (6) protein/macromolecule adsorption on the electrode surface influencing double layer
capacitance [36]. (b) Representative data of Nyquist plot of different stages of biofilm growth on glass substrate and schematic diagram of the complex
biological process on top of the impedance sensor, (1) regarding the protein adsorption, (2) is the initial bacterial adhesion, and (3) in biofilm matured [37].

modifying the electrode surface (Pt wire) with poly(3,4-
ethylenedioxythiophene)-poly(styrenesulfonate)
PEDOT: PSS. The PEDOT: PSS-coated electrode en-
hances protein adsorption and bacterial attachment
through its porous structure, increased surface area and
improved electrical conductivity (Figure 3b). The large
clectrochemical surface area (ECSA) of the impedance
sensor can enhance the detection of biofilm growth and
improve the performance of the sensor in protein-rich
and complex bacterial growth media. In assessing EIS
sensors for monitoring biofilm growth in industrial set-
tings, McGlennen et al. [38] explored microfabricated
sensors with polypyrrole (PPy) and poly (4-
styrenesulfonic acid) (PSS) coatings for stable time-
resolved EIS measurements under abiotic and biofilm
growth conditions. These modified sensors were inte-
grated into a 3D-printed flow cell for live-cell confocal
laser scanning microscopy imaging and impedance mea-
surements, demonstrating the potential for real-time
biofilm detection in various environments.

Applications in medical diagnostics and
environmental monitoring

Clinical and healthcare settings

The application of electrochemical sensors is not
limited to the laboratory environment. Zhou et al. [39]
designed flexible electrochemical sensors for
P aeruginosa detection in wound care management
(Figure 4a). The sensors, based on SWV methods,
targeted phenazines detection on laser-induced
graphene with molybdenum polysulfide (MoSx) on a
polyimide substrate. Evaluation in different mediums,
including wound simulations, confirmed specificity for
P aeruginosa using control experiment with FEscherichia
coli, a bacterium that does not produce phenazine. The
sensor showed reliability across the clinical range, by the
ability to detect phenazine produced by P, @eruginosa in a
wound-simulating medium with limit of detection
(LOD) of approximately 1.3 x 107%4. This LOD was
considered sufficient for detecting and monitoring
phenazine in P aeruginosa, even in complex clinical
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(a) The sensor fabrication and functionalisation processes involve several key steps outlined in a schematic. Initially, a laser engraving machine creates
the 3-electrode pattern. Subsequently, the working electrode (WE) undergoes functionalisation with Pt nanoparticles, while the reference electrode (RE)
undergoes silver (Ag) electrodeposition. To complete the sensor, a Nafion membrane is spin-coated and attached to the connector for electrochemical
testing. Two sets of electrochemical tests are conducted using the sensors: an in vitro analysis with broth and wound-simulating medium (WSM) and a
long-term monitoring of colony biofilms on agar [39]. (b) Square Wave Voltammetry (SWV) current responses for detecting pyocyanin in wounds are
illustrated in (A) an ex vivo porcine skin model and (B) an in vivo animal model [40].

sample such as sputum. Overall, Real-time monitoring
of P aeruginosa biofilms over several days demonstrated
the sensors’ potential for early infection diagnosis,
especially in wound dressings.

Thirabowonkitphithan et al. [40] developed an elec-
trochemical detection approach based on a multi-walled
carbon nanotube/polyvinyl alcohol (MWCNTs/PVA)
hydrogel-modified sensor for pyocyanin in wound

(Figure 4b). Driven by the imperative to combine
wound exudate absorbency with electrical conductivity,
hydrogels were chosen for their biocompatibility and 3D
network structures. The integration of MWOCNTs
enhanced mechanical robustness and surface area,
enabling pyocyanin detection without sample prepara-
tion. The resulting sensor, applied on a flexible poly-
carbonate substrate, demonstrated reliability across the
clinical range.
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Industrial and environmental monitoring
Electrochemical detection holds significant potential for
industrial and environmental monitoring. Bimakr et al.
[41] showed this potential by employing graphite and
stainless-steel electrodes for biofilm sensing in chlori-
nated drinking water system. The study utilised elec-
trochemical impedance spectroscopy (EIS) and open
circuit potential (OCP) to detect the biofilm growth,
highlighting the effectiveness of these electrochemical
sensing techniques in detecting biofilm growth within
drinking water distribution systems (DWDSs). The
research showed that stainless steel is 10-fold more
sensitive than graphite for detecting changes in bio-
film formation.

Further, within the food industry research, Liustrovaite
et al. [42] presented a novel electrochemical sensor for
highly specific detection of pathogenic Listeria mono-
cytogenes - an undesirable pathogen in the food industry.
The key innovation in this study was using molecularly
imprinted polypyrrole (MI-Ppy) layer on electrodes.
The tailored binding sites within the MI-Ppy layer on Pt
and SPCE clectrodes allowed for the entrapment of
L. monocytogenes bacteria templates within the polymer
matrix. The presence of the Ppy-based under-layer
further enhanced the formation of the MIP-Ppy sensing
layer by reducing direct interaction with the electrode
surface. This strategy facilitated the removal of the
bacterial templated post-synthesis, ensuring the for-
mation of a clean, specific sensing layer for accurate
detection. Pulsed amperometric detection assesses
sensor performance, providing a limit of detection
(LOD) at 70 CFU/mL and a detection range spanning
from 300 to 6700 CFU/mL in this study.

Conclusion

Electrochemical detection offers a promising approach
for non-labelled, relatively cheap technology for unrav-
elling the complex world of biofilm communities. This
review paper has highlighted some developments in
electrochemical techniques addressing the detection
and monitoring of bacterial biofilms in real environ-
ments. Amperometric, impedance methods and elec-
trode arrays for identifying and monitoring spatial
distributions of bacterial metabolites in real time are
exciting and innovative. This is just the tip of the
iceberg. The real challenges lie in the ability to detect
with remote sensing capabilities, in harsh media such as
brackish water, whole blood, food and drinks applica-
tions amongst others. In this era of anti-microbial
resistance (AMR) threatening health, food security,
and livelihoods amongst others, understanding and
targeting bacterial activity is one of the greatest global
challenges as identified by UN and WHO.
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This paper is interesting because it introduces a novel flexible elec-
trochemical sensor based on MoSx-functionalized laser-induced
graphene, offering high specificity and sensitivity for detecting phena-
zines produced by P. aeruginosa. The real-time monitoring capability of
P. aeruginosa biofilms over several days adds significant value for
potential clinical applications.
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