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Abstract: The Hamas-led attack against Israel on 7 October 2023 marked an important 
watershed in non-state actor/terrorist capability with its sophisticated and integral use of 
innovated drones in concert with related technologies as part of a combined arms assault. 
Although combined arms are typically associated with conventional forces, closer attention to 
Hamas-led forces’ combined arms use demonstrates that terrorist groups are increasingly able 
to employ them to considerable effect. Hamas-led forces’ combined arms use differs from ISIS’ 
preceding use in important respects, including drones’ central and integral role, the drone-
related innovations demonstrated, and its particularly devastating effects. Hamas-led forces 
demonstrated two key drone innovations: (1) the use by a non-state actor of small drones to 
precisely strike sensitive, high-value defences with a novel drone-delivered munition (featuring 
smoke-emission/target marking and delayed detonation); (2) the use of drones as a central part 
of a combined-arms assault by a non-state actor. A further possible innovation is the first use of 
a particular modification to (small commercial) drones by a non-state actor to help enable them 
to evade electronic countermeasures. Hitherto, important details about Hamas’ drone-related 
innovations, and the significant implications arising from them, have remained substantially 
unaddressed. Therefore, this article endeavours to fill these lacunae. Consequently, conclusions 
are drawn regarding the threat posed by Hamas-led forces and other non-state actors who 
can or might employ drones and related technologies, and what might be done to effectively 
address them. Moreover, because these technologies and associated training and techniques 
are likely to continue to rapidly proliferate.
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Introduction
Drones1 played a leading, and often daring, role in the 7 October 2023 Hamas-led2 surprise 
attack against Israel (termed by Hamas “Al-Aqsa Flood”3). Consequently, considerable political,4 
media,5 and scholarly attention6 followed. A severe attack by a terrorist7 or insurgent group using 
drones against a state had long been ‘feared’ by analysts,8 academics,9 media,10 policymakers,11 
and members of the public.12 The attack was triply shocking and significant because (a) it caught 
off-guard arguably the world’s leading drone state13 14 that is also a leader in counter-drone 
technology,15 (b) the attack was savagely conducted by a terrorist group,16 and (c) drones had 
a leading, integral, and central role.17 Furthermore, Israeli Defence Force (IDF) drones neither 
forewarned of the attack nor were they able to help bring it under swift control. (However, 
IDF drones later proved helpful in pursuing assailants.18) Moreover, on 7 October 2023, IDF 
air-defence and associated counter-drone technology proved largely ineffectual despite their 
sophistication.19

Particularly concerning are what Hamas-led forces were able to achieve on 7 October 2023 with 
innovation20 and novelty,21 including with drones and related technologies. This was further to 
the support these terrorist groups22 are known to have received largely from Iran,23 including 
for Hamas’ drone programme, as part of a collection of proxy forces that possess growing 
transnational influence.24 Consequently, the question arises: how did Hamas-led forces employ 
drones and related technologies that day, and what are the implications of this, including for 
preventing and combatting them? The attack’s political significance is underlined by its having 
resulted in the third largest recorded loss of life from a single terrorist attack, and the largest 
loss of life in a single attack against Israel since its modern (re-) establishment, and by being the 
deadliest known terrorist attack assessed by the number of fatalities per capita.25 Furthermore, 
it occurred despite Israel possessing cutting-edge counter-terrorism,26 drone,27 and counter-
drone capabilities28,29 that, combined, might have been considered to have protected Israel 
from an attack of the size, scale, and scope of that on 7 October 2023- but did not.

Considering this question - and the issues it raises - reveals that Hamas-led forces demonstrated 
the ability to execute offensive operations utilising small ground units employing small drones 
in a combined arms assault. This constitutes a major step in Hamas’ and associated forces’ 
capability that others, including various terrorist groups, may now seek to emulate. 

Leo Blanken et al. have recently argued that “Hamas’ surprise operation [on 7 October 2023] 
… is best understood as a non-state version of a raid” and involved “strategic” and “doctrinal 
surprise.” Regarding the latter, they assert: “Hamas achieved this by combining many elements 
of what the military refers to as a multi-domain operation – and did so with a level of precision, 
coordination, and planning that shocked observers.” These are significant points. Nonetheless, 
I argue that it was not only Hamas that was part of the 7 October attack; personnel from other 
groups participated, too. Also, although Blanken et al. refer to the US Department of Defence’s 
(US DoD) conceptualisation of “multi-domain operation[s] [MDO]” regarding non-state actor 
drone use that in turn refers to “combined arms”, both MDO and combined arms (as defined 
by the US DoD) are considerably less analytically precise, informative, and revealing than the 
more specific conceptualisation of combined arms developed and employed in this article that 
is drawn from historical usage.30 This conceptualisation is also more specific than that offered 
by Kerry Chávez and Ori Swed regarding the 7 October 2023 attack and helps to identify its 
significance more specifically. I also argue, in effect, that Hamas-led forces’ use of combined 
arms has implications that go beyond those entailed in Blanken et al.’s definition of “special 
operations”.31 
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Austin C. Doctor and James I. Walsh have importantly observed “militant[t]…combined arms 
capability” involving drone use by ISIS in Iraq and Syria.32 However, their use of the term 
“combined arms” is rather broad and equated by them with “theatre air attacks to support ground 
force operations” and “close air support”, as conceptualised by Robert Pape.33 Consequently, 
I find Hamas-led forces on 7 October 2023 demonstrated a considerably more sophisticated 
capability than what Doctor and Walsh or Thomas Maurer34 have termed “combined arms” 
regarding ISIS. Hamas-led forces’ combined arms assault35 comprised: indirect fires utilising 
rockets, missiles, and possibly loitering munitions;36 and direct and indirect fires utilising 
drones, powered paragliders, and sea and ground units. Indeed, by various measures, Hamas-
led forces demonstrated substantial sophistication and achieved considerable tactical and 
strategic effects despite significant limitations. 

Two of the most important innovations demonstrated by Hamas-led forces on 7 October 2023 
were: (1) the use of a novel drone munition enabling precision strikes against IDF observation 
and communication towers, which were key to the assault (and arguably its success); (2) the 
use of combined arms by a terrorist group, in which drones possessed a central and integral 
role. To date, no other terrorist group has demonstrated combined arms capability in which 
drones had such a critical role and to such political effect. 

Detailed attention to Hamas-led forces’ 7 October 2023 assault also further reveals the 
importance of the threat posed by smaller drones and loitering munitions, including from non-
state actors, that in the scholarly literature, and more broadly, have received considerably less 
attention than state-employed Medium Altitude Long Endurance (MALE) drones (such as the 
Predator).37 Furthermore, it shows that the use of these technologies can also occur on a large 
scale, result in large numbers of dead and wounded (including civilians) with high-profile results, 
38 and have a major political effect when used by non-state actors.39 These aspects underline the 
serious threat and challenge these technologies now pose, including to states with advanced 
air-defence, including counter-drone, capabilities. Moreover, although technologically based 
defences and countermeasures will need to be improved against all drone-types and loitering 
munitions, the 7 October attack paradoxically demonstrates the need for less reliance on 
high-technology to combat them and re-establish deterrence. Nonetheless, improvements in 
counter-drone and counter-loitering munitions technology are clearly necessary.

Article Outline
To respond to the above questions and issues concerning Hamas-led forces’ use of drones and 
related technologies on 7 October 2023, this article proceeds in three parts. In doing so, it 
endeavours to separate drone-related developments of enduring importance from those that 
are ephemeral. This is important because counter-drone and counter-loitering capabilities are 
becoming increasingly important and challenged as drone and loitering munition development 
and use, including by non-state actors, rapidly develops. Indeed, with the 7 October 2023 attack, 
drone use as part of combined arms conducted by non-state actors has become increasingly 
evident, sophisticated and lethal. This stands in notable juxtaposition to the United States’,40 
among a growing number of other states’,41 desire to effectively employ drones to address 
terrorist threats (in addition to those of a more conventional character42). Consequently, clarity 
and precision regarding these respective threats, and what can and ought to be done about 
them, are at a premium.

As a detailed official account of events on 7 October 2023 has yet to emerge, and the few extant 
accounts providing a detailed reconstruction of events lack sufficient focus on Hamas-led 
forces’ and IDFs’ use of drones and related technologies,43 Part I provides an overview utilising 
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a wide range of open sources, including: official statements, video footage, news media articles, 
videos and documentaries, analytical, policy and scholarly articles. 

These have been carefully pieced together and cross-checked wherever possible. This constitutes 
an important evidential basis and contribution to understanding what unfolded that day and 
preceding it and reveals significant synchronisation and coordination in Hamas-led forces’ 
assault, including their use of drones and other related technologies. It appears unlikely that 
Israel will hold a public enquiry fully disclosing what unfolded on and prior to 7 October 2023, 
which underlines the pertinence of this approach. 

Accordingly, this article does not aim to recreate or explain every detail of what occurred; as in all 
accounts of war and conflict, gaps exist in our understanding of events. Nonetheless, important 
analysis and conclusions may still be drawn from extant evidence as is often necessary. Part II 
addresses Hamas-led forces’ drone use innovations and novelty, and related implications, which 
includes detailed articulation and analysis of Hamas-led forces’ employment of combined arms 
and its limitations. Part III considers the efficacy of Hamas-led forces’ drone use on 7 October 
in detail and discusses what can be learned from it, followed by the conclusion. 

Part I: Hamas’ and Associated Forces’ Drone Use on 7 
October
At approximately 6 a.m.44 (local time) on 7 October 2023, the initial phase of the Hamas-led 
attack against Israel commenced. Substantial preparations preceded it; some assailants were 
disguised as farmers and approached Israeli border defences to check whether IDF foot patrols 
were nearby.45 The Hamas-led assault near Kerem Shalom, the most southerly border crossing 
between Israel and Gaza, reportedly began at 5:50 a.m., when the BBC reported46 a Hamas 
commander posted images, and at Kibbutz Be’eri, when Hamas-led fighters were filmed (with 
a time-stamp) approaching it.47

At approximately 6:20 a.m.,48 the first of an enormous barrage of rockets, missiles, mortars, 
drones, and possibly loitering munitions was launched against Israel by Hamas-led forces,49 in 
what may be regarded as the main commencement of the assault. It is estimated that this initial 
barrage numbered approximately 2,500 rockets, mainly al-Qassam, and lasted approximately 
twenty minutes.50 51 The initial salvo of this barrage was probably an attempt to: (a) overwhelm 
Israel’s Iron Dome air defence system (widely regarded as one of the most capable);52 (b) 
over-stimulate wider Israeli defences; and (c) clear a path for and cover Hamas-led assaults 
against border locations to maximise shock and sow confusion among defenders or potential 
defenders. 53

Concurrent with the initial salvo (and in some locations before and after), Hamas-led forces 
approached and, in some cases, assaulted Israeli border defences. The fourteen visually 
confirmed54 border breach points effected by Hamas-led forces were distributed roughly 
evenly along the length of the Israel-Gaza border (Israel claims there were approximately 29 
border breach points55). Initial breaches were made by between 20056 and 40057 fighters, either 
through forcing open gates (e.g. near58 Kisufim crossing), or by cutting fencing (e.g. near59 Kerem 
Shalom crossing and near60 Nir Oz), or by blasting (e.g. near61 Be’eri and at Erez62 crossing63).64 
Therefore, these breaches were synchronised with the initial salvo, even if the precise timing of 
each breach differed, apparently for maximum shock effect. As will be detailed shortly, this is 
also consistent with a combined arms assault. 
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Several analyses note that, as a first step, at some border locations small modified commercial 
drones were employed by Hamas-led forces to drop novel munitions on armed Israeli manned and 
unmanned observation and communication towers in a coordinated and broadly synchronised 
manner;65 four of five IDF defence posts that were filmed being attacked by Hamas featured 
drones being used to do so. 66 This is thought to be the first time Hamas used drones in this 
role.67 It meant unusual activity detected by Israeli agents could not be effectively disseminated 
to alert and/or activate Israeli border defences,68 and sensors and remotely operated machine 
guns in some towers were rendered inoperable.

Analysed footage indicates that over 100 small drones were involved in Hamas’ assault 69 and 
were launched from various locations, and flown into Israel.70 The numbers are difficult to 
confirm provided the circumstances and as Israel has not released a detailed account of what 
unfolded on 7 October; however, it is highly likely that significant numbers of such drones were 
employed given their utility and extant reports. Meantime, cameras along the Israeli border 
were targeted by snipers, apparently to further reduce Israel’s defences’ efficacy.71 

Reports have also emerged, including video footage, of modified small commercial (DJI and 
Autel)72 drones dropping munitions directly on Israeli troops and tanks early in the Hamas-
led assault. The former occurred at the IDF base at Nahal Oz,73 and the latter against one of 
Israel’s most advanced tanks, a Merkava IV Main Battle Tank (MBT),74 near the Kisufim border 
crossing.75 An armour-piercing munition appears to have been drone-delivered in the latter 
strike. Hamas-released footage, apparently of the latter, features a DJI Matrice 600 drone with 
what appears to be a modified RPG munition.76 These strikes appear to have helped enable the 
breaching of Israeli defence lines in force, and the latter militated against a formidable mobile 
armoured response to counter such penetrations in the immediate and wider area. Hamas-
affiliated media channels have featured another drone type, a Radiolink AT10 II; however, 
confirmatory evidence of its use on 7 October has not yet emerged.77 

It is within the above events and associated actions that the most important innovation 
concerning drone use on 7 October occurred; drone use in combination with other specific 
actions and (closely related) weapons, which been characterised as “combined arms”78 by 
Kerry Chávez and Ori Swed in their detailed article,79 and others such as Mark Cancian of the 
Center for Strategic and International Studies, Michael Knights of the Washington Institute in 
interviews,80 and the Soufan Center in a briefing report.81 This will be assessed in further detail 
after more details regarding what unfolded on 7 October 2023 are presented, facilitating in-
depth discussion and analysis.

Significantly, once Hamas-led forces breached the Israeli border fences, ‘elite’ ‘Nukhba’ elements 
proceeded to assault IDF outposts and bases, whence they mostly killed, and in some cases 
captured, IDF troops and disabled IDF communications and other substantial technological 
capabilities.82 Typically, smaller assault forces first concentrated on IDF outposts and bases before 
attacking civilian dwellings in Israel. Subsequently, Hamas-led assault elements proceeded to 
other targets deeper into Israel, including sites of strategic national importance such as the 
Israeli Unit 8200 signals intelligence and fusion centre at Urim.83 Detailed visualisation of the 
geography and major locations of civilian deaths can be seen here.84

Synchronisation and Further Details about the Attack 
The synchronisation of Hamas-led forces - a key aspect of their assault and directly relevant to 
combined arms - was considerably dispersed over a large geographical area. Further details 
and evidence of this follow. 
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Hamas-led forces employed drones to strike Israeli border defences as missile, rocket, and 
possibly loitering munition salvoes began at approximately 6:20 a.m.85 This includes, for 
example, Kibbutz Kisufim,86 that was assaulted by Hamas-led forces at approximately 6:35 a.m., 
shortly after the combined barrage began; Hamas-led forces forced open a border fence gate, 
entered Israel, and subsequently attacked targets. 

At Kibbutz Be’eri, Hamas-led forces arrived at 5:55 a.m.,87 and after the initial barrage, during 
which they infiltrated the area,88 commenced their assault at approximately 6:55 a.m.89 The 
first shots from this assault were heard at the Nova music festival,90 the site of the single largest 
loss of life on 7 October. Therefore, Hamas-led forces used the initial barrage as cover and 
commenced their main assault on the Kibbutz, as assaults in other locations were unfolding, 
maximising impact and militating against a swift and robust Israeli response. During the next 
few hours, Hamas-led forces converged 91 on this area from the north and south,92 guided by 
motorised paragliders that had been launched together with early missiles, rockets and possibly 
loitering munition (MRLM) salvoes.93

At 7 a.m., Hamas-led forces attacked Kfar Aza kibbutz, near Nahal Oz that also involved powered 
paragliders to guide assault forces.94 At approximately the same time, Hamas forces attacked 
the largest Israel-Gaza border crossing at Erez,95 causing extensive damage96 and enabling 
numerous fighters to enter Israel.97 

At 7:19 a.m., Hamas forces were recorded as having penetrated Zikim base98 from the sea; 
fighting broke out shortly afterwards.99 Motorised paragliders were also in the area and 
were among those earliest recorded to be launched beneath MRLM salvoes.100 Not far from 
either Zikim or Erez, at Netiv HaAsera, the Hamas-led attack began with powered-paraglider-
borne101 Hamas fighters,102 approximately three103 to six104 of whom landed in the settlement 
and began killing. Other assailants later arrived on foot,105 possibly from or near the breached 
Erez crossing. At 7:30 a.m.,106attacks occurred on the Kerem Shalom kibbutz107 and the Sufa 
kibbutz,108 approximately five kilometres from one another.

Hamas-led forces eventually penetrated approximately 25 kilometres into Israel and attacked 
Ofakim.109 On the way, a special Hamas unit successfully assaulted110 the sensitive and strategically 
important Israeli 8200 unit signals intelligence and fusion centre at Urim,111 which was an 
especially embarrassing blow to the IDF (as were reports that it had ceased eavesdropping 
on militant networks a year earlier).112 Targeting of it, and the ability of Hamas-led forces to 
penetrate this high-value target, was a clear demonstration of the intelligence gathering and 
planning that went into the 7 October attack and informed its efficacy.

Hamas has claimed that in the barrage preceding the ground assault it employed approximately 
35 modified versions113 of the al-Zouari surveillance drone.114 These modifications meant it was 
a loitering munition.115 Purportedly, they were launched either from the open (as portrayed 
in their online released video)116 or from covered structures.117 However, so far, it has not 
proven possible to obtain independent evidence or corroboration of these launches.118 Notably, 
these loitering munitions can be harder to spot and intercept than rockets or other missiles 
because they can fly at a lower trajectory and in the littoral119 or seam between where ground 
forces operate and jet bombers.120 Their modification suggests that, as in earlier versions of 
the al-Zouari drone, these loitering munitions possess surveillance capabilities.121 Although 
unconfirmed, these could have helped warn if Israeli forces were in positions along the route 
that Hamas planned to penetrate the border. Therefore, and as Hamas has claimed, they may 
have been used to “facilitate[e] the crossing” of Hamas terrorists “into Gaza”.122
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It is also possible that Shehab-2 loitering munitions123 were launched on 7 October as part of 
Hamas-led forces’ barrages from residential buildings. However, so far, confirmatory evidence 
of this has not emerged. Notably, these munitions have since been targeted by IDF, as has a 
leading Hamas commander of its aerial array, Atsam Abu Raffa, who was reportedly responsible 
for such capabilities.124 Hamas has published pictures of a supposed drone coordination centre; 
however, its existence has yet to be verified.125

If modified al-Zouari drones or modified Shehab-2 loitering munitions were employed, they 
might have helped to “clear” further, lower levels of airspace of Israeli drones and manned aircraft 
that may have been used to defend against them and generated intelligence, surveillance, and 
reconnaissance (ISR), target acquisition (TA), and strike options. Notably, loitering munitions, 
drones, and missiles can be difficult to electronically jam, depending on their sophistication (as 
has been seen in Ukraine126). If IDF did detect them, they could have added to the strain on IDF 
air defences, such as Iron Dome, including detection and targeting functions and ready supplies 
of missiles. Should Hamas or other terrorist groups use such munitions in the future as part of 
a similar attack, it could prove even more destructive and difficult to repel.

Part II: Hamas’ Drone-Related Innovations and their 
Implications
According to Don Rassler, Hamas has run a drone programme since c. 2003 with substantial 
technical support from Iran’s Iranian Revolutionary Guard Corps (IRGC).127 128 Therefore, Hamas’ 
drone programme is notably older than the drone programmes of most states that are assessed 
to currently possess one, although their respective scope and scale often differ.129 Significantly, 
Hamas has used commercial drones130 and loitering munitions for military operations since at 
least 2018 and 2021, respectively,131 although reports exist of Hamas operating drones over 
Israel from Gaza in 2012,132 and intensifying use in 2014.133 Consequently, it has considerable 
experience in drone and loitering munition use including in combat conditions. 

As Yannick Veilleux-LePage and Emil Archambault have stated, prior to the 7 October attack, 
Hamas’ drone use involved “a variety of types of attacks”, as well as drone types and targets. 
The latter included IDF vehicles, Iron Dome batteries, and a claimed attack against the Israeli 
Ministry of Defence in Tel Aviv. They note that, Hamas’ drone use has neither demonstrated 
a clear developmental path nor consistent success, regarding which they offer three possible 
explanations: technical and tactical immaturity, a lack of effectiveness, and prioritising 
propaganda value.134 Notably, the IDF began striking Hamas’ nascent drone capability before 
Hamas had used drones in combat operations, i.e. reportedly in c. 2003,135 which may have been 
significant in affecting Hamas’ drone programme. Together, these details point to substantial 
improvements in Hamas’: drone capability, including significant advances in their technical and 
tactical capacity; evident success in drone and possibly loitering munition use; and Hamas’ 
keen attention to propaganda value, for example, regarding videos affiliated forces released 
on social media featuring and celebrating their drone and related technology use on 7 October.

The 7 October attack did not emerge without indication or preparations; prior to it, Hamas 
utilised drones, missiles, and rockets to test and strike Israel’s defences, sometimes intensively. 
In early May 2021 (and to that date), in a foretaste of what was to occur on 7 October, the largest 
barrage of missiles was launched by Hamas into Israel, reportedly temporarily overwhelming 
Israel’s renowned Iron Dome air defence system.136 According to Abu Obaida, the spokesman 
for Hamas’s military wing (al Qassim Brigades), preparations for the 7 October attack began in 
2021, when it started to closely study Israel’s tactics and strategies. 137 Iran’s leadership has sent 
mixed messages regarding its possible involvement in the 7 October attack. As Phillip Smyth 
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has stated, “no ‘smoking gun’ has emerged of direct Iranian involvement in or greenlighting of 
the October 7 attacks”, yet, as he notes, Iran “has always maintained significant sway over its 
[proxy] network”, including Hamas.138 

In the months leading up to the attack, Hamas conducted ground observation139 and flew 
drones to reconnoitre close140 to the Israeli border. By June 2023, Hamas had produced 
planning documents, instructions, and maps for dissemination to its ground forces.141 Hamas 
also attempted to mask its intentions, for instance, by disguising operatives to operate among 
farmers142 and downing IDF drones in the area,143 thereby reducing (but not completely stopping) 
the IDF’s ability to detect significant changes in Hamas’s activity. This may also have helped 
deter the IDF from more closely inspecting the areas used to mass and launch forces into Israel, 
out of concern for provoking reaction and possible drone losses. This is not unlikely regarding 
the atmosphere and prevailing views144 among Israel’s political and military leadership.145 

In the days and weeks prior to 7 October, Hamas conducted146 various operations147 to erode 
and test148 Israel’s border defences, including attacking observation balloons149 in the areas 
that were later assaulted, practising approaching border posts,150 and stockpiling equipment.151 
Hamas’ complex tunnel systems under Gaza were undoubtedly used to enable this, too, for 
example to infiltrate fighters and supplies to locations proximate to the border.152 During this 
formative period, unrest in the West Bank acted as a decoy, effectively diverting Israeli troop 
deployments and their attempts to address this.153 

Instances of Innovation
The Hamas-led 7 October attack on Israel has been characterised by leading terrorism scholar 
Professor Audrey Kurth Cronin as “an old-fashioned attack with hang gliders, motorbikes, 
bulldozers, explosives.”154 However, the attack involved: powered paragliders and drones for ISR 
and TA; drones for direct fires, including use of a novel explosive freefall munition, or bomblet, 
dropped by drones on key IDF border defences; the novel combination of powered paragliders 
and drones under cover of indirect fires employing rockets, missiles, and likely loitering 
munitions; and these in concert with small-unit based ground manoeuvre. Consequently, the 
attack possessed more advanced characteristics and thus implications (as will be discussed 
shortly) than Cronin’s comment suggests or that many analyses have so far identified or clearly 
articulated.

Regarding the question posed above: “how did Hamas-led forces employ drones and related 
technologies” on 7 October, “and what are the implications of this, including for preventing 
and combatting them?” this logically leads to the question: “what more precisely were the 
innovations that Hamas-led forces demonstrated on 7 October?” In response, considering Part 
I and the related analysis above, the munition used by Hamas-led forces-operated small drones 
to attack observation and communication towers – key IDF border defences - constitutes an 
important innovation.

As assessed from multiple published videos that feature Hamas-led drone strikes on these 
targets, it is evident that the drone-delivered bomblet/munition used to strike these defences 
emitted smoke after hitting the target and incorporated a considerable delay prior to 
detonating/exploding. Two main facilities follow from these features. First, the emitted smoke 
after hitting the aimed for target clearly facilitates target-marking (and was insufficient for 
a smoke screen). The use of smoke-releasing munitions to mark targets is long-established. 
This feature also provided a clear indication of the crosswind(s) the targets were subject to, 
regarding their significant height and exposure that might divert the munition from its aiming 
point, which made this feature particularly apt and notable. This feature would also enable 
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targeting correction, for example by a subsequent drone to drop another munition with more 
accuracy on the target after the wind drift became evident because of the initial munition use, 
i.e. with correction. This is also a well-established practice in warfare, for example by artillery.155 
Second, the delayed detonation enabled the drones to move particularly close to the target 
and get away swiftly after dropping the munition so that the explosion would not damage the 
drone or back-up drones. Again, this feature has already been used in munitions. What makes 
this munition novel is that it is the first known recorded example of a munition with these 
combined features that was apparently designed for and clearly launched from a drone by a 
non-state actor in combat, and against such sensitive military/security targets. On 7 October, it 
proved potent in combination with the small drone platform, including because it was able to 
evade IDF defences. 

The use of innovated small commercial drones to directly attack observation towers is not 
novel.156 This can be observed regarding the use of small commercial drones modified by ISIS 
to drop munitions on Iraqi military positions in 2017.157 It can also be identified in the use of 
modified drones (turning them into loitering munitions) by Ukrainian armed forces to attack a 
Russian observation tower in March 2023.158 Therefore, non-state and state actors, respectively, 
have innovated drones before to strike such targets. The level of coordination demonstrated by 
Hamas-led forces that day in their (combined arms) assault on Israel had not been demonstrated 
prior by another terrorist group or non-state actor as will be demonstrated shortly.

A further apparent innovation has been identified in some of the small DJI Phantom drones 
that Hamas-led forces employed on 7 October. These drones appear to have incorporated 
modifications to their settings, enabling them to avoid electronic countermeasures. According 
to DroneSec, which examined footage of their use that day:

DJI drone icons appear on the left-hand-side of the screen, showing a ‘Land’ and ‘Home 
point’ icon, with the ‘Return to Home’ icon greyed out. This could signal the operator has 
disabled RTH-mode, a common counter-counter operational security measure.

This may help to explain the ability of Hamas-led forces’ drones to operate effectively on 7 
October, despite advanced Israeli electronic warfare capabilities, which has been a considerable 
source of curiosity.159 An additional factor appears in the disclosure in December 2023 that:

Israel had at least one [counter-drone] system on the Gaza border on Oct. 7 specifically 
designed to counter drones, but it was not yet operational. The final stages of testing were 
scheduled a few days after the surprise attack, according to Sentrycs, which developed it.160 

Regarding other non-state actor use of these modifications, no other recorded examples have 
been found although other modifications have been made, for example by ISIS.161 State actors 
have been observed using such modifications, for example Russian and Ukrainian state forces 
earlier in the ongoing Russo-Ukrainian war (2022-).162 

Hamas’ Combined Arms Use
Various comments have occurred regarding Hamas’ coordinated use of drones combined 
with other offensive actions during the 7 October attack on Israel, however, so far it has not 
received in-depth analysis regarding it or its implications.163 Perhaps the most detailed extant 
analysis is that by Kerry Chávez and Ori Swed, who observe that (1) Hamas’ forces appeared to 
operate like a (conventional) army, particularly in their use of a “massed and combined arms 
approach,”164 and that (2) although earlier similar endeavours were pioneered by ISIS, Hamas’ 
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actions on 7 October differ because Hamas’ forces demonstrated two innovations. Therefore, 
while Chávez and Swed draw important attention to the matter of combined arms, they do not 
note the innovations articulated above, nor do they go into detail about Hamas-led forces’ use 
of combined arms with drones. These represent significant lacunae that this article aims to 
address, among others.

Regarding the first point Chávez and Swed note, Thomas Maurer’s research is helpful because 
it details ISIS’ use of combined arms. He states ISIS “organized [weapons] into categories, 
[employed] purposeful combination of these forces in keeping with the concept of combined 
arms combat, and [utilized] hierarchical command and control executed by experienced 
commanders.” Maurer further notes that “ISIS combat groups combined the elements of 
formation and firepower as well as movement and mobility.” 165 Therefore, for clarity it is worth 
considering what constitutes “combined arms”.

In its contemporary conception, combined armes can and has been dated from the latter part of 
the First World War.166 Jonathan House167 identifies its existence several years earlier in Major 
Gerald Gilbert’s, The Evolution of Tactics published in 1907. The latter is significant because it 
pertains to a context where non-state actors were of major concern,168 and because combined 
arms are currently almost exclusively associated with state forces, contrary to what unfolded 
on 7 October 2023. Combined arms are largely associated with conventional forces because of 
their reputation for complexity, the difficulty of competently conducting them, and the level of 
organisation and training required.169 Quite recently, combined arms have also been observed 
in earlier historical periods stretching back to ancient history, indicating increasing awareness 
of it but also considerable variation in understanding what it entails.170

Consistent with what William S. Lind, Jonathan House, and latterly, Stephen Biddle have 
asserted, in essence “combined arms” is the use of various combat arms and weapons in concert 
to maximise overall efficacy and mitigate individual weaknesses.171 It usually requires that 
the actions an enemy would take to defend against one element of combined arms use would 
result in vulnerability to another,172 and, typically, both direct and indirect fires are employed 
combined with considerable force manoeuvre. In addition to concern about its strategic 
implications,173 recently the concept of combined arms has seen an emphasis on information 
operations, including propaganda,174 and even AI.175 

Although Maurer does not explicitly note ISIS’s use of direct and indirect fires and manoeuvres 
in concert or synchronicity, he does state direct and indirect fires and manoeuvres were 
combined and “coordinat[-ed] “taking into account time and space” by ISIS (pre-2018).176 Thus, 
Maurer’s assessment of ISIS’s use of combined arms is broadly congruent with the combined 
arms’ essence, although less specific. Maurer notes ISIS’s use of drones for ISR but does not 
discuss drone use for launching direct strikes in this context.177 This provides an important 
comparison with Hamas-led forces’ innovative use of drones as part of combined arms 
whereby drones were used for direct and indirect fires, pre-attack ISR, and almost certainly 
TA. Moreover, drones were used in concert with other arms as part of a synchronised assault 
of substantial size, scope, and sophistication. Doctor and Walsh have asserted ISIS employed 
“combined arms” in Syria, which they equate with “theatre air attacks to support ground force 
operations” and “close air support”, as conceptualised by Pape.178 However, they do not remark 
upon key elements of combined arms, such as synchronicity, nor do they provide clear details 
of ISIS’s combined arms use, including how drones were employed. Indeed, ISIS is not known 
to have conducted a combined arms attack with drones possessing such an integral role or on 
such a scale as Hamas-led forces did on 7 October.
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Regarding Chávez’s and Swed’s first point about Hamas-led forces’ use of drones on 7 October, 
they state that Hamas “simulat[-ed] mass with off-the-shelf drones that can be deployed in 
multiple ways, including being equipped with bombs and repurposed into weapons of war.” 
Part I of this article provides substantial detail that corroborates this observation. It also 
furnishes further insight that it was the combination of drones, including those employing 
direct fires, together with other munitions (including those used for indirect fires using rockets, 
missiles, and possibly loitering munitions) that “simulated mass” and not only drones. This is 
an important corrective.

Chávez’s and Swed’s second point is that on 7 October, Hamas was responsible for “pioneering a 
new combined arms model with commercial drones that is unusual for terrorist organizations.”179 
While evidence corroborates this, they do not specify why and how. Neither do they clearly 
conceptualise the “combined arms model” they refer to nor note its limitations. They are 
nonetheless correct that the description and label of “combined arms” are less frequently 
applied to terrorists or insurgents. 
 
As Part I above details, Hamas-led forces were able to take advantage of the difficulty air defences 
often have in detecting small drones before they deliver strikes against targets, including 
defences.180 Regarding small drone use and combined arms, Hamas-led forces conducted drone 
strikes using small drones with a novel munition and in concert with, and under cover of, a 
barrage of massed indirect fires comprising missiles, rockets, and possibly loitering munitions. 
Concurrent with this, and at multiple locations (as detailed in Part I), Hamas-led forces 
breached and assaulted Israeli border defences at multiple strategic points with small units in 
a synchronised manner, including with follow-up forces involving substantial command-and-
control. 

Hamas-led forces subsequently infiltrated Israeli territory and attacked a variety of locations, 
including military and civilian military installations. This has been well documented (see Part I). 
Powered paragliders launched in concert with the initial indirect fires salvo, were subsequently 
observed helping to coordinate Hamas-led forces’ manoeuvre. They also attacked Israeli targets 
from the air, and ‘dismounted’ fighters assaulted civilian targets (such as at Netiv HaAsera).181 
In addition to paragliders, during the assault drones were also used for ISR (and prior to it), TA 
and strike. An unmanned balloon has also been claimed by a Hamas-affiliated account, however, 
it has not been confirmed.182

Accordingly, Hamas-led forces “pioneer[-ed] a new combined arms model with commercial 
drones that is unusual for terrorist organizations” and demonstrated a novel innovation on 7 
October with the sophistication of their drone use as part of a combined arms assault, which 
included ISR, TA, and strike. Although paragliders were also used in these ways, Hamas-led 
forces’ drone use was comparatively more sophisticated in these regards, both technically and 
in practice. 

Accordingly, drones were used for direct fires and to facilitate direct and indirect fires. Drone-
facilitated indirect fires, for example ISR prior to the assault and during it, almost certainly 
added to the pressure on Israeli air defences because further projectile salvoes were unleashed 
by Hamas-led forces. It is highly probable that these salvoes helped further enable Hamas-
led forces’ drone use and their combined arms assault. This is because Israeli air and ground 
defences’ ability to respond was almost certainly hampered; for example, IDF took cover and 
was prevented from mounting a coordinated or clearly targeted response resulting from these 
indirect and direct fires (including by drones). 
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Novel counter-jamming modifications (for non-state actors) that were detected in Hamas-led 
forces’ small modified commercial drones, enabled them to target key IDF defences, including 
armed border observation posts and communications towers, and IDF troops and tanks, as 
did their use of a novel munition when attacking the former. Representing highly significant 
innovations for Hamas and non-state actors, including terrorist groups, are the use of small 
drones, technical innovations to them, and munitions used by them, and the central role drones 
had in a combined arms assault. Indeed, no other terrorist group has so far demonstrated this 
range of capabilities, which are more usually associated with a state actor. Furthermore, no 
state actor has demonstrated this particular use of drones in an assault.

Part III: Drone Use Efficacy Against Israel: What can be 
Learned?
The Efficacy of Hamas-led Forces’ 7 October Drone Use 
During the assault, IDF personnel frequently did not (and arguably could not) directly combat 
breaches of Israeli defences in a concerted or highly organised manner. Reviewing numerous 
reports, including video footage of the assault, this was not least because of the need for IDF to 
take cover from rocket, missile (and possibly loitering munition) salvoes launched by Hamas-
led forces in the initial attack, in concert with drone strikes, and static and mobile small arms 
fire (detailed in Part I). Therefore, rather than the 7 October attack being one of “supporting 
arms”183 Hamas-led forces’ combined arms assault proved especially effective in suppressing, 
breaching, and assaulting thinly manned high-tech static defences and overwhelming light 
concentrations of mobile IDF defences that were deployed that day. The specific and successful 
targeting of communications by Hamas-led forces using drone-launched novel munitions also 
meant that IDF were unable to coordinate a rapid and sufficiently robust response to repel and 
stem breaches in border defences and the infiltration of larger groups of Hamas-led fighters. 
The effect of this was to amplify the initial success of the Hamas-led attacks on Israeli border 
defences and the overall scale and scope of the assault (as detailed in Part I).

In consequence, the ability (and likelihood) of IDF effectively marshalling a swift response to 
initial Hamas-led attacks against Israeli border defences before Hamas-led forces broke through 
in substantial numbers, seized defences/strong-points, and fanned out - including striking 
civilian targets - was militated against by Hamas-led forces’ use of combined arms.
 
Indeed, Hamas-led forces' use of combined arms, and drones as part of it, included utilising 
drones’ strengths as an ISR, TA and strike platform against the specific defensive capabilities 
that IDF had developed, including as part of its high-technology border defences. Hamas-
led-forces’ use of rocket, missile, and possibly loitering munition salvoes during the assault 
provided cover for their drone use and the ground units operating them as they approached, 
assaulted, and in some instances held positions, and in other instances, continued to infiltrate 
Israel (see Part I).

If more IDF personnel had been available on 7 October, it is improbable that they could have 
effectively combatted this combined arms assault because of its scale and scope, including its 
suppressive and disorientating effects, for instance its precise targeting of key components of 
IDF defences, i.e. observation and communication towers, strong-points, IDF high-tech ISR, 
and related communications capabilities. This meant that IDF border defences, including 
automated weapons to detect, initially repel and enable swift reinforcement, and mobile forces 
such as tanks, were rendered largely ineffective. Thus, the structure of IDF defences and their 
vulnerability to combined arms assaults involving drones and other weapons require careful 
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reconsideration regarding what is known to have unfolded on 7 October. This further underlines 
the efficacy and threat posed by Hamas-led forces evidenced combined arms capability. 

Additional salvoes of rockets, missiles, and possibly loitering munitions also made it more 
difficult for IDF aircraft, including drones, to interdict Hamas-led forces, as did the increasing 
numbers of assailants that flowed through the breached defences and their subsequent 
manoeuvre into urban and more open terrain. Hamas-led forces’ use of motorised paragliders, 
launched under the cover of the initial barrage, to help guide Hamas-led forces and partake 
in attacks, is a further innovation demonstrated by them on 7 October as part of a combined 
arms assault. The use of motorised (and armed) paragliders can also be regarded as potentially 
compensating for the potential vulnerability of drones to electronic warfare, as they can and 
were used to help coordinate attacks. Hamas-led forces’ drones’ limited strike capabilities 
also meant these paragliders provided additional mobile attack capability with personnel in 
them able to fire onto targets and to land, dismount and assault locations (such as at Netiv 
HaAsera),184 as well as the propaganda effect of their use both visually and historically vis-à-vis 
“Night of the Gliders”.185

An important aspect of Hamas-led forces’ use of combined arms on 7 October is “it reinforces 
the shift in the dominant characteristic of war[-fare] from maneuver to decision” (alteration 
of war to warfare mine);186 in the case of the 7 October assault IDF and Israel’s political 
leadership were placed in a very difficult decision-making position where it was much less 
a question of manoeuvre than of deciding what to do. This was despite Israeli doctrinal, 
infrastructure, equipping, policy and political investments in technology-driven ISR and 
quick-reaction capabilities,187 188 which proved inadequate. Hamas-led forces demonstrated 
detailed knowledge of Israeli defences, which were directly and effectively targeted by them 
on 7 October,189 including communications within defence structures on the border and the 
communications towers struck by drones. This extended to the highly important and sensitive 
signals intelligence facility at Urim.

The apparent limited objectives of the Hamas-led attack on 7 October (within an unlimited 
political and military goal of the eradication of Israel that Hamas has asserted numerous 
times before and since the 7 October assault190) included demonstrating their capability to: 
shock, maim, torture, kill, and capture Israelis; undermine the IDF’s reputation; destabilise 
the Netanyahu government (that is highly critical of Hamas and Iran); obtain propaganda; and 
take military and civilian hostages for political and military concessions. These were in broad 
alignment with and further to Hamas-led forces’ use of combined arms. That Hamas-led forces 
were unable to seize and hold territory for more than approximately one day indicates the 
significant limits of Hamas-led forces’ combined arms capability. However, although they were 
limited in their ability to seize and hold territory, they were still able to penetrate deep into 
Israel, strike sensitive facilities, and capture and remove a large number of hostages. Indeed, 
it appears hostages were used instead of holding territory (after doing so) to try to obtain 
political concessions. Thus, although Hamas-led forces’ actions indicated the use of limited war, 
this occurred as part of the war that Hamas has expressed in unlimited terms.

What Can Be Learned?
Hamas-led forces’ demonstration of a potent if “unorthodox” combined arms capability, with 
drones and possibly loitering munitions at its centre, breaks new ground. This includes, in 
terms of non-state actors, capabilities that have been demonstrated so far, including in the 
ongoing conflict between Israel and Iranian proxy forces. Hamas-led forces’ development of 
drone-related combined arms capability is occurring as part of the shift191 that is unfolding, 
involves drones moving from being almost exclusively employed by states to find, fix, and, in 
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some cases, strike terrorists, insurgents, and other non-state actors,192 to their utilisation by 
terrorists and insurgents to attack state forces and civilians.193 This shift has been characterised 
as democracies using drones to combat terrorism to its inverse.194

The seizure of hostages by Hamas-led forces, further to their combined arms assault instead ,of 
protracted land-seizure may be regarded as a substitution, albeit a distasteful one, which is highly 
morally, ethically, and legally objectionable. Arguably, this has shown considerable political 
efficacy in the short to medium term. It also provides a counterpoint to Hamas’ objections to 
Israeli settlements in occupied areas.195 Consequently, Hamas may be able to translate combined 
armed use (with drones having a central role) into a more strategic and political tool. However, 
in the medium and long term it may attract strong and counter-productive responses. 

Hamas appears to have learned from ISIS’ technical drone innovation and drone use, including 
its innovation in drone munitions, although the precise links between them are not yet fully 
clear. Ukrainian and Russian armed forces also probably provided a significant source of 
innovation inspiration to Hamas196 and possibly technical insights towards the alteration of DJI 
commercial drone safety configurations. However, more details are needed to establish why 
and how Hamas innovated as it did. It remains likely that other terrorist and insurgent groups 
will also seek to emulate the combined arms capability and elements thereof that Hamas-led 
forces demonstrated on 7 October.

Beyond Israel-Gaza, there is growing evidence that non-state actors are seeking to develop  
drone-related capabilities, including to target highly trained state forces. Perhaps the latest 
example of this is in the Red Sea, where Houthis have launched loitering munitions and drones 
against international shipping, including naval forces from the US, UK, France, Netherlands, and 
others.197 This strongly suggests that states will need to become far more vigilant regarding the 
threat such groups with drone and loitering munition capabilities pose. As Hamas-led forces’ 
drone-related capabilities proved central to the efficacy of their attack on Israel on 7 October, 
that possessed highly advanced drone and counter-drone and counter-airborne munition 
capabilities, this serves as an important warning to other states. 

Regarding non-state actors’ combined arms capability - including drones, loitering munitions, 
and missiles- it is conceivable that this could develop rapidly especially with state assistance, 
including in contexts in which training can be provided, weapons and weapon systems can 
be transported or smuggled, and expertise and experience communicated or transferred. This 
can be inferred from the development of Hamas’ drone and related technologies capability.198 
Therefore, vigilance will be needed regarding non state actors’ training facilities and weapon 
supplies, including so-called “dual use” technologies,such as commercial drones.

In addition to drone-related developments in Ukraine,199 improved counter-drone capabilities 
against state and non-state actors appear increasingly essential. They are no longer niche 
capabilities and are necessary across a wide range of armed forces, including for basing and 
the manoeuvre of forces at small-unit level and above. Although Israel was in the process of 
deploying and integrating technology to assist its troops to target and shoot down drones, 
missiles, rockets and possibly loitering munitions, this came too late to prove effective.200 

In the future, the use of drones by small units to infiltrate an adversary’s territory is likely to 
be an area of substantial threat because small drones can act as a significant force-multiplier, 
including to enhance the lethality of their attacks, and help to preserve small units by forewarning 
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of defences and/or interdiction by larger or superior forces. In turn, this markedly increases 
the damage non-state actor assault teams could cause state, non-state actors, and civilians in 
material, political, military, and psychological terms.

Hamas’ and associated forces’ use of drones in combined arms has also demonstrated the 
limitations of border walls, fences, and wider defence complexes even with high technology 
enhancements. Arguably, it has shown the need for troops to be deployed to defend territory 
or strategic and tactical points in considerable depth and with more resilient communications 
links that were in place in Israel on 7 October. Although this runs counter to the assumptions 
and tenets incorporated in Israel’s 2015 military strategy and the “Decisive Victory” operational 
concept - and despite the temptation to regard this as more of a glitch than a fundamental 
challenge – these will need to be revisited and reappraised. This is especially so given: previous 
failure (2006), the scale and scope of the 7 October failure, and increasing Hamas and other 
terrorist and other non-state actors’ technological capabilities, including drones, loitering 
munitions, rockets, and missiles. Moreover, now that the 7 October attack has proven to be a 
successful operation and template. This also implies that Israel will need to keep a closer eye on 
training camps and possible preparations for other such attacks against it, as will other states. 

Conclusion
On 7 October 2023, Hamas-led forces demonstrated substantial drone-related innovations. 
From a technical standpoint, the most novel innovation was not of a drone itself but that of 
a drone-delivered munition which possessed two main novel features: (1) the emission of 
smoke upon hitting the target area, and (2) delayed detonation. These combined attributes 
in a drone-delivered munition have not been identified as in previously employed by either 
a terrorist or non-state actor. These munitions were employed highly effectively by what 
appear to be modified small commercial drones against Israeli high-technology observation 
and communications towers. The observation towers incorporated sensors and interlinked 
machine guns but proved unable to effectively detect or combat small drones. The smoke 
emitted by and delayed explosion of the novel drone-delivered munitions utilised by Hamas-
led forces proved effective in achieving drone precision strikes and drone survivability. The 
former feature also offered the possibility of corrected drone strikes if crosswinds significantly 
affected the accuracy of the initial strikes, which could have proven particularly helpful given 
the combined arms context in which synchronisation is highly important. 

A further possible novelty is also evident in the apparent incorporation of technical modifications 
to DJI Phantom small drones used in strikes against Israeli targets that would have helped 
prevent them being jammed. This is the first time such a modification has been detected in 
non-state actor-employed drones. Together, these constitute substantial innovation in non-
state and terrorist drones and their use because neither one nor all these innovations has so far 
been identified in other non-state actor and terrorist drones or their use.

The most important drone-related innovation and capability that Hamas-led forces 
demonstrated on 7 October was the use of combined arms, in which drones had a central and 
integral role. While some may regard their combined arms use in historical terms as unorthodox, 
it is not in view of the historical origins and context of the concept. Hamas-led forces’ combined 
arms involved and exhibited shrewd and synchronised use of missile, rocket, and possibly 
loitering munition-based mass, in concert with small drone precision strikes (enabled through 
novel innovations to small drones). The assault occurred across various geographically and 
functionally interlinked defence points in close succession. The overall size and scale of the 
combined arms assault by Hamas-led forces may also be regarded as a novel feature; it is 
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almost certainly the largest recorded combined arms assault in combat by a non-state actor. It 
was also able to comprehensively breach sophisticated bespoke air and ground defences with 
devastating tactical, operational, strategic, and political effects. 

Consequently, the Hamas-led assault on 7 October 2023 constitutes substantial innovation 
according to both measures of “innovation” asserted by, on the one hand Williamson Murray, and 
on the other Theo Farrell and Michael C. Horowitz, as detailed above. That is, and respectively, 
changes in capability that have occurred in a period of peace (i.e. in preparation for the assault), 
and in a major change in the conduct of warfare. It also draws attention to what Nina Kollars 
regards as the overlooked area of adaptation during conflict, provided the blurring that occurs 
between conflict statuses and, in turn, respective leading conceptualisations of “adaptation” 
and “innovation”. 

Given the importance of at least Iranian knowledge transfer for the development of Hamas’ 
drones and loitering munitions,201 remaining questions about Iran’s role in the 7 October 
attack may help spur further attention to the role and importance of what Brown et al. term 
institutional actors “in enabling or enhancing adaptation at the lowest level.”202

Regarding border defences and those of sensitive sites, the direct targeting of Israel’s border 
defences, and in particular key elements of their high technology composition (with its 
underpinning assumptions including light staffing), should serve as a warning to Israel and 
other states that such defences may prove either an insufficient deterrent or defence or both to 
a combined arms attack. 

A combined arms attack including armed and unarmed drones and related technologies, and 
as a modus operandi, is likely to be attractive to many non-state actors and even states. While 
the technological and employment capabilities of terrorists and other non-state actors are 
rapidly improving, concerningly, counter-drone capabilities, particularly against small drones 
and loitering munitions, lag.203 This adds urgency for further developing the latter. As Liran 
Antebi and Matan Yanko-Avikasis state, drones (and, in effect, loitering munitions) should 
be considered “a new layer” and should be dealt with specifically, “and not necessarily in 
conjunction with other aerial threats such as manned aircraft or missiles and rockets.”204

Although respective terrorist and insurgent group drone, loitering munition, and counter-
drone and counter-loitering munition capabilities are often considerably less sophisticated 
than those of states, the 7 October assault by Hamas-led forces demonstrated that the latter, 
and potentially other non-state actors, can incur serious military and political blows against 
states. This includes against arguably the state with the most advanced capacities fielded for 
defending against these technologies.205 Although states often rely on MALE drones, for various 
reasons they have largely neglected the importance of smaller drones, including those utilised 
by small units, and counter-drone capabilities to defend against such use.206 This is despite 
the increasing importance of the “littoral” or “seam” between the ground and where manned 
(ground-attack) jets operate.

Paradoxically, in addition to high-tech solutions, a premium should be placed on the early 
detection of suspicious human activity to prevent the build-up of capacities and forces for such 
an attack. An attack such as that on 7 October 2023 requires detailed and complex planning, so 
human intelligence is vital to detect it despite the difficulty in developing and sustaining it. The 
temptation for ‘cleaner’ and more calculable forms of intelligence gathering and response belies 
the countermeasures that state and non-state actors can take against signals intelligence and 
high-technology-based intelligence gathering and related forewarning. Moreover, technological 
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innovation and adaptation are almost certain to continue, which means this dimension will see 
alterations in capabilities as well as opportunities that can and will be exploited by state and 
non-state actors alike.

James M. Page is an Honorary Fellow in the School of Government and International Affairs, 
Durham University. 
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