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Abstract

In the rapidly evolving landscape of online and technology-facilitated violence, the Platform of
independent expert mechanisms on discrimination and violence against women (the EDVAW
Platform) plays a key role in bringing together international and regional mechanisms.
Published in 2022, its first thematic report addresses the pressing need to tackle online and
technology-facilitated violence, offering a comprehensive overview and proposing collective
actions. This article provides the first detailed analysis of this policy document, first exploring
its terminology and understanding of this new yet deeply entrenched form of abuse, rooted in
the long-lasting subordination and systemic violence against women in society. It then delves
into key themes identified by the EDVAW Platform, urging collaborative efforts among its
members. A call to action resonates throughout, advocating the integration of this cause
into broader human rights practices. Ultimately, the article underscores the importance of pol-
icies promoting intersectionality, victim-centric approaches, and proactive engagement with the
private sector.
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I. INTRODUCTION

While violence against women is recognised worldwide as a significant human rights concern, the
implementation and enforcement of those rights remains highly variable across states and regions.
This variability is especially evident with online and technology-facilitated violence, where dis-
agreements on terminology, scope, and prevalence, coupled with a lack of serious consideration,
impede the application of human rights frameworks to prevent, detect, and address these abuses.
Furthermore, there is disagreement on the applicability of conventional rights frameworks to
some forms of online and technology-facilitated violence.'

To encourage greater cohesion and enforcement of human rights in relation to violence against
women, the Platform of Independent Expert Mechanisms on Discrimination and Violence against
Women (the EDVAW Platform) was established in 2018 and is composed of seven regional and
international human rights mechanisms tackling this form of human rights violation.> The
EDVAW Platform is committed to advancing the implementation of the legal and policy frame-
work on violence against women. It achieves this by fostering the sharing of best practices and
careful monitoring, thereby creating a valuable space for global dialogue and collaboration. In
2022, the EDVAW Platform adopted its first thematic report on the digital dimension of violence
against women, seeking to address the knowledge and implementation gaps in this field and identify
future avenues for action.’

1. This article discusses the EDVAW Platform’s first thematic report on the digital dimension of violence against women
and uses the term ‘online and technology-facilitated violence’ to keep pace with technological innovation and ensure
inclusivity beyond information and communication technologies. As children’s rights are protected by an entirely separ-
ate human rights regime, this article only focuses on violence against women, albeit that there are overlaps with the rights
of girls. For further discussion on the intersection between child sexual abuse and their digital rights, see: Francis
Maxwell, ‘Children’s Rights, the Optional Protocol and Child Sexual Abuse Material in the Digital Age’ (2023) 31
The International Journal of Children’s Rights 61; Alistair A Gillespie, ‘Adolescents, Sexting and Human Rights’
(2013) 13 Human Rights Law Review 623. Moreover, although both the thematic report and this article focus on violence
against women, it is recognised that online and technology-facilitated violence affects individuals of all genders. The gen-
dered lens applied here seeks to underscore systemic inequalities that disproportionately affect women, while acknow-
ledging the broader patterns of violence and discrimination that intersect with these harms.

2. The EDVAW Platform is composed the UN Special Rapporteur on violence against women, its causes and consequences,
the United Nations Working Group on discrimination against women and girls, the United Nations Committee on the
elimination of discrimination against women, the Council of Europe Group of experts on action against violence
against women and domestic violence, the Inter-American Commission on human rights rapporteur on the rights of
women, the Committee of experts of the follow-up mechanism to the Belém do Para Convention, and the African
Commission on human and people’s rights special rapporteur on the rights of women. More information is provided
in section 2.

3. GREVIO, ‘New Thematic Paper on the Digital Dimension of Violence against Women as Addressed by the EDVAW
Platform’ <https:/www.coe.int/en/web/istanbul-convention/-/new-thematic-paper-on-the-digital-dimension-of-violence-
against-women-as-addressed-by-the-edvaw-platfo-1> accessed 15 December 2023.


https://www.coe.int/en/web/istanbul-convention/-/new-thematic-paper-on-the-digital-dimension-of-violence-against-women-as-addressed-by-the-edvaw-platfo-1
https://www.coe.int/en/web/istanbul-convention/-/new-thematic-paper-on-the-digital-dimension-of-violence-against-women-as-addressed-by-the-edvaw-platfo-1
https://www.coe.int/en/web/istanbul-convention/-/new-thematic-paper-on-the-digital-dimension-of-violence-against-women-as-addressed-by-the-edvaw-platfo-1
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Despite the EDVAW Platform’s role in uniting key regional and international mechanisms in the
field of violence against women, there has been little scholarly discussion of this international
forum and its potential to enhance human rights protections and monitoring.* This article will
address this gap in knowledge, providing the first detailed analysis of the thematic report on the
digital dimension of violence against women.” This is particularly timely, given the current
global legislative upheaval surrounding platform governance and artificial intelligence, where
online and technology-facilitated violence often remains an overlooked issue. In this context,
while the EDVAW Platform is primarily known for fostering exchange and collaboration, its cap-
acity for knowledge-sharing and monitoring can play a critical role in shaping policy and advancing
global efforts to address these emerging challenges.

Following this introduction, Section 2 clarifies the origins, mandate, and composition of the
EDVAW Platform. Section 3 explores issues related to terminology, definitions, as well as the
nature, scale, and harm of online and technology-facilitated violence. Shifting the focus to the
first thematic report of the EDVAW Platform, section 4 critically analyses the key themes identified
in addressing this new, yet deeply entrenched form of abuse, rooted in the long-lasting subordin-
ation and systemic violence against women in society. Section 5 concludes and recommends the
integration of this cause into broader human rights practices.

2. THE EDVAW PLATFORM AND ITS FIGHT AGAINST VIOLENCE
AGAINST WOMEN

2.1 ExpLAINING THE EDVAW PLATFORM

In 2016, the United Nations Special Rapporteur on violence against women, its causes, and conse-
quences (the UN Special Rapporteur) acknowledged a significant gap at the international level in
adopting a holistic and comprehensive approach to address violence against women, despite the
existence of global norms and standards. This fragmentation was evident in the implementation
of key global agendas and instruments, including the Beijing Platform for Action,® the
Convention on the Elimination of All Forms of Discrimination against Women,” and other
related treaties. The disconnect extended to global instruments and regional agendas on violence
against women, along with the mechanisms responsible for monitoring their implementation.
Despite the envisioned links between these instruments, the lack of coordination persisted.®
Accordingly, the UN Special Rapporteur expressed a keen interest in enhancing collaboration
with international and regional human rights mechanisms that play a key role in identifying and
mitigating implementation gaps and government shortcomings. The goal was to expedite efforts

4. To our knowledge, the sole literature referencing it is: Melissa Upreti and Soon-Young Yoon, ‘The Feminist and
Women’s Movement Action Plan (fwWMAP): Mobilising Globally for Beijing +25 (2020) 28 Gender & Development
265, 271.

5. EDVAW Platform, ‘The Digital Dimension of Violence against Women as Addressed by the Seven Mechanisms of the
EDVAW Platform’ (2022) <https:/rm.coe.int/thematic-report-on-the-digital-dimension-of-violence-against-women-as-/
1680a933ae> accessed 4 December 2024.

6. UNGA, ‘Beijing Declaration and Platform of Action’ (1995) A/RES/50/203.

. UNGA, ‘Convention on the Elimination of All Forms of Discrimination Against Women’ (1979) A/RES/34/180.

8. UNCHR, ‘Report of the Special Rapporteur on Violence against Women, Its Causes and Consequences’ (2016) A/HRC/
32/42, para 78.

~


https://rm.coe.int/thematic-report-on-the-digital-dimension-of-violence-against-women-as-/1680a933ae
https://rm.coe.int/thematic-report-on-the-digital-dimension-of-violence-against-women-as-/1680a933ae
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to eliminate violence against women and tackle its underlying causes and far-reaching
consequences.’

Two years later, the UN Special Rapporteur led the establishment of the EDVAW Platform. This
initiative brought together all the main international and regional independent expert mechanisms
on violence against women and women’s rights, recognising their key role in monitoring the state of
women’s rights, evaluating measures to combat violence against women, and identifying pressing
issues, gaps, and shortcomings in the implementation of international standards and government
commitments. The EDVAW Platform includes the UN Special Rapporteur,'® the United Nations
Working Group on discrimination against women and girls (the UN Working Group),'' the
United Nations Committee on the elimination of discrimination against women (the CEDAW
Committee),'? the Council of Europe Group of experts on action against violence against
women and domestic violence (the GREVIO),'? the Inter-American Commission on human
rights rapporteur on the rights of women (the IACHR Rapporteur),'* the Committee of experts
of the follow-up mechanism to the Belém do Pari Convention (the MESECVI),'> and the
African Commission on human and people’s rights special rapporteur on the rights of women
(the AC Rapporteur).'® Consequently, it lacks representation from the Asia Pacific and Middle
East regions, where a pan-regional framework on women’s rights is still lacking.'”

Since its creation, the EDVAW Platform has sought to collaboratively enhance the acceptance,
incorporation, implementation, and updating of the current framework on discrimination and vio-
lence against women, ultimately creating a forum for collaboration and exchange. Consequently, it
has engaged in consultations in various regions, hosted by regional mechanisms, working with civil
society and stakeholders to identify and discuss common concerns and thematic priorities.'® It has
also participated in several events and expert meetings on discrimination and violence against
women and published some statements on thematic priorities such as feminicide and workplace

9. ibid para 79.

10. UN Special Rapporteur on violence against women and girls, its causes and consequences, ‘About the mandate’ <https:/
www.ohchr.org/en/about-mandate> accessed 15 December 2024.

11. UN Working Group on discrimination and violence against women and gitls, ‘About the Mandate’ <https:/www.ohchr.
org/en/special-procedures/wg-women-and-girls/about-mandate> accessed 15 December 2024.

12. Susanne Zwingel, Translating International Women'’s Rights: The CEDAW Convention in Context (Palgrave Macmillan
2016).

13. Ronagh J. A. McQuigg, The Istanbul Convention, Domestic Violence and Human Rights (Routledge 2018) 111-122.

14. Caroline Bettinger-Lopez, ‘Violence Against Women: Normative Developments in the Inter-American Human Rights
System’, in Rashida Manjoo and Jackie Jones (eds), The Legal Protection of Women from Violence (Routledge 2018)
166.

15. ibid 166.

16. Nicholas Wasonga Orago and Maria Nassali, ‘The African Human Rights System: Challenges and Potential in
Addressing Violence against Women in Africa’, in Rashida Manjoo and Jackie Jones (eds), The Legal Protection of
Women from Violence (Routledge 2018) 107.

17. For a regional perspective on the state of women’s rights see: Ahmed Almutawa and Konstantinos Magliveras,
‘Enforcing Women’s Rights under the Arab Charter on Human Rights 2004’ (2021) 25 The International Journal of
Human Rights 1258; Catherine Renshaw, ‘Global or Regional? Realizing Women’s Rights in in Southeast Asia’
(2017) 39 Human Rights Quarterly 707.

18. UN Special Rapporteur on violence against women and girls, its causes and consequences, ‘Platform for strengthening
cooperation between international and regional independent mechanisms on violence and discrimination against women’
(2018) <https:/www.ohchr.org/sites/default/files/Documents/Issues/Women/SR/PlatformInternationalRegionalMechanisms.
pdf> accessed 15 December 2024.


https://www.ohchr.org/en/about-mandate
https://www.ohchr.org/en/about-mandate
https://www.ohchr.org/en/about-mandate
https://www.ohchr.org/en/special-procedures/wg-women-and-girls/about-mandate
https://www.ohchr.org/en/special-procedures/wg-women-and-girls/about-mandate
https://www.ohchr.org/en/special-procedures/wg-women-and-girls/about-mandate
https://www.ohchr.org/sites/default/files/Documents/Issues/Women/SR/PlatformInternationalRegionalMechanisms.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/Women/SR/PlatformInternationalRegionalMechanisms.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/Women/SR/PlatformInternationalRegionalMechanisms.pdf
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harassment.'® Notably, the EDVAW Platform contributed to the 25-year review of the Beijing
Platform for Action, advocating for its recognition and institutionalisation in the broader UN
system. Some expert mechanisms are also involved in the Commission on the Status of Women
deliberations, with the EDVAW Platform hosting a virtual briefing for civil society organisations
(CSOs) in preparation for the 2023 session. Others participate voluntarily, presenting their work
during side events. Financial constraints limit the participation of certain mechanisms.*°

2.2 PRIORITISING THE DIGITAL DIMENSION OF VIOLENCE AGAINST WOMEN UNDER THE
GREVIO’s PRESIDENCY

In 2021, the EDVAW Platform agreed on the adoption of a rotational chair system,?' to bring fresh
perspectives to its leadership, foster greater ownership among its members, and to facilitate the
annual determination of priorities and focal topics. During its presidency (February 2022 —
January 2023), GREVIO chose to emphasise the digital dimension of violence against women,
aligning with its ongoing work in Europe.?* Over recent years, GREVIO has consistently addressed
this issue while monitoring the implementation of the Council of Europe Convention on combatting
violence against women and domestic violence (the Istanbul Convention). This focus also led to the
adoption of General Recommendation No. 1 in 2021, where GREVIO interpreted the relevance of
the Istanbul Convention in addressing online and technology-facilitated violence, particularly in
terms of prevention, protection, prosecution, and coordinated policies.*?

Under GREVIO’s presidency, the EDVAW Platform adopted its first thematic report in
November 2022.** This thematic report addresses the digital dimension of violence against
women, aligning with the mandates of its members. It begins with a comprehensive overview of
this gender-based abuse, coupled with some insights on terminology. The thematic report proceeds
to explore the general approaches adopted by the EDVAW members, identifying key themes in
their work and shedding light on both promising practices and challenges faced. Ultimately, it pro-
poses some collective actions to address the escalating global issue of online and technology-
facilitated violence against women. In the next section, we critically reflect on the EDVAW

19. For the activities undertaken by the EDVAW Platform until 2020, see: OHCHR, ‘Establishment and Activities by the
Platform of Independent UN and Regional Expert Mechanisms on Elimination of Discrimination and Violence against
Women — EDVAW Platform’ <https:/www.ohchr.org/sites/default/files/Documents/Issues/Women/SR/Platforms_
meetings_and_statements.pdf> accessed 15 November 2023. For the latest activities, see: <https:/www.ohchr.org/en/
special-procedures/sr-violence-against-women/edvaw-platform-cooperation-among-un-global-and-regional-womens-
rights-mechanisms> accessed 15 December 2024.

20. EDVAW Platform, 25 Years in Review of the Beijing Platform for Action’ (2020) 44 <https:/www.ohchr.org/sites/
default/files/Documents/Issues/Women/SR/Booklet_ BPA.pdf> accessed 15 December 2024.

21. Special Rapporteur on violence against women, its causes and consequences, ‘Online Meeting of the Platform of
Independent Expert Mechanisms on Discrimination and Violence against Women (EDVAW Platform)’ (2021)
<https:/www.ohchr.org/sites/default/files/2022-01/10th-Global-EDV A W-Platform-Meeting-Notes.pdf> accessed 15
December 2024.

22. GREVIO, ‘GREVIO Takes over the Leadership of EDVAW Platform’ (2022) <https:/www.coe.int/en/web/portal/-/
grevio-takes-over-the-leadership-of-edvaw-platform> accessed 15 November 2023.

23. GREVIO, ‘General Recommendation No. 1 on the Digital Dimension of Violence against Women’ (2021) <https:/rm.
coe.int/grevio-rec-no-on-digital-violence-against-women/1680a49147> accessed 12 September 2022.

24. The thematic paper is based on preparatory work written by the authors of this article with the support of the Council of
Europe Secretariat of the Monitoring Mechanism of the Istanbul Convention (GREVIO). See EDVAW Platform (n 5) 6.


https://www.ohchr.org/sites/default/files/Documents/Issues/Women/SR/Platforms_meetings_and_statements.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/Women/SR/Platforms_meetings_and_statements.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/Women/SR/Platforms_meetings_and_statements.pdf
https://www.ohchr.org/en/special-procedures/sr-violence-against-women/edvaw-platform-cooperation-among-un-global-and-regional-womens-rights-mechanisms
https://www.ohchr.org/en/special-procedures/sr-violence-against-women/edvaw-platform-cooperation-among-un-global-and-regional-womens-rights-mechanisms
https://www.ohchr.org/en/special-procedures/sr-violence-against-women/edvaw-platform-cooperation-among-un-global-and-regional-womens-rights-mechanisms
https://www.ohchr.org/en/special-procedures/sr-violence-against-women/edvaw-platform-cooperation-among-un-global-and-regional-womens-rights-mechanisms
https://www.ohchr.org/sites/default/files/Documents/Issues/Women/SR/Booklet_BPA.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/Women/SR/Booklet_BPA.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/Women/SR/Booklet_BPA.pdf
https://www.ohchr.org/sites/default/files/2022-01/10th-Global-EDVAW-Platform-Meeting-Notes.pdf
https://www.ohchr.org/sites/default/files/2022-01/10th-Global-EDVAW-Platform-Meeting-Notes.pdf
https://www.coe.int/en/web/portal/-/grevio-takes-over-the-leadership-of-edvaw-platform
https://www.coe.int/en/web/portal/-/grevio-takes-over-the-leadership-of-edvaw-platform
https://www.coe.int/en/web/portal/-/grevio-takes-over-the-leadership-of-edvaw-platform
https://rm.coe.int/grevio-rec-no-on-digital-violence-against-women/1680a49147
https://rm.coe.int/grevio-rec-no-on-digital-violence-against-women/1680a49147
https://rm.coe.int/grevio-rec-no-on-digital-violence-against-women/1680a49147
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approach to address online and technology-facilitated violence against women as unfolded in this
thematic report.

3. UNDERSTANDING ONLINE AND TECHNOLOGY-FACILITATED
VIOLENCE AGAINST WOMEN

3.1 TERMINOLOGY AND DEFINITIONS

The complicated and often controversial issue of definitions reveals a lack of agreement, resulting in
terminological confusion over online and technology-facilitated violence. This complexity makes it
difficult for victims to name their personal experience, for stakeholders to understand, compare and
evaluate such abuse, as well as for States to provide an adequate response. This is also evidenced by
the wide range of terms often used interchangeably and without precision, across the members of
the EDVAW Platform.

In a 2018 report regarding online violence against women and girls from a human rights perspec-
tive, the UN Special Rapporteur explicitly defines this abuse as “any act of gender-based violence
against women that is committed, assisted or aggravated in part or fully by the use of ICT, such as
mobile phones and smartphones, the Internet, social media platforms or email, against a woman
because she is a woman, or affects women disproportionately.”™> MESECVI draws on this defin-
ition in its work, simply adding its own non-exhaustive list of examples of online and technology-
facilitated violence, as does the UN Working Group.?® Throughout the same document, however,
the UN Special Rapporteur acknowledges and uses alternative terms such as ‘online violence
against women,” ‘cyberviolence,” and ‘information and communications technology-facilitated
violence’.?’

Instead, GREVIO prefers the term ‘the digital dimension of violence against women,” which it
states covers “both online aspects (activities performed and data available on the internet, including
internet intermediaries on the surface web as well as the dark web) and technology-facilitated
(activities carried out with the use of technology and communication equipment, including hard-
ware and software) harmful behaviour perpetrated against women and girls.”*® Despite using dif-
ferent terms, the scope is similar, which may explain why both the IACHR Rapporteur and the AC
Rapporteur avoid specifically defining online and technology-facilitated violence against women
and only acknowledge its significance, scale, nature, and impact.>’

25. ibid 13; OHCHR, ‘Report of the Special Rapporteur on Violence against Women, Its Causes and Consequences on
Online Violence against Women and Girls from a Human Rights Perspective’ (2018) A/HRC/8/47 para 23.

26. EDVAW Platform (n 5) 17; OAS/CICTE and OAS/CIM/MESECVI, ‘Online Gender-Based Violence against Women
and Girls. Guide of Basic Concepts, Digital Security Tools, and Response Strategies’ (2022) 21-40 <https:/www.oas.
org/en/sms/cicte/docs/Practical-self-protection-handbook-Online-gender-based-violence-against-women-and-girls.pdf>
accessed 8 December 2024.

27. OHCHR, ‘A/HRC/8/47 (n 25) para 15.

28. EDVAW Platform (n 5) 16; GREVIO (n 3) para 23.

29. EDVAW Platform (n 5) 15 and 17; Special Rapporteur on the Rights of Women in Africa, ‘Intersession Activity Report
during the 71st Ordinary Session of the African Commission on Human and People’s Rights’ (2022) <https:/www.
achpr.org/public/Document/file/English/Inter-Session%20Activity%20Report_ SRRWA_ENG.pdf> accessed 8
December 2024; IACHR, ‘Violence and Discrimination against Women and Girls: Best Practices and Challenges in
Latin America and the Caribbean’ (2019) 134-136 <http:/www.oas.org/en/iachr/reports/pdfs/ViolenceWomenGirls.
pdf> accessed 8 December 2024.


https://www.oas.org/en/sms/cicte/docs/Practical-self-protection-handbook-Online-gender-based-violence-against-women-and-girls.pdf
https://www.oas.org/en/sms/cicte/docs/Practical-self-protection-handbook-Online-gender-based-violence-against-women-and-girls.pdf
https://www.oas.org/en/sms/cicte/docs/Practical-self-protection-handbook-Online-gender-based-violence-against-women-and-girls.pdf
https://www.achpr.org/public/Document/file/English/Inter-Session%20Activity%20Report_SRRWA_ENG.pdf
https://www.achpr.org/public/Document/file/English/Inter-Session%20Activity%20Report_SRRWA_ENG.pdf
https://www.achpr.org/public/Document/file/English/Inter-Session%20Activity%20Report_SRRWA_ENG.pdf
http://www.oas.org/en/iachr/reports/pdfs/ViolenceWomenGirls.pdf
http://www.oas.org/en/iachr/reports/pdfs/ViolenceWomenGirls.pdf
http://www.oas.org/en/iachr/reports/pdfs/ViolenceWomenGirls.pdf
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This definitional complexity reflects the lack of agreement within scholarship and policy.
The discussion varies between the use of broader definitions, encompassing a wider range of
activities, or seeking to draw the boundaries relatively tightly for better understanding and
implementation.>® The dynamic nature of technology and social change, as highlighted by
MESECVIL, emphasise the need for flexible terminology, discouraging rigid definitions and
online and offline dichotomies.>' But, while this adaptability is crucial, this degree of uncertainty chal-
lenges understanding and evaluating the nature, scale, and significance of online and technology-
facilitated violence. Also, it is likely to inhibit the effectiveness of legal, policy, and other measures at
the national and regional level, given the borderless nature of the wrongdoing.>

In its thematic report, the EDVAW Platform acknowledges the absence of common terminology and
the resulting confusion and negative consequences.*® Although it avoids adopting a specific term and
recognises the need for dynamism to keep pace with technological innovation, the report introduces a four-
fold classification based on the technology’s role in channelling the abuse. First, specific technologies
facilitate the commission of gender-based violence such as where domestic violence is carried out via
the use of spyware and other tracking devices. Second, information and communication technologies
(ICTs) can aggravate and amplify the harm victims experience, such as the non-consensual sharing of
intimate images, where people generally feel continuous abuse arising from each new distribution or
viewing. Third, there are technologies that give rise to new forms of abuse, as is the case with sexually expli-
cit deepfakes. Fourth, the online environment is used to enable gender-based violence, including the use of
social media to perpetuate online misogyny.**

30. Marcela Suarez Estrada, ‘Feminist Struggles Against Criminalization of Digital Violence: Lessons for Internet
Governance from the Global South’ (2022) 14 Policy & Internet 410; Laura Vidal, ‘The Olimpia Law: The
Beginning of a Legal Framework that Addresses Digital Violence’, in Fernanda Vidal-Correa (ed), Political
Representation and Gender Equality in Mexico (Springer 2022) 263; Sukaina Al-Nasrawi, ‘Combating Cyber
Violence Against Women and Girls: An Overview of the Legislative and Policy Reforms in the Arab Region’, in
Jane S. Bailey, Asher Flynn and Nicola Henry (eds), The Emerald International Handbook of
Technology-Facilitated Violence and Abuse (Emerald Publishing Limited 2021) 493; Suzie Dunn, ‘Is it Actually
Violence? Framing Technology-facilitated Abuse as violence’, in Jane S. Bailey, Asher Flynn and Nicola Henry
(eds), The Emerald International Handbook of Technology-Facilitated Violence and Abuse (Emerald Publishing
Limited 2021) 25; Kim Barker and Olga Jurasz, ‘Online Violence Against Women as an Obstacle to Gender
Equality: A Critical view from Europe’ (2020) 1 European Equality Law Review 47; Macarena Hanash Martinez,
‘Feminist Cyber-resistance to Digital Violence: Surviving Gamergate’ (2020) 5 Debats. Revista de Cultura, Poder i
Societat 287; Bridget Harris and Laura Vitis, ‘Digital Intrusions: Technology, Spatiality and Violence Against
Women’ (2020) 4 Journal of Gender-Based Violence 325.

31. ONU Mujeres and OEA/CIM/MESECVI, ‘Ciberviolencia y Ciberacoso Contra Las Muyeres y Nifias En El Marco de La
Convencion Belém Do Paradd’® 17 <https:/lac.unwomen.org/sites/default/files/2022-04/Informe-Ciberviolencia-
MESECVI_1Abr.pdf> accessed 8 December 2024.

32. Agnieszka Fal-Dutra Santos and Panthea Pourmalek, ‘Preventing Violence in the Digital Age: Women Peacebuilders
and Technology-Facilitated Gender-Based Violence’, in Mariateresa Garrido (ed), Mapping Online Gender-Based
Violence (UPEACE Press 2022); Matthew Mitchell and others, ‘Technology-Facilitated Violence: A Conceptual
Review’ (2022) Criminology & Criminal Justice 649; Unnati Patel and Ronald Roesch, ‘The Prevalence of
Technology-Facilitated Sexual Violence: A Meta-Analysis and Systematic Review’ (2022) 23 Trauma, Violence, &
Abuse 428; Nicola Henry and Anastasia Powell, ‘Technology-Facilitated Sexual Violence: A Literature Review of
Empirical Research’ (2018) 19 Trauma, Violence, & Abuse 195.
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3.2 NATURE AND SCALE

For the EDVAW Platform, the said complexities in defining online and technology-facilitated vio-
lence lead to challenges in gathering data on its prevalence, nature, and scale. This challenge is exa-
cerbated by the fact that existing data is often not disaggregated by sex, age, or other relevant
factors. Other contributing factors to this data gap include the omission of this form of violence
in national statistics on violence against women, the absence of sex-disaggregated statistics on com-
puter and cybercrimes, and the lack of official records documenting complaints about digital
violence.*

Online and technology-facilitated violence - like other forms of violence against women - is
gender-based,*® targeting women due to their gender or affecting them disproportionately.
Although variations in study scope and methodology make it difficult to determine its exact preva-
lence,?” research consistently shows that it is alarmingly widespread. For example, according to a
2015 study by the United Nations Broadband Commission for Sustainable Development, almost
three quarters of women have experienced some form of gender-based violence online, with
almost two-thirds of the perpetrators being men.*® In 2020, a study by the Economist
Intelligence Unit covering 45 countries reported that 85% women have experienced or witnessed
online and technology-facilitated violence, ranging from 74% in Europe, 91% in Latin America
and the Caribbean and 90% in Africa.>® In 2017, Amnesty International released a comparative
study conducted across Europe, the United States and New Zealand which revealed that nearly a
quarter of interviewed women had experienced online abuse and harassment motivated by
gender, at least once in their life.*” In 2021, UN Women published a report on the Middle East
where it emerged that 60% of women had suffered from online and technology-facilitated violence
and had reported it in the past year.*' In 2020, Pollicy, a Uganda-based feminist collective, con-
ducted a survey on online violence against women in Ethiopia, Kenya, South Africa, Senegal,
and Uganda revealing that 28% of women had experienced diverse forms of this abuse.*?

In echoing its members’ views, the EDVAW Platform states that online and technology-
facilitated violence is anything but a novelty, firmly grounded in the enduring social subordination

35. ibid 27.

36. ibid 8.

37. UNFPA and Wilson Center, ‘Technology-Facilitated Gender-Based Violence. Data and Measurement: Methodology
Matters’ <https:/www.unfpa.org/sites/default/files/resource-pdf/SummaryDataMeasurementMethodologyMatters.pdf>
accessed 12 January 2024.
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December 2024.
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of women.** Accordingly, it should not be seen as separate from violence in the ‘real” word but as
part of an ‘online-offline continuum’, representing new forms of the same underlying violence.**
Additionally, online and technology-facilitated violence differently affects women and other indi-
viduals based on intersecting, societal and personal characteristics like gender and sexual orienta-
tion.** In this regard, a recent study by Suzie Dunn ef al., encompassing a worldwide geographical
scope and nearly 18,500 respondents, demonstrated that a higher proportion of LGB* individuals
had experienced any form of online harm (75,8%) compared to heterosexual individuals (57,2%). A
similar result was also found when comparing the experience of online harm between the LGB*
transgender and gender diverse people (87,7%), cis women (76,7%), and cis men (72,6%).4
Research has also revealed the ways in which race and ethnicity intersect with gender, fuelling
abuse labelled ‘misogynoir’, and showing the heightened levels of abuse that black women experi-
ence online. In 2023, Glitch UK reported over 9,000 highly toxic posts targeting black women com-
pared to their white counterparts. This result emerges from a dataset comprising nearly one million
posts collected over six months.*” Furthermore, a growing body of research has documented the
extensive violence women journalists experience online, with a global survey conducted by the
UNESCO and the International Center for Journalists reporting that 73% out of its 625 respondents
had suffered from one of its multiple forms.*® Similar patterns have also been observed in the
experiences of women in politics.*’

3.3 HARMS AND HUMAN RIGHTS VIOLATIONS

Online and technology-facilitated violence is a violation of human rights,”® a recognition under-
scored by the EDVAW Platform in its thematic report.>! This acknowledgment aligns with the
approach of the UN Human Rights Council and the UN General Assembly, both of which have
already identified the potential negative impact of new technologies on the enjoyment of fundamen-
tal rights. Also, they have emphasised the importance of legal redress, asserting that “the same
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rights that people have offline must also be protected online.”>* Similarly, research demonstrates
the severe violation of the rights to human dignity, sexual autonomy, privacy, physical integrity
and mental well-being, as well as freedoms of expression, association and movement that online
and technology-facilitated violence gives rise to.> This means that all forms of online and
technology-facilitated violence involve a prima facie wrong, the impact of which might then be
experienced differently, depending on the personal characteristics of each victim and the intersect-
ing subordination they might experience.

Victims often experience a profound ‘social rupture’, dividing their lives into ‘before’ and
‘after’ the abuse.’® Psychologically, they report adverse impacts on their mental well-being,
including depression, self-harm, panic attacks, and anxiety.”> They also fear for their safety in
the offline world,>® proving the integrated nature of online and technology-facilitated violence.
This continuous nature likewise impacts their professional and economic lives, leading to
missed work or school, heavy expenses for legal and specialist support, and reduced online
engagement.’’ Also, victims report a profound sense of isolation due to victim-blaming responses
and mistrust of family, friends, and colleagues.’® Overall, online and technology-facilitated vio-
lence inhibits women’s full enjoyment of their fundamental rights, meaning that they cannot
freely develop their personality and effectively participate in society on an equal footing with
men.”’

Cumulatively, these individual harms contribute to much broader social harms. Rather than
being a means of social interaction, participation, and information, the online world becomes a
place of social oppression and abuse that marginalises and silences women.*® The widespread
online hostility to women commonly leads to their withdrawal and disengagement as a means of
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self-protection, thereby damaging wider societal debates and interactions, also widening an already
existing digital gap.®! Ultimately, online and technology-facilitated violence has significant finan-
cial consequences for all of society due to the loss of economic activity and health-related costs
most victims incur.®?

4. EXPLORING KEY THEMES IN THE EDVAW PLATFORM’S
THEMATIC REPORT ON THE DIGITAL DIMENSION OF VIOLENCE
AGAINST WOMEN

Before addressing key themes in prevention, support, and redress for online and technology-
facilitated violence, the EDVAW Platform lays the groundwork with some preliminary considera-
tions. First, online and technology-facilitated violence arises from a long-standing framework of
gender-based discrimination, deeply rooted in cultural norms and systemic violence against
women.** Second, ‘it is part of the continuum of multiple, interrelated, and recurring forms of vio-
lence against women that now permeate through and across online and offline worlds’.®* This con-
tinuum is expected to evolve with technological innovation. Third, an intersectional approach is
essential to understand the varied and compounded impacts of online and technology-facilitated
violence on victims, influenced by factors beyond gender.®®

The following subsections critically examine where the EDVAW Platform stands on the urgent
fight against online and technology-facilitated violence, considering that its members have an
important role in explaining the scope of State obligations on the matter, can make specific recom-
mendations, and can engage with CSOs and other stakeholders.

4.1 DEMANDING LEGAL PROTECTION AND LIABILITY

With human rights treaties and other soft law instruments already recommending the introduction of
legislative, policy, and other measures to address gender-based violence, the EDVAW Platform
welcomes any new or revised legal protections ensuring that online and technology-facilitated vio-
lence is criminalised at the national level.®® Also, it acknowledges that much of the current legis-
lation is limited in scope and is poorly transposed into practice, especially when victim-blaming
attitudes are so common amongst criminal justice systems.®” Accordingly, the EDVAW Platform
endorses specific courses of action for preventive action and legal redress through criminal means.®®
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Generally, criminal law is considered an immediate and efficient response to gender-based vio-
lence, including online and technology-facilitated forms of abuse. Criminal law can convey the
message that abusive conduct should have no place within society, while punishing people for
their past conduct and restricting others’ fundamental rights and freedoms.®® However, the adoption
of criminal provisions could prove ineffective or even counter-productive, if its formulation is not
reflective of victims® experiences. Rather than entrenching hierarchies between various forms of
abuse at the risk of jeopardising legal protection, criminal law reform should acknowledge their
overlapping and interrelated nature and prohibit them as a pattern of offending rather than as sep-
arate, specific, and isolated conduct.

In previous research, the common criminalisation of image-based sexual abuse in Europe illus-
trates this point clearly.”® National legislators often avoid outlawing the creation of an intimate
image and/or the threat to distribute such material.”' They also adopt terminology and constitutive
elements of the crime that contribute to victim-blaming within and outside the courtroom. This is
the case, for example, of the common use of the term ‘revenge pornography,”’? as well as the focus
on specific offender motives.”® Besides, the introduction of new criminal provisions often happens
without accompanying awareness-raising initiatives or specific training for judicial and enforce-
ment personnel.”* Lastly, criminal law reforms often label online and technology-facilitated vio-
lence as a data protection violation, rather than considering its non-consensual nature and the
infringement of the sexual autonomy of victims.”

In addition to criminal measures, civil law provides an alternative pathway for victims seeking
redress, particularly for those unwilling or unable to engage with, or who have been inadequately
supported by, the criminal justice system. In some instances, human rights treaties and their mon-
itoring mechanisms recommend States adopt civil measures as part of their effort to tackle gender-
based violence. This is the case with Article 29 of the Istanbul Convention, where State Parties are
requested “to provide victims with adequate civil remedies against the perpetrators.” Similarly,
Article 7 of the Convention of Belém do Para demands State Parties “to include in their domestic
legislation penal, civil, administrative, or any other type of provision that may be needed to prevent,
punish and eradicate violence against women.” Accordingly, while certain members of the
EDVAW Platform appear to entertain the prospect of civil redress,’® more action is required.
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Although civil law is normally used to ensure the right to compensation for criminal offences,
some scholars suggest framing gender-based violence as a civil rights violation or to explore the
potential of tort law.”” In this way, it is argued, civil law justice could provide legal redress to
all those victims who do not wish to engage with or have not been afforded relief through the crim-
inal justice system.’® Furthermore, the UN Special Rapporteur on the promotion and protection of
the right to freedom of opinion and expression refers to civil law to prohibit online and technology-
facilitated violence that does not reach a threshold of real and imminent danger and cannot fall
within the scope of criminal law.”®

Beyond criminal and civil frameworks, a growing body of literature is exploring additional and
innovative ways of seeking justice, including restorative justice where the aim is to bring together
all the people who have been affected by the crime (that is, the victim, the offender, and society) to
overcome it.* Although still developing, restorative justice shows promise in addressing gender-
based violence and overcoming the limitations of conventional criminal justice.®' Great emphasis
is placed in restorative justice approaches to the needs of the victim, helping them speak out and
rebuilding their lives.®* Additionally, restorative justice could assist victims in recovering from
their harmful experience, despite challenges like cross-border issues and perpetrator identifica-
tion.®> This may also encompass the organisation of the ‘victim-offender panels’, where the
victim meets offenders who have committed similar crimes.®® These panels could provide
victims with a sense of closure and empowerment, while encouraging offenders to understand
the impact of their actions and take accountability. Such practices could complement existing
legal frameworks by addressing the emotional and relational dimensions of justice that are often
overlooked.

Against this background, the EDVAW Platform should continuously stress the necessity of a
legal framework that accurately reflects victims’ experiences of online and technology-facilitated
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violence across criminal, civil, or other domains. While the EDVAW Platform already promotes a
multi-agency strategy and private sector collaboration for implementing legal reforms,® it should
place stronger emphasis on engaging with CSOs and other stakeholders during the development
and implementation of legal and policy reforms. This diverse and inclusive approach could
ensure a comprehensive representation of actual and potential victims affected by intersecting
forms of abuse. Grassroots initiatives, including the organizing efforts of women within digital
spaces, are crucial to building resilience and remaining online. Just as women’s organizations
have been pivotal offline in addressing gender-based violence, their digital counterparts are
playing a similarly important role in providing support to victims, especially where there are insti-
tutional gaps, and advocating for legal reform at the national and international levels. Recognising
and fostering these bottom-up approaches, alongside top-down regulatory efforts, can contribute to
more comprehensive, effective, and inclusive strategies for combating online and technology-
facilitated violence against women.

4.2 ADDRESSING THE IMPLEMENTATION GAP BEYOND LEGAL REFORM

As discussed above, the EDVAW Platform recognises the need for legal reform to address online
and technology-facilitated violence. In response to EDVAW members’ recommendations, several
national legislators have introduced or updated laws to ensure legal redress for digital abuse such as
Nicaragua, Morocco, and Sweden.®® Sometimes, these legal reforms have been achieved on the
basis of human rights instruments and mechanisms outside the EDVAW platform. The Beijing
Platform of Action and Nepal are a case in point.®” However, while the right of women to be
free from online harm is becoming an international human rights standard, its implementation
remains inconsistent, with online and technology-facilitated violence still perpetuated and tolerated
within many societies. In its thematic report, the EDVAW Platform acknowledges this shortcoming
and proposes the following path forward.

For the EDVAW Platform, one of the most common reasons for the implementation gap lies
in the failure of law enforcement to be reflective of and responsive to victims’ experiences.®® In
the literature, it has been extensively reported that victim-blaming, stereotypes surrounding
gender roles, and trivialisation of personal experiences are reproduced during criminal inves-
tigations, where “the ‘acceptability’ within some online environments of sexual violence is
something which has long been suggested as a ‘get-out’ from discussions surrounding
online interactions.”® At the policy-making stage, there are concerns that legal reform
could become mere political manifestos, potentially overlooking the root causes of women’s
social subordination.’® Despite this, criminal law remains a crucial area for addressing
online and technology-facilitated violence. It is essential for policy-making to incorporate
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the voices of all victims, particularly those stigmatised and marginalised, and to consider non-
punitive responses and alternative forms of redress.”’

Simultaneously, the EDVAW Platform recognises that the mere reliance on criminal law reform
cannot effectively address the broader social issues at play. Specifically, it welcomes social
awareness-raising actions or training aimed at criminal justice personnel.’? This approach could
tackle the current victim-blaming practices and guarantee a human rights-oriented approach to
law enforcement. Furthermore, the EDVAW Platform supports national frameworks that provide
victims with a range of general and specialised services, including helplines, counselling, and
legal support. These services can also assist victims in tasks such as content removal, digital
skill development, and the removal of invasive applications.”> This victim-sensitive approach
could empower women to report and speak out about their abusive experiences. Looking
forward, the EDVAW Platform could offer common training initiatives and consultancy services
to ensure a coordinated international response.

Incidentally, the EDVAW Platform could actively raise awareness about the potential risks asso-
ciated with criminal, policy, and other responses to addressing online and technology-facilitated
violence, thereby preventing possible abuses of power. Notably, CitizenLab reports instances in
Canada where narratives emphasising the vulnerability and victimhood of women have been fre-
quently utilised to justify expanded government powers to de-anonymise, identify, track, and
surveil online users.”® This approach has detrimental effects on other human rights, such as free
speech and data protection. For this reason, the following subsection discusses the creation of
new synergies between the EDVAW platform and human rights mechanisms other than the ones
working on women’s rights.

4.3 CREATING NEW SYNERGIES WITH OTHER HUMAN RIGHTS TREATIES AND MECHANISMS

In anticipating and reinforcing collaboration among its members, the EDVAW Platform acknowl-
edges the complex intersection of rights and freedoms in combating online and technology-
facilitated violence against women. Given this complexity, new synergies with regional and inter-
national bodies beyond the EDVAW Platform are considered essential to advance comprehensive
protection for women’s rights in the digital realm.”

Despite the persistence of a digital gap, women are increasingly engaging in cyberspace, utilis-
ing various technologies to enhance their freedom of expression. Several ICTs provide platforms
for new forms of citizenship, allowing women to shape, assert, and share their diverse identities.
This active participation plays a key role in their knowledge development, empowerment, and
equal involvement in society.”® Instead, online and technology-facilitated violence subordinates
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women, instilling fear, silence, and withdrawal. It also undermines their professional and social cred-
ibility, hindering active participation in public discourse.”” Given the significance and degree of harm
it causes, online and technology-facilitated abuse could be equated to hate speech that is prohibited,
under, for example, Article 20 of the International Covenant on Civil and Political Rights (ICCPR).”®
In her 2021 report to the UN General Assembly, the UN Special Rapporteur on the promotion and
protection of the right to freedom of opinion and expression argued:

“Expression is not free for many women or gender nonconforming people. Their voices are suppressed,
controlled or punished explicitly by laws, policies and discriminatory practices and implicitly by social
attitudes, cultural norms and patriarchal values. In its most extreme form, sexual and gender-based vio-
lence online and offline is used to chill or kill expression that is nonconformist or transgresses patri-
archal and heteronormative societal or moral codes or norms.”’

Amongst potential synergies between the EDVAW platform and human rights mechanisms on
freedom of expression, one could consider the Guidelines for monitoring and tackling online violence
against female journalists of the OSCE Representative on freedom of the media.'® This collaborative
dialogue could assist policy-makers in striking a balance among various socio-legal interests and
prevent legislative processes from potentially becoming new tools of oppression and surveillance.

Beyond gender equality and freedom of expression, the EDVAW Platform emphasises the integra-
tion of women’s rights into broader human rights mechanisms .'' Given that online and technology-
facilitated violence often entails the non-consensual processing of personal data, collaboration with the
UN Special Rapporteur on the right to privacy and similar human rights bodies is crucial. Although
online privacy abuses predominantly impact women,'®® privacy and data protection rights have trad-
itionally protected vulnerable groups against unwanted interference.'® Accordingly, it is essential for
the EDVAW Platform to advocate for a dual focus in collaborating with privacy and data protection
mechanisms: addressing the digital divide through the development of educational resources and train-
ing for women and stakeholders,'®* and endorsing a gender-sensitive policy-making process that incor-
porates feminist approaches in technical and non-technical domains.'®
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Because online and technology-facilitated violence primarily occurs through privately-owned
online platforms and searches engines, the EDVAW Platform also aims to promote greater engage-
ment with international and regional mechanisms addressing risks to human rights in the business
context.'°® This includes partnering with the UN Working Group on Business and Human Rights
and the UN Special Representative on human rights and transnational corporations, especially to
more effectively implement the UN Guiding Principles on Business and Human Rights.'"’
These principles require the private sector to prevent, mitigate, and address human rights
impacts linked to their operations, products, or services, even if they did not directly cause these
impacts.'®® Although the UN Guiding Principles on Business and Human Rights have been gender-
mainstreamed,lo9 their soft-law nature limits their effectiveness. Thus, the EDVAW Platform might
advocate for more effective State regulation of the private sector, an aspect that is discussed in the
next sub-section.

4.4 REGULATING AND ENGAGING WITH THE PRIVATE SECTOR

In its thematic report, the EDVAW Platform recognises the key role of the private sector in addres-
sing online and technology-facilitated violence. It emphasises the need for legal and policy reform
aimed at the ICT sector, including risk assessments and harm reduction measures.''® This approach
aligns with current legislative and policy efforts to regulate business activities that could negatively
affect fundamental rights and freedoms online.

In 2022, the European Union adopted Regulation (EU) 2022/2065 (also known as the Digital
Services Act), which seeks to create a safer digital space where the fundamental rights of users
are protected and to set a level playing field for businesses. One year later, the UK adopted the
Online Safety Act 2023 imposing a ‘duty of care’ on the larger social media and search services,
requiring identification of risks of harm and steps to mitigate such adverse impacts of online
engagement. National legislators outside Europe are likewise introducing similar legal
reforms. For instance, Singapore introduced its own Online Safety Act last year, primarily
aimed at reducing exposure to harmful content online."'" Similarly, Indonesia, Vietnam, and
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Thailand are pursuing related measures.''? In Brazil, new legislative and executive proposals
seek to enhance digital platforms’ content moderation. Meanwhile, Colombia and Argentina
are focusing on strategic litigation and case-law to achieve similar goals.'"

Consistent with the EDVAW Platform’s thematic report, some of these laws and drafts explicitly
address online and technology-facilitated violence, recognising its gendered impact as a threat to
fundamental rights.''* This recognition aligns with the due diligence obligation outlined in
Article 4(c) of the Declaration on the Elimination of Violence against Women (1993) and the
General Recommendation No. 35 of the CEDAW Committee.!!> However, these frameworks
often fail to adopt an intersectional approach which is crucial for understanding how different
aspects of a woman’s identity contribute to unique forms of discrimination.''® This failure could
undermine their effectiveness and diverges from the EDVAW Platform’s recommendations.'”

Ultimately, the EDVAW Platform recommends that States impose various measures on the
private sector to prevent and mitigate online and technology-facilitated harms. These encompass
risk assessments, content moderation, independent audits, and the creation of transparency
reports,''® aligning with legislative and policy trends worldwide. Moving forward, the EDVAW
Platform should focus on detailing how these measures can be tailored to effectively combat
online and technology-facilitated violence, ensuring their harmonisation across its geographical
scope. For example, while the EDVAW Platform currently underscores the importance of ‘trans-
parent’ and ‘easily accessible’ reporting mechanisms,''® it could further elaborate on this by pro-
ducing practical guidance on how online platforms and search engines should handle user reports,
outline steps for removing non-consensual content, and ensure victims are informed about the
reporting process and their rights. Furthermore, along with advocating for content moderation by
individuals with specific training,'** the EDVAW Platform could also denounce the systemic
issues surrounding the content moderation workforce. This critical task is often carried out by
women, predominantly from low- to middle-income backgrounds in the Global South, who face
considerable economic exploitation and psychological harm.'?!
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Lastly, the EDVAW Platform should emphasise that solutions to online and technology-
facilitated violence must address underlying structural issues, including the pervasive gender
biases embedded in technology design and operation. To advance this agenda, the EDVAW
Platform could sponsor research initiatives, policy dialogues, and educational campaigns. With
legal instruments like the Digital Services Act and the Online Safety Act introducing financial pen-
alties for non-compliant online platforms and search engines, the EDVAW Platform could advocate
for the strategic reinvestment of these fines to fund such initiatives.

4.5 TARGETING DOMESTIC VIOLENCE AND ANTI-WOMEN RIGHTS’ RHETORIC ONLINE

When outlining priorities for enhanced cooperation among its members, the EDVAW platform
focuses on domestic violence and anti-women’s rights rhetoric online.

Whilst technology is increasingly a part of social engagement and communication in dating
and family life, it can be used to facilitate and gain control of a partner, instil fear and keep them
in a permanent state of dependency.'??> The EDVAW Platform acknowledges this issue and
urges its members to identify gaps and challenges at the national level in responding to the
digital dimension of domestic violence.'?* States should promote a more systematic understand-
ing, recognising that the efficacy of legal reforms is contingent on broader social changes in
attitudes.'**

Ideally, the EDVAW Platform could push for reforms that prioritise victims’ experiences,
enhance training for those involved in their support, and advocate for stricter regulations on the
private sector. Furthermore, it could promote alternative technology designs to reduce abuse
risks, such as incorporating activity logs in smart home devices and providing free, accessible stalk-
erware detection tools.'?® Lastly, the EDVAW Platform should contribute to raising social aware-
ness about the high-tech potential to facilitate access to help and services. This might involve
supporting victims in remaining anonymous when seeking assistance and making it easier to docu-
ment abusive conduct for evidentiary purposes.'*®

At the same time, the EDVAW Platform highlights the growing dissemination of anti-women’s
rights rhetoric online, contributing to a climate of collective violence motivated by gender.'?” This
phenomenon encompasses two distinct aspects: the rise of involuntary celibate (also known as
incels) communities, where members express anger towards women and manipulate them to
achieve short-term sexual goals,'*® and a broader backlash against feminism seen in the
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‘manosphere’, where misogynistic beliefs aim to silence women’s and feminist voices.'?® Overall,
online anti-women’s rights rhetoric challenges human rights and contributes to democratic erosion,
increasingly appealing to socio-legal arguments such as the protection of parental rights against
state interference and respect for national identity.'*° In its thematic report, the EDVAW
Platform advocates for coordinated action to address this transnational problem.'' In this
regard, a growing body of literature suggests that solely punitive measures like criminalisation
and content removal may drive these communities underground, increasing isolation and extrem-
ism."3? Instead, efforts should enhance digital media literacy, dismantle toxic masculinity, train
frontline practitioners and caregivers, address mental health, and present alternative narratives to
incels and potential offenders.'**> Social awareness campaigns and interventions should engage
men without demonising them.'3*

4.6 ANTICIPATING NEW FRONTIERS: THE METAVERSE

At the end of its thematic report, the EDVAW Platform underscores the need for enhanced collab-
oration among its members to anticipate and address emerging frontiers of online and technology-
facilitated violence against women.'*> In doing so, it acknowledges the rapid pace of technological
innovation, recognising that technology can continually channel new forms of gendered harm, and
discusses the metaverse as an emerging landscape with the potential for such abuse.'*® This
emphasis is crucial, considering the limited engagement thus far by the members of the
EDVAW Platform with the possibilities and challenges presented by the metaverse.'>’
Additionally, collective action against violence in the metaverse could stimulate greater global rec-
ognition of this emerging issue and foster proactive policy development, moving beyond the react-
ive approaches that currently dominate responses to online and technology-facilitated violence
against women.

More specifically, the EDVAW Platform recognises the future convergence of physical and
digital realities within the metaverse, where avatars interact. While meta-developers anticipate
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users shaping their own identities without constrains and joining a more diverse and inclusive
society,'*® the EDVAW Platform highlights emerging accounts of discrimination and violence
against women in the metaverse.>® Studies suggest that individuals may carry trauma and harm
from the metaverse into the offline world due to the association of the avatar with their body,'*’
revealing the intrusive nature of such incidents and discouraging women’s participation in this
emerging technology. Furthermore, the EDVAW Platform acknowledges that some meta-
developers are implementing changes to the metaverse design to ensure the full enjoyment of fun-
damental rights, regardless of personal characteristics or avatars. While it expresses concern about
the reactive rather than proactive nature of these changes, it recognises the knowledge and insights
its members could contribute in this regard.'*' Additionally, given that the intersections between
the metaverse, violence against women, and national legislation mostly remain under-explored,
the EDVAW Platform could play a leading role in advancing legal protections. It could advocate
for stronger legal safeguards at both the regional and national levels, while actively integrating the
broad recommendations outlined in its thematic report.

5. CONCLUSIONS

There is an increasing international focus on the human rights implications of violence against
women, including its online and technology-facilitated dimension. In 2018, a landmark report of
the UN Special Rapporteur paved the way for greater recognition of this threat to women rights,
encouraging greater action at national and international levels. A few years later, regional human
rights mechanisms, like GREVIO, took the lead in specifically examining the digital dimension
of violence against women, with international actors and regional policymakers gradually following
suit. In 2023, the sixty-seventh session of the UN Commission on the Status of Women prioritised
‘innovation and technological change,” advocating for a zero-tolerance policy against all forms of
online and technology-facilitated violence against women.'*? At the time of writing, the European
Union has just adopted Directive (EU) 2024/1385, which sets minimum rules to tackle cybervio-
lence motivated by gender.'*

In this evolving landscape, the EDVAW Platform was established in 2018 to bring together key
international and regional mechanisms on violence against women. In 2022, its first thematic report
discussed online and technology-facilitated violence, reflecting the urgency and significance of this
issue. In particular, this report discusses the general approaches adopted by EDVAW members,
highlighting key themes in their work, as well as promising practices and challenges faced.
Also, it proposes collective action to address this escalating global issue. Further work, however,
is required, with this article providing a preliminary exploration of key issues, offering initial

138. See Meta webpage about diversity and inclusion in its metaverse design process <https:/about.fb.com/news/tag/
diversity-and-inclusion/> accessed 10 December 2024

139. EDVAW Platform (n 5) 32.

140. Brenda K Wiederhold, ‘Sexual Harassment in the Metaverse’ (2022) 25 Cyberpsychology, Behavior, and Social
Networking 479, 479.

141. EDVAW Platform (n 5) 32.

142. ECOSOC, ‘Innovation and Technological Change, and Education in the Digital Age for Achieving Gender Equality
and the Empowerment of All Women and Girls’ (2023) E/CN.6/2023/L.3.

143. Carlotta Rigotti, Clare McGlynn and Franzi Benning, ‘Image-Based Sexual Abuse and EU Law: A Critical Analysis’
(2024) 25 German Law Journal 171.
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insights into the importance of standardising terminology, integrating victims’ diverse experiences
into legal and policy responses, and engaging with other human rights mechanisms and the private
sector.

Ultimately, the impact of the thematic report by the EDVAW Platform, as with other inter-
national statements and reports in this field, will only be realised if its sentiments and recommenda-
tions are mainstreamed into human rights monitoring and enforcement at all levels. This represents
an important area for further research. Furthermore, this policy mainstreaming necessitates the
steadfast commitment of the EDVAW Platform to incorporating online and technology-facilitated
violence considerations into every facet of its monitoring, policy development, and evaluation
initiatives. It also entails advocating for a proactive stance in the monitoring and enforcement activ-
ities of all its member mechanisms, which maintain direct engagement with national governments,
relevant stakeholders, including CSOs, and the private sector. Currently, although the thematic
report has been promising in detailing common themes and needs, a consistent approach
remains elusive. Though the EDVAW Platform primarily serves as a forum for exchange and col-
laboration, it could take further steps to drive progress in this area, particularly as online and
technology-facilitated violence transcends borders, making international harmonisation crucial.
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