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ARTICLE INFO ABSTRACT

Edited by: Prof. S. Sarkar To improve storage and transmission, images are generally compressed. Vector quantization (VQ) is a popular
compression method as it has a high compression ratio that suppresses other compression techniques. Despite
this, existing adversarial attack methods on image classification are mostly performed in the pixel domain with
few exceptions in the compressed domain, making them less applicable in real-world scenarios. In this paper, we
propose a novel one-index attack method in the VQ domain to generate adversarial images by a differential
evolution algorithm, successfully resulting in image misclassification in victim models. The one-index attack
method modifies a single index in the compressed data stream so that the decompressed image is misclassified. It
only needs to modify a single VQ index to realize an attack, which limits the number of perturbed indexes. The
proposed method belongs to a semi-black-box attack, which is more in line with the actual attack scenario. We
apply our method to attack three popular image classification models, i.e., Resnet, NIN, and VGG16. On average,
55.9 % and 77.4 % of the images in CIFAR-10 and Fashion MNIST, respectively, are successfully attacked, with a
high level of misclassification confidence and a low level of image perturbation.
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1. Introduction

Many images are transmitted over public channels in computer
networks through techniques such as encryption, compression and
watermarking [1]. However, these images are vulnerable to attack. An
attacker may capture data and retransmit the tampered version in the
common channel, resulting in great security risks. In recent years, deep
learning has been prevalent with many fruitful results in image classi-
fication. While neural network classification models have surpassed
humans in recognition speed [2], a leak has been found in numerous
studies that these models are vulnerable to artificial attacks [11]. In
particular, image adversarial attacks have shown to be highly effective
in fooling these networks, i.e. misleading the classification with small
perturbations to the input images, leading to network security risks [12].

As a relatively emerging field, adversarial attacks have been exten-
sively investigated with many attack methods derived, such as the Fast
Gradient Sign Method (FGSM) [14], Universal Adversarial Perturbation
(UAP) [25], Jacobian-based Saliency Map Attack (JSMA) [26]. In the
above attack methods, the number of pixels modified is high. In the
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extreme case, the one-pixel attack [21] was proposed, where only one
pixel can be modified to achieve an adversarial attack without restrict-
ing the strength of modification. These methods are generally applied to
the pixel domain, which is not a popular domain where images are
stored and transmitted in the real world.

In reality, most images are stored and transmitted in compressed
form instead of uncompressed form. Therefore, methods attacking the
compression domain have a much wider range of application scenarios.
Most of the existing adversarial attack methods directly added pertur-
bations to the redundant parts. For example, in the UAP method [23],
the attacker captures an image transmitted within common channels
and adds pixel-level perturbations to natural images to mislead the
model output. However, compressed images only retain important in-
formation and remove redundant information, making it more difficult
for attacks to be performed. In fact, it has been shown that JPEG
compression effectively can be considered as a defence method against
adversarial attacks by reducing adversarial noise [3]. This explains a
lack of research in adversarial attacks focusing on the compressed
domain.
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In this paper, we propose a one-index adversarial attack method for
the vector quantization domain under the semi-black-box setting. The
one-index attack method modifies one VQ index element in the com-
pressed data stream of the vector quantization domain to make the
decoded image misclassified, which is comparable to one-pixel attacks
in the pixel domain. Vector quantization [6] is a popular lossy
compression technique, which has a high compression ratio that cannot
be replaced by other technologies and has been widely used for many
applications, such as JPEG compression [4] and Discrete Cosine Trans-
form compression (DCT) [5]. Therefore, the application scenario of
vector quantization domain-based attack methods is much broader.
Finally, the semi-black-box attack setup is more in line with the actual
attack scenarios, of which the attacker does not know the network model
of structure or parameters [7,8], as opposed to the white box attack [9]
where the attacker utilizes known information about the target model
and can easily generate corresponding adversarial images [10]. This
means that the available information is the VQ index and output prob-
ability label. The key idea of our method is to gradually decrease true
category probability by modifying one VQ index using a differential
evolution algorithm. In particular, we propose a codeword sorting al-
gorithm that establishes correlations between neighboring indexes so
that one-index perturbations can be optimized using differential evolu-
tionary algorithms to improve optimization efficiency in the solution
space.

The proposed one-index attack method is validated using three
common network models (Resnet, NIN, VGG16) and image datasets
(CIFAR-10, Fashion MNIST). We show that any input image from any
source class can be perturbed to be misclassified with a 55.9 % success
rate and a 77.4 % confidence on average, while only modifying a single
VQ index. We also conduct ablation experiments for differential evolu-
tion and codeword sorting algorithms, showcasing an improved attack
performance.

2. Related works

In recent years, the security of deep neural networks has been of
great concern due to the weak interpretability of hidden layers. In
computer vision, adversarial attack methods add small amounts of noise
to natural images. The noise is imperceptible to human eyes and does
not affect human recognition. However, it confuses the machine
learning model to make a wrong decision [11-13]. According to the
methodological basis, adversarial attack methods can be divided based
on gradient, optimization, boundary, attention, and salience map.

Several works explored the gradient-based adversarial attack
method. The Fast Gradient Sign Method (FGSM) considered reverse
thinking based on the training network to attack a network model and
mislead the model output [14]. It increased the loss function value in the
gradient opposite direction and quickly generated adversarial images,
although it had a low success rate. Iterative-FGSM (I-FGSM) imported
step size for iteration on the FGSM method, improving the attack success
rate but reducing the transferability [15]. To improve the attack rate,
Projected Gradient Descent (PGD) was proposed as a multi-step iteration
of FGSM [16]. Zeroed Order Optimization (ZOO) used Newton’s method
to iteratively obtain the best adversarial examples by estimating the
values of the first-order gradient and the second-order gradient [17]. To
reduce the time of gradient estimation, the Autoencoder-based Zeroth
Order Optimization Method (AutoZOOM) [18] used an adaptive

Table 1
Important notations and their descriptions.

Notation Description

e, F Perturbation, model

X,y The location of perturbation
r,gb The value of perturbation

iter Maximum number of iterations
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stochastic gradient estimation strategy and an autoencoder. Perturba-
tion analysis of gradient-based adversarial attacks focused on designing
novel methods for generating adversarial instances [19].
Jacobian-based Saliency Map Attack (JSMA) had a high success rate
[26]. It identified key pixel positions based on gradient impact on
classification and added perturbations. However, the generated adver-
sarial samples are not migratable.

Optimization-based attacks optimized perturbations and found the
adversarial perturbations to modify the number or strength as little as
possible. The C&W method had superior attack performance and visual
quality of adversarial images [20] but required a long time to search for
the optimal parameters. The one-pixel attack method achieved image
misclassification by modifying only one pixel [21].

Boundary-based adversarial attacks mainly investigated the decision
classification boundaries of models. DeepFool found the minimum
perturbation that changed the classification label of a sample by calcu-
lating the distance between the classification boundary and the sample
[22]. However, it needed to modify more pixels. To improve the
migration of perturbations, Universal Adversarial Perturbation (UAP)
generated adversarial perturbations with strong generalization capa-
bility by calculating the shortest distance between the original sample
and the model boundary [23]. However, the computation time for
universal adversarial perturbation is long.

Some existing works transferred the model’s attention to facilitate
attack. Gradient-weighted Class Activation Mapping (Grad-CAM)
modified the heat map regions for classification, resulting in misclassi-
fication [24]. Attention-Attack made the feature maps of the l-layer of
images and the l-layer of target categories as similar as possible to
transfer the model’s attention and mislead the model [25].

The aforementioned attack methods are applied on the pixel domain
and have a more limited application. Our proposed method is similar to
one-pixel attacks [21] in the sense that the modification number is
limited to one. While one-pixel attack is applied on the pixel domain,
ours is on the vector quantization domain, which has a much broader
application scenario. Also, the one-pixel attack method attacks the
whole image pixels, while our method attacks the image compressed
form.

3. Methodology

In this section, first, we propose the one-index attack algorithm,
which modifies an index without restricting modification strength, to
deceive the classification model. Then, to improve the attack success
rate, we propose the differential evolutionary algorithm to optimize the
one-index perturbation generation by generation and find the optimal
perturbation that makes images misclassified. Finally, considering the
evolutionary property of the differential evolutionary algorithm, when
finding certain one-index perturbations with a successful attack, it tends
to continue to search for a better perturbation in its vicinity, so we need
to establish the correlation between the codeword index and vector.
Thus, we propose the codeword sorting algorithm based on principal
component analysis.

The proposed one-index adversarial attack method is not related to
the network model structure. It realizes attack by decreasing true cate-
gory probability labels instead of needing to know information such as
parameters, which is more in accord with realistic attack scenarios. Our
method is for compressed domain images, where the redundant infor-
mation is removed when the image is compressed. There is almost no
redundant information in the compressed image. Therefore, it is more
difficult to attack the compressed domain than the pixel domain. Since
the image is transmitted in compressed form in cyberspace, the adver-
sarial attack method based on the compressed domain has a broader
application scenario. The target of the proposed attack method is the
image-compressed data stream, which has practical significance.
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Fig. 1. The process of adversarial attack.
3.1. Attack scenarios and notations

In this paper, we employ a semi-black-box setting [7] where the
attacker has no access to the inner information of the model, such as the
gradient and parameters, but only the probability label. This aligns well
with real-world scenarios, in which an attacker may query the victim
model but does not have the model implementation details. See Table 1
for important notations.

3.2. One-Index attack in the vector quantization domain

Our method attacks directly on the compressed data stream instead
of attacking the decompressed image, which is in line with the actual
attack situation and has wide application scenarios. The proposed one-
index attack method based on the vector quantization domain makes
the decoded image misclassified by modifying one VQ index. In [21]
attack method, it modifies multiple pixels and it is easy to find out that
the image has been tampered with. Therefore, we limit the number of
indexes to be modified.

We propose a one-index adversarial attack method targeting the
vector quantization domain. Our method modifies only one VQ index to
attack, and the VQ index’s range is [1, L], where L is the codebook
length. The one VQ index perturbation e(I) of the image I is defined as
shown in Eq. (1), where x and y respectively represent the x and y co-
ordinates of the VQ index; and r, g b represent the attacked VQ index
value at the corresponding position in the RGB layer:

e(l) = {x,y,r,g,b} o)

where x € [1,s],y € [1,t],r,g,b € [1,L] and s, t represents the size of the
VQ index matrix.

The method’s objective is to minimize the true category probability,
as shown in Eq. (2), where F, is the true category probability obtained by

Algorithm 1
: The one VQ index attack process.
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the model F and || e(I) || represents the modification VQ index quantity:

rr(lll;(lF[(I+e(I))subjected tofled| =1 )
14

The method modifies one VQ index to generate the adversarial im-
ages, which results in the model outputting an incorrect category, as
shown in Fig. 1. The sender feeds images into the VQ encoder and ob-
tains VQ indexes for transmission within the common channel. The
attacker intercepts and tampers the compressed data stream — VQ in-
dexes. The receiver gets the modified VQ index to reconstruct images
from the decoder. The reconstructed image will make neural network
models output a wrong category. The steps of one VQ index attack
method are:

1. Determining the modification location according to the x, y of one
index perturbation e(I).

2. Replacing the VQ index value at the corresponding position with
the r, g b values of the perturbation e(I) and obtain the attacked VQ
index matrix.

3. Decoding the attacked VQ index to get the attacked image. If it can
make the model output an incorrect category, the adversarial image
is generated successfully.

Algorithm 1 shows the one VQ index attack method, where [ is the
true category, I is the predicted category. We describe one VQ index
attack problem as an optimization problem and optimize the one VQ
index perturbation by differential evolution algorithm. The Differential
Evolutionary (DE) [28] is a kind of intelligent optimization method that
evolves populations by optimizing the fitness function value. Compared
to the genetic algorithm [30], it maintains population diversity during
the iterative process and jumps out of the local optimum easily. Thus, it
can quickly find a global optimum in the solution space.

3.3. Differential evolutionary perturbation optimization

In particular, we consider the true category probability as fitness
value. The optimization objective is to minimize fitness value and the
constraint number of modified indexes is one. We set both the popula-
tion size and the population iteration times to 50 after balancing the
attack runtime and success rate. The specific steps of one VQ index
perturbation optimization based on a differential evolutionary algo-
rithm are as follows:

1. Generating a fixed number of perturbations as the initial popula-
tion randomly, with each perturbation defined in Eq. (1).

2. Initializing the next generation population according to the mu-
tation rules of the differential evolution algorithm as:

Input: VQ index v and one index perturbation e(I)
Output: Attacked VQ index v'and adversarial image I’
1. e(D={x,y,r,gb}
2.fork =1to3do
3.fori=1tosdo
4.forj=1totdo
5.V(i,j,k) = v(i,j,k)
6. end

7. end

8. end

9.V (x,y,1) =rv(x,y,2) =gV(xy,3) =b

10. v VQ decoder I

11.1
12. ifly # 1

13. Attack success
14. else

15. Attack fails
16. end

DNN model
e

Iy
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Algorithm 2
: DE algorithm.
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Input: The original image I

Output: The optimal perturbation 7
1. Initializing the population;

2. fori=1top;do
3.forj=1to5do

4 My = B+ 7and(0,1) 4 (M
5. end

6. end

7. for z = 1 to iter do
8.fori=1top;do
9.forj=1to5do

10. Mutation;

Vi
” min

11. [{, ¢,n] = random(1,popsize)
12. U]x:j+1 = //ng + €<//{,,z - '/]nz)
13. end

14. Selection;

15. if Fe (I + vig1) < Fe(I + #iz)
16. .7iz11 = Vizi1

17. else

18. 7z = Miz

19. end

20. end

21.end

22. i = argmin? ™ F, (I + .4 er)
23. 7 = M ijer

Mk = My + €(Myx — M, k) 3)
where k is the current generation index; M;; denotes the ih perturbation
of the contemporary population; M;; represents the ith perturbation of
the next-generation population; &, ¢, n are random numbers, and ¢ is the
scale factor set to be 0.5.

3. Comparing the fitness value of adversarial images corresponding
to child perturbations and parent perturbations. Taking the true prob-
ability labels as a measure of merit, the perturbation with the smallest
probability label is selected to survive, gradually optimizing the
population.

4. Repeating steps 2~3 to obtain the next generation population that
is better than the current one. We repeat the algorithm to generate the
next generation population, continue iterating until the maximum
number of iteration times, and obtain the optimal population, resulting
in the global optimal perturbation.

The differential evolution process is shown in Algorithm 2, where p;
is the population size, iter is population iteration times.

3.4. Codeword sorting

In the differential evolution algorithm, if a certain perturbation
makes the image misclassify successfully, it will tend to find the nearby
perturbation and see whether it is better than that perturbation [28].
Thus, we need to establish the correlation between the codeword index
and the corresponding codeword vector. To sort codewords in the
codebook, we need to perform data dimensionality reduction. Common
data dimensionality reduction methods include Principal Component
Analysis (PCA), Independent Component Analysis (ICA), LinearDiscri-
minant Analysis (LDA), t-Stochastic Neighborhood Embedding (t-SNE),
etc. PCA is the more basic linear dimensionality reduction method, so we
use the PCA algorithm for codeword sorting.

Here, we aim to improve the correlation between adjacent codeword
indexes to facilitate the effective convergence of the differential evolu-
tion algorithm. We first sort the codewords in the codebook by principal
component analysis (PCA) before attacking [29]. Then, the column
vectors corresponding to adjacent codeword indexes have a relatively
strong correlation.

The specific steps of codeword sorting are as follows:

1. Pre-processing the codebook for standardization. Computing the

50

1 2 3 4 5 6 1 2 3 4 5 6
78 84 164 203 150 42 253 245 234 245 226 203
73 129 161 205 175 98 253 244 235 238 226 205
128 86 184 238 155 3 253 243 235 228 225 238
122 129 182 238 178 64 253 243 236 207 226 238

Fig. 2. The part of CB and CB'.
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Fig. 3. The comparison of the unsorted and sorted codebook.

average value a; of each codeword Y;in the codebook. Here, we get the
matrix P after preprocessing the codebook, which is defined as P = {p,,

P, ---, D1}, Where p; is calculated as:
pi=Yi—a 4

2. Computing the covariance matrix O of the matrix P according to
Egs. (5) and (6):

", Yi —a; Y — qj
COV(Yh Y]) _ qul ( -q ) ( 7.4 ]) (5)
n-1
COV(Yl s Yl) COV(Yl s YL)
o COV(Yg7 Yl) C()V(ng7 YL) (6)
COV(YL7 Yl) COV(YL,YL)

3. Computing the eigenvaluel;, s, 43, ..., 4,and eigenvectors of the
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Algorithm 3
: Codeword sorting algorithm.
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Input: The unsorted codebook CB
Output: The sorted codebook CB’
1. fori=1toLdo
2 forj=1tow *hdo
3 a = Z}_ijy,-_j J(wh)
4. end

5. p=Y—-q
6. end

7. o0 =cov(p)

8. vk, AL, = eig(o)
9. fori=1toLdo
10. ¢y =VY;

11. end

covariance matrix O.

4. Sorting the column vectors in ascending order according to the
first principal component to obtain the sorted codebook CB'.

As shown in Fig. 2, an unsorted codebook CB displays disorder be-
tween codewords, while a sorted codebook CB' shows a strong correla-
tion between adjacent codewords. Taking the first codeword as an
example, the comparison of Euclidean distance between the first code-
word and other codewords in the unsorted codebook CB and the sorted
codebook CB' is shown in Fig. 3. The Euclidean distance between two
codewords is calculated according to Eq. (7): As shown in Fig. 3, the
Euclidean distances of codeword indexes and their corresponding col-
umn vectors in unsorted codebooks are not correlated and non-regular,
while the Euclidean distance between codewords in sorted codebook
becomes larger as the index difference increases. The codeword index
and corresponding column vector have a strong correlation. The code-
word sorting algorithm based on principal component analysis is shown
in Algorithm 3.

wxh

>

n=1

d(Y.Y)) =[| Yi-Y; [|= )

1/2
(}'i,n - yj.n) 2:|

4. Experiments

In this section, we first evaluate the attack performance of the pro-
posed method. Second, we compare the random search method, the DE
search method (unsorted codebook) with our method for ablation ex-
periments. Third, we analyze the change in the fitness value. Fourth, we
analyze the quantitative relationship between the original category and
the attacked category of adversarial images. Lastly, we compare the
proposed scheme with other attack schemes.

4.1. Experiment setup

Datasets. We evaluate our attack method using two widely used
dataset for data recognition, CIFAR-10 dataset and the Fashion MNIST
dataset. CIFAR-10 consists of 50,000 training images and 10,000 test
images and Fashion MNIST consists of 60,000 training images and
10,000 test images with 10 categories.

Classification model. We evaluate our approach on Resnet, NIN and
VGG16. These three models are popular for image classification and
have very different network structures, which can test the transfer
ability of the proposed method.

Evaluation metrics. The attack performance can be evaluated in the
following main aspects: attack success rate and confidence. The success
rate is defined as the percentage of adversarial images that were suc-
cessfully attacked. Confidence is defined as the incorrect output cate-
gory probability. The higher these metrics, the better the attack
performance.

51

Table 2
The accuracy on three different models.
Dataset Model Accuracy
CIFAR-10 Resnet 86.97 %
NIN 78.22 %
VGG16 79.75 %
Fashion MNIST Resnet 89.39 %
NIN 90.28 %
VGG16 91.28 %
Table 3
The attack performances on three models.
Dataset Model Success rate Confidence
CIFAR-10 Resnet 44.8 % 80.27 %
NIN 56.4 % 79.42 %
VGG16 52.8 % 74.64 %
Fashion MNIST Resnet 93.6 % 92.4 %
NIN 23.0 % 69.7 %
VGG16 64.8 % 67.7 %

4.2. Attack performance

To verify the effectiveness of the one-index adversarial attack
method, we conduct experiments for the CIFAR-10 and Fashion MNIST
datasets separately to further verify the feasibility of the method. Since
the datasets have different categories, we need to train the classification
models for this dataset separately. The accuracies of the three models for
the CIFAR-10 and Fashion MNIST datasets are shown in Table 2.

We take 500 vector quantization images to test the attack success
rate on the three network models (Resnet, NIN, VGG16) for two datasets.
Table 3 shows the success rate and confidence of the one-index adver-
sarial attack method on the three networks. As shown in Table 3, our
method works for three network models with a 55.9 % success rate and a
77.4 % confidence on average on two image datasets. Among the three
network models, the attack method has high robustness to the NIN
model and the success rate and confidence level are higher. The method
can misclassify not only a particular model but also other models.

Fig. 4 shows the adversarial images generated by the proposed
adversarial attack method on three network classification models. As
can be seen from Fig. 4, it is possible to modify one index to realize
misclassification. It does not affect the classification results of human-
discriminated images, while it causes the model to output incorrect
categories with high confidence. Table 4 shows the related information
of adversarial images in Fig. 4.

4.3. Codeword sorting effect on population evolution

We compare the DE evolutionary process using a sorted codebook
with an unsorted codebook. Firstly, we use the unsorted codebook
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Fig. 4. Adversarial images of successful attacks on three network models on two datasets.

a

Table 4
The related information of adversarial images.
Dataset Model ID  Original Attacked Confidence
Category Category

CIFAR-10 Resnet a Dog Cat 87.73 %

Resnet b Boat Bird 94.23 %

Resnet c Cat Dog 87.79 %

NIN d Airplane Ship 95.76 %

NIN e Ship Truck 79.38 %

NIN f Cat Dog 99.31 %

VGGl6 g Deer Bird 74.32 %

VGG16 h Dog Cat 84.76 %

VGGl16 i Airplane Bird 99.70 %

Fashion Resnet  j Sneaker Sandal 93.25 %

MNIST Resnet k T-shirt Shirt 93.69 %

Resnet 1 Bag Sandal 83.83 %

NIN m Trouser Dress 66.09 %

NIN n T-shirt Shirt 75.46 %

NIN o Ankle boot Sneaker 70.64 %

VGGl16 p Coat Pullover 75.46 %

VGG1l6 q Coat Dress 95.21 %

VGGl6 r Ankle boot Sandal 96.77 %

generated by the LBG algorithm. Take an image as an example, the
location and index distribution of perturbations in the initial, middle,
and optimal populations are shown in Fig. 5(a) and Fig. 6(a).

As shown in Fig. 5(a) and Fig. 6(a), we can see that the position can
converge to near a certain position, but the VQ index value cannot
converge to a certain index value, which is almost evenly distributed in
the solution space. One index perturbation contains position (x, y) and
index value (r, g b). If the algorithm finds a good perturbation, it prefers
to search for a better perturbation in the vicinity of that perturbation.
Since codewords in the codebook generated by the LBG algorithm are
uncorrelated with each other, it will affect the superiority-seeking effi-
ciency of the differential evolution algorithm.

Initial populetion location distribution map

Middle population location map

Pattern Recognition Letters 186 (2024) 47-56

A
e

Then, we test the same image to execute the differential evolution
using the sorted codebook. The location distribution and index distri-
bution using the sorted codebook in the initial, middle, and optimal
populations are shown in Fig. 5(b) and Fig. 6(b). We intuitively perceive
that the population slowly converges to the nearby areas of the optimal
perturbation and gradually approaches the optimal perturbation, which
verifies the importance of the codeword sorting algorithm. Comparing
Fig. 5 and 6, the convergence rate is greater than that of the unsorted
codebook. Therefore, the codeword sorting algorithm does improve the
convergence speed of the population.

4.4. Change in fitness values

In this section, we take images from the CIFAR-10 dataset for
example and test the variation of fitness values. In this paper, we
describe one VQ index attack problem as the optimization problem,
using the differential evolutionary algorithm to optimize one index
perturbation, where the optimization objective is to minimize the
probability label of the true category. We select randomly 20 correct
category images on three network models (Resnet, NIN, VGG16) and
carry out one-index attacks to test the change of fitness values with the
number of population iterations. The fitness values on three models are
shown in Fig. 7, where the fitness value is set to be the true category
probability label for each image.

As can be seen from Fig. 7 in the early population iteration, the
convergence speed is fast and the probability of true category decreases
remarkably; in the middle population iteration, the convergence speed is
slow and the fitness values descend modestly; in the late population
iteration, it gradually converges to a stable value. The probability of true
category decreases as the number of population iterations increases and
the population evolutionary process is as expected. Therefore, the pro-
posed one VQ index attack method based on the differential evolu-
tionary algorithm can effectively decrease the probability of true
category and achieve image misclassification.

Optimal population location d stribution map
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4.5. Ablation study
Table 5

The attack performance (mid and bottom) against the impractical methods
(top). Bold is the best, underline is the worst.

Exiting Method Model Success Confidence
Methods Rate
FGSM [14] NIN 93.7 % 93 %
FGSM [14] VGG16 90.9 % 90 %
One-pixel Attack NIN 72.9 % 75 %
[21]
One-pixel Attack VGGl6 63.5 % 65 %
[21]
Adversarial SRNet (J- 48.4 % -
Steganography [27] UNIWARD)
Adversarial SRNet (UERD) 46.6 % -
Steganography [27]
Methods Random Search Resnet 36.0 % 81.19 %
Ablation
DE Search Resnet 354 % 76.18 %
Proposed method Resnet 44.8 % 80.27 %
Random Search NIN 48.0 % 73.54 %
DE Search NIN 50.4 % 81.78 %
Proposed method NIN 56.4 % 79.42 %
Random Search VGG16 47.4 % 69.65 %
DE Search VGG16 48.4 % 76.16 %
Proposed method VGG16 52.8 % 74.64 %
Avg. Random Search - 43.8 % 74.8 %
DE Search - 44.7 % 78.0 %
Proposed method - 51.3 % 78.1 %

53

We take the CIFAR-10 dataset for example to conduct the ablation
study. We compare our method with the random search attack method
and DE search attack method (unsorted codebook) to evaluate whether
the DE algorithm and codeword sorting algorithm help to improve the
attack success rate and confidence.

Random search attack method: For each image, the random search
method repeats n times, which modifies one random VQ index each
time. The confidence of adversarial images is set to the lowest true
category probability among n attacks. DE search attack method (un-
sorted codebook): Not using the codeword sorting algorithm, DE search
modifies one VQ index according to the differential evolution algorithm.

Here, we use the same number of evaluations (2500) for random and
DE searches. From Method Ablation (Table 5 mid), our attack success
rates on three models are higher than that of random search and DE
search (unsorted codebook), showcasing that our method has the best
attack performance. As shown in Average (bottom), even though
random search is directionless, the attack method still has a 43.8 %
success rate on average. Thus, the vulnerable VQ indexes which can
change the image label significantly are prevalent. Existing methods
(top) achieve higher success rates. However, methods such as FGSM
[14], One-pixel Attack [21], and Adversarial Steganography [27] are
impractical in real-world applications due to their limited application
scenarios. This will be clarified further in Section 4.7.

Our method uses a differential evolution algorithm to evolve one-
index perturbations generation by generation, which is optimized in
the direction of minimizing the true category probability of adversarial
images. Thus, our attack success rate is 7.53 % higher than random
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Fig. 8. Heat-maps for one-index attack on Resnet, NIN, and VGG16.
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Fig. 9. Comparison of the number of original and attacked categories on the three networks.

search on average. In the unsorted codebook, the adjacent codewords

8or are not relevant, thus having a negative influence on the convergence
6ok __ Efg"e' rate. The DE search is 6.6 % lower than our method on average. In
I VGGi6 addition, the average confidence of our method is higher than both these
401 37 37 two methods.
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Fig. 10. The difference between the number of original and attacked categories

on the three networks.

Table 6
The comparison of the related attack methods.

4.6. Adversarial image category analysis

We analyze the category of successful attack images on the CIFAR-10
dataset. Fig. 8 shows the heat maps of a successful attack, where [i,j]
indicates the number of images of category i that have been attacked to
category j. Vertical and horizontal indices denote the original and
attacked categories respectively.

As can be seen from Fig. 8, two similar categories in general outline
shape are prone to be successfully attacked between them. For example,
cats and dogs are easily attacked successfully by each other. The three
deep neural networks include convolutional layers and pooling layers.
Some parts of images in two categories can get similar data points
through the convolution kernel, and there are similar features. The same
features can be obtained through the feature dimension reduction of the
pooling layer.

Adding perturbations to such images will result in misclassifications.
Cats are hardly attacked into cars as there are few similar overlapping
features between the two categories. Therefore, the attack is more
difficult. However, there are special boundary decision points. If the
data point is modified, the image will be misclassified. The number of

Attack Method Success Rate Confi-dence Network Model Adversarial Target Attack Domain
FGSM [14] 93.7 % 93 % NIN Classification Spatial

FGSM [14] 90.9 % 90 % VGG16 Classification Spatial
One-pixel Attack [21] 72.9 % 75 % NIN Classification Spatial
One-pixel Attack [21] 63.5 % 65 % VGG16 Classification Spatial
Adversarial Steganography [27] 48.4 % - SRNet (J-UNIWARD) Steganalysis JPEG
Adversarial Steganography [27] 46.6 % - SRNet (UERD) Steganalysis JPEG
Proposed method 44.8 % 80 % Resnet Classification vQ

Proposed method 56.4 % 79 % NIN Classification vQ

Proposed method 52.8 % 75 % VGG16 Classification vQ
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each category before and after the attack is shown in Fig. 9. Fig. 10
shows the difference for each category before and after the attack.

As shown in Fig. 8, using one VQ index attack method on the Resnet
model, the NIN model, and the VGG16 model, every category of images
is attacked successfully. Deers and ships are vulnerable to the other
categories and the other categories are vulnerable to automobiles and
birds. Among the 10 categories of images in the CIFAR-10 test dataset,
certain categories are more robust than others, neither easily attack
others nor easily be attacked by others. For these robust categories, a
larger number of perturbations are required to successfully attack these
images.

4.7. Attack performance comparison

The comparison of various attack methods is presented in Table 6,
including the proposed attack method, FGSM method [14], one-pixel
method [21], and adversarial steganography method [27]. Although
[14] boasts the highest success rate and confidence among the other two
methods, and it alters all image pixels. In contrast, [21] only changes
one pixel value, but it still misleads the model output. Nevertheless, both
methods add perturbations to image pixels in the spatial domain and are
aimed at the image classification model. These methods have limited
application scenarios since images are often transmitted in compressed
form over network public channels. Compared to [14][21], which relies
on the gradient, our method operates in a semi-black-box scenario,
optimizing the perturbation based solely on output probabilities. Thus,
our method is more versatile and applicable in scenarios where the
gradient is inaccessible.

In contrast, the adversarial steganography method [27] can be
applied to the JPEG domain and targets the steganalysis model, which
indicates that attacking images in the compressed domain is more
difficult than in the spatial domain and the success rate is lower. The
proposed attack method is applied in the vector quantization domain
and specifically targets the image classification model. The original and
adversarial images have a similar visual perception, striking a good
balance between visual quality and attack success rate. Our method
attacks the VQ index, offering insight into attacking other compression
domain images.

5. Conclusion and discussions

We present a novel one-index adversarial attack method grounded in
vector quantization theory and differential evolution. The proposed
theoretical framework offers an advancement in understanding adver-
sarial attacks in the compressed domain.

Our work has both practical and theoretical significance. We show
the feasibility of adversarial attacks in real-world scenarios where im-
ages are compressed. We also provide a basis for further research into
adversarial robustness in the VQ domain.

Our method has certain limitations. The variation of one-index
perturbation is limited to codewords. We consider to extend the code-
book length by adding irrelevant codewords to expand the range of
solution space to improve attack performance. We can also explore the
application of the diffusion model framework [31] in VQ attacks to
improve attack performance, which has shown promising results in at-
tacks in the pixel domain.

CRediT authorship contribution statement

Haiju Fan: Conceptualization, Data curation, Investigation, Meth-
odology. Xiaona Qin: Conceptualization, Data curation, Investigation,
Methodology, Software, Validation, Visualization. Shuang Chen:
Formal analysis, Supervision, Writing — review & editing. Hubert P .
H . Shum: Funding acquisition, Project administration, Supervision,
Visualization, Writing — original draft, Writing — review & editing. Ming
Li: Funding acquisition, Project administration, Supervision, Writing —

55

Pattern Recognition Letters 186 (2024) 47-56

original draft.

Declaration of competing interest

The authors declare that they have no known competing financial
interests or personal relationships that could have appeared to influence
the work reported in this paper.

Data availability

Data will be made available on request.

Acknowledgement

This work was supported by the Technology Attack Plan Project of
Henan Province (222102210029), Key Program of the Higher Education
Institutions of Henan Province (Grant No. 23A520009), and EPSRC
NortHFutures (Ref: EP/X031012/1).

References
[1] H. Elkamchouchi, R. Anton, Y. Abouelseoud, New encryption algorithm for secure

image transmission through open network, Wirel. Pers. Commun. 125 (1) (2022)

45-62.

Y. Taigman, M. Yang, M.A. Ranzato, L. Wolf, Deepface: closing the gap to human-

level performance in face verification, in: Proceedings of CVPR, 2014,

pp. 1701-1708.

R. Shin, D. Song, Jpeg-resistant adversarial images, in: NIPS 2017 workshop on

machine learning and computer security, 1, 2017, December, p. 8.

G.F. Fahmy, S. Panchanathan, A lifting based system for compression and

classification trade off in the JPEG2000 framework, J. Vis. Commun. Image

Represent. 15 (2) (2004) 145-162.

K. Yamatani, N. Saito, Improvement of DCT-based compression algorithms using

Poisson’s equation, IEEE Transact. Image Process. 15 (12) (2006) 3672-3689.

A. Swilem, Fast vector quantization encoding algorithms for image compression,

Internat. J. Mobile Comput. Multimedia Commun. 1 (1) (2009) 16-28.

N. Papernot, P. McDaniel, I. Goodfellow, S. Jha, Z.B. Celik, A. Swami, Practical

black-box attacks against machine learning, in: Proceedings of the 2017 ACM on

Asia conference on computer and communications security, 2017, pp. 506-519.

D. Gragnaniello, F. Marra, L. Verdoliva, G. Poggi, Perceptual quality-preserving

black-box attack against deep learning image classifiers, Pattern. Recognit. Lett.

147 (2021) 142-149.

T. Chen, J. Ling, Y. Sun, White-box content camouflage attacks against deep

learning, Comput. Secur. 117 (2022) 102676.

Z. Lu, H. Wang, Z. Chang, G. Yang, H. Shum, Hard No-box adversarial attack on

skeleton-based human action recognition with skeleton-motion-informed gradient,

in: Proceedings of ICCV, IEEE/CVF, 2023, pp. 4574-4583.

A. Aydin, A. Temizel, Adversarial image generation by spatial transformation in

perceptual colorspaces, Pattern. Recognit. Lett. 174 (2023) 92-98.

T. Deng, Z. Zeng, Generate adversarial examples by spatially perturbing on the

meaningful area, Pattern. Recognit. Lett. 125 (2019) 632-638.

S.U. Din, N. Akhtar, S. Younis, F. Shafait, A. Mansoor, M. Shafique, Steganographic

universal adversarial perturbations, Pattern. Recognit. Lett. 135 (2020) 146-152.

L.J. Goodfellow, J. Shlens, C. Szegedy, arXiv preprint, 2014.

Kurakin, A., Goodfellow, I., & Bengio, S. (2016). Adversarial examples in the

physical world.

Madry, A., Makelov, A., Schmidt, L., Tsipras, D., & Vladu, A. (2017). Towards deep

learning models resistant to adversarial attacks. arXiv preprint arXiv:1706.06083.

P.Y. Chen, H. Zhang, Y. Sharma, J. Yi, C.J. Hsieh, Zoo: zeroth order optimization

based black-box attacks to deep neural networks without training substitute

models, in: Proc. of the 10th ACM workshop on artificial intelligence and security,

2017, November, pp. 15-26.

C.C. Tu, P. Ting, P.Y. Chen, S. Liu, H. Zhang, J. Yi, S.M. Cheng, Autozoom:

autoencoder-based zeroth order optimization method for attacking black-box

neural networks, Proceed. AAAI Conf.Artif. Intellig. 33 (01) (2019, July) 742-749.

U. Ozbulak, M. Gasparyan, W. De Neve, A. Van Messem, Perturbation analysis of

gradient-based adversarial attacks, Pattern. Recognit. Lett. 135 (2020) 313-320.

N. Carlini, D. Wagner, Towards evaluating the robustness of neural networks. 2017

IEEE symposium on security and privacy (sp), IEEE, 2017, May, pp. 39-57.

J. Su, D.V. Vargas, K. Sakurai, One pixel attack for fooling deep neural networks,

IEEE Trans. Evolut. Comput. 23 (5) (2019) 828-841.

S.M. Moosavi-Dezfooli, A. Fawzi, P. Frossard, Deepfool: a simple and accurate

method to fool deep neural networks, in: Proceedings of CVPR, IEEE, 2016,

pp. 2574-2582.

S.M. Moosavi-Dezfooli, A. Fawzi, O. Fawzi, P. Frossard, Universal adversarial

perturbations, in: Proceedings of the IEEE conference on computer vision and

pattern recognition, 2017, pp. 1765-1773.

[2]

[3]
[4]

[5]
[6]

[7]

[8]

[91

[10]

[11]
[12]
[13]

[14]
[15]

[16]

[17]

[18]

[19]
[20]
[21]

[22]

[23]


http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0001
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0001
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0001
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0002
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0002
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0002
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0003
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0003
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0004
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0004
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0004
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0005
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0005
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0006
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0006
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0007
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0007
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0007
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0008
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0008
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0008
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0009
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0009
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0010
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0010
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0010
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0011
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0011
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0012
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0012
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0013
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0013
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0014
http://arXiv:1706.06083
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0017
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0017
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0017
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0017
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0018
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0018
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0018
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0019
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0019
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0020
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0020
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0021
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0021
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0022
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0022
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0022
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0023
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0023
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0023

H. Fan et al.

[24]

[25]

[26]

R.R. Selvaraju, M. Cogswell, A. Das, R. Vedantam, D. Parikh, D. Batra, Grad-cam:

visual explanations from deep networks via gradient-based localization, in:
Proceedings of ICCV, 2017, pp. 618-626.

N. Inkawhich, W. Wen, H.H. Li, Y. Chen, Feature space perturbations yield more
transferable adversarial examples, in: Proceedings of CVPR, IEEE/CVF, 2019,
pp. 7066-7074.

N. Papernot, P. McDaniel, S. Jha, M. Fredrikson, Z.B. Celik, A. Swami, The
limitations of deep learning in adversarial settings, in: 2016 IEEE European
symposium on security and privacy, IEEE, 2016, March, pp. 372-387.

56

[27]
[28]

[29]

[30]

[31]

Pattern Recognition Letters 186 (2024) 47-56

M. Liu, T. Song, W. Luo, P. Zheng, J. Huang, Adversarial steganography embedding
via stego generation and selection, IEEe Trans. Dependable Secure Comput. (2022).
R. Storn, K. Price, Differential evolution-a simple and efficient heuristic for global
optimization over continuous spaces, J. Global Optimiz. 11 (1997) 341-359.

C.Y. Lin, P. Prangjarote, L.W. Kang, W.L. Huang, T.H. Chen, Joint fingerprinting

and decryption with noise-resistant for vector quantization images, Signal. Process.
92 (9) (2012) 2159-2171.

M. Mitchell, Genetic algorithms: an overview, In Complex. 1 (1) (1995, September)
31-39 (Vol.

Z. Chang, G.A. Koulieris, H.P. Shum, arXiv preprint, 2023.


http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0024
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0024
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0024
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0025
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0025
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0025
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0026
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0026
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0026
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0027
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0027
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0028
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0028
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0029
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0029
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0029
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0030
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0030
http://refhub.elsevier.com/S0167-8655(24)00257-5/sbref0031

	One-index vector quantization based adversarial attack on image classification
	1 Introduction
	2 Related works
	3 Methodology
	3.1 Attack scenarios and notations
	3.2 One-Index attack in the vector quantization domain
	3.3 Differential evolutionary perturbation optimization
	3.4 Codeword sorting

	4 Experiments
	4.1 Experiment setup
	4.2 Attack performance
	4.3 Codeword sorting effect on population evolution
	4.4 Change in fitness values
	4.5 Ablation study
	4.6 Adversarial image category analysis
	4.7 Attack performance comparison

	5 Conclusion and discussions
	CRediT authorship contribution statement
	Declaration of competing interest
	Data availability
	Acknowledgement
	References


