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Abstract. In this paper, we propose an educational game framework
allowing instructors to customise the game’s learning content in the con-
text of cyber-security, with the aim of ensuring learners are engaged with
educational games. This can further support them continuing to acquire
useful cyber-security knowledge, while playing with their peers. Based
on this framework, a prototype digital game called “Cyberpoly” was im-
plemented and evaluated. This game allows unfamiliar or potentially
unappealing, 'dry’ learning contents (on cyber-attacks and incidents) to
be placed in a context similar to a “monopoly” game board, encour-
aging multiple players to take an active role when landing on various
cyber-attack or incident squares. The learner can not only answer the
questions generated by the game, but also actively send cyber-attacks
to other players, when landing on another’s land. Learner data was col-
lected from 30 undergraduate participants, with results suggesting that
most found it engaging and felt motivated to learn. Further to this, we
also obtained feedback from two academic professors, to discuss not only
game-play but also game element management.

Keywords: Customisable game content - Cyber-Security knowledge -
Multi-player - educational games.

1 Introduction

With the proliferation of online conferences and business meetings during the
Coronavirus pandemic, cyber-security knowledge has become an essential ne-
cessity for users of technology. It is reported that more data was compromised
in 2020 than in the previous 15 years combined [1]. It is found that 90 per-
cent of security incidents and breaches were caused by human errors [15], and
a fundamental aspect of the issue is the lack of awareness and knowledge on
cyber-security of the end users. On the other hand, it is challenging to teach
cyber-defense knowledge in an accessible and enjoyable way, especially to those
without a technical background. One approach to address this issue is through
educational digital games [16]. Combining the enjoyable game features with a se-
rious educational objective may be beneficial in motivating a user to learn about
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a subject [14], particularly if they have no prior knowledge of the domain. Ad-
ditionally, this may assist in the retention of any learned knowledge [12]. This is
especially promising for highly-technical subjects, such as cyber-security, where
users may not find the subject interesting, or may be unfamiliar with the subject.

To support cyber-security learners in an engaging way, we propose a cus-
tomisable multi-player educational game framework for cyber-security. The most
prevalent motivation is to provide a serious game element bank, serving as a
template, which can be reused by various games, with the aim of supporting
cyber-security education. All of the educational contents within the serious game
element bank are organised and maintained by instructors, in order to support
serious games to focus on conveying key cyber-knowledge to learners and help
them to develop their skills and understanding. Furthermore, a prototype digital
game was implemented and evaluated based upon this framework. Based on the
feedback from experiment participants, we seek to evaluate if this educational
game may enhance learning motivation due to its competition environment.

The main contributions of this research are: (1) A fine-granularity ap-
proach for game element placement. Placing game elements in a meaningful
context is essential for serious game design [9]. The educational contents chosen
to be incorporated into our game framework are various existing cyber-incidents,
cyber-attacks, which exploit the different vulnerabilities, and the laws related to
cyber-security, as well as the countermeasures that can be applied, to prevent
cyber-attacks. With this game element placement. Intelligent Tutoring functions
could be easily implemented to identify the knowledge status of learner and pro-
vide adaptive learning path based on their behaviour in the game. (2) Cus-
tomisable game elements. In previous educational games in cyber-security
[3-5, 2, 6], the content being taught is built into games and fixed, which limits the
scope and flexibility. Since the cyber-security topics are continuously expanding
and changing, being able to create new content and adjust existing content in
educational games can keep them relevant for a large number of players. We
proposed to support the instructors to manage the contents used in the educa-
tional games, which can ensure they have up to date contents in response to the
emerging cyber-attacks, cyber incidents, countermeasures and laws. Moreover,
by making use of contents in these three areas, the instructors are expected to
easily create/edit questions. Those questions, together with contents related to
the three areas consisting of the “serious game element bank” (defined in this
research) should be able to be further reused by multiple games. (3) Gameplay.
The gameplay of most previous educational games on cyber-security [3-5,2, 6]
consisted simply of individually answering different categories/topics/difficulty
level of questions delivered automatically, suggesting that more enjoyable game-
play could be obtained by interaction with peers, to hold the player’s interest.
In our prototype multi-player game “Cyberpoly”, the player can actively send
a cyber-attack, using one of the attack cards to others, when landing in their
land, and the landlord needs to respond to the attack. This scenario not only
increases the interaction between players but also simulates reality in which the
players need to respond to any received cyber-attack.
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2 Related work

Digital educational games, which offer the players the opportunity to take roles,
think and act the way they cannot experience in reality, has been proven to be
a powerful tool to enable knowledge acquisition, by providing engaging and mo-
tivational contexts [9]. Instead of focusing on providing entertainment, the main
purpose of educational games is to incorporate pedagogical theories and educa-
tional content into game elements. Therefore, the pedagogical theory behind the
game design is the most essential issue for the educational effectiveness [9].

Several educational games have been developed for supporting cyber-security
learning. CyberSprinters [3] was developed by the National Cyber Security Cen-
tre (NCSC) as an educational resources toolkit, requiring learners aged 7-11 to
answer questions while guiding an avatar through a virtual world. Keep Tra-
dition Secure [4] by Texas A&M University required players to simply answer
questions, as they made their way around campus. Targeted Attack [5] by Trend
Micro was a video-based single mode simulation game based on the format of the
old “Choose Your Own Adventure” books. The player acted as the Chief infor-
mation officer of a global organisation, on the verge of making the first release of
a biometrically authenticated mobile payment application, to deal with various
cyber-security situation related to such a framework. Cybersecurity Lab [2] by
PBS allocated players the role of the chief technology officer of a social network
company and required them to answer questions to gain coins for strengthening
their cyber-defenses. The UK National Crime Agency, together with Cyber Se-
curity Challenge UK, have provided a selection of interactive games [6], which
require players to complete various tasks in different scenarios. However, the fixed
educational content in such games leads to inflexibility, due to limiting to a given
user type. Therefore, in this work, we propose an educational game framework
which may enable instructors to organise teaching materials for serious games
aiming to support various cyber-security learners.

Moreover, existing serious games targeted at cyber-security learning only
support learners to practice alone (single player mode), with none providing a
multiplayer mode [18] with a collaborative learning environment.The primary
objective of collaborative learning[10] is to allow learners to interact in ways
such that certain learning mechanisms are triggered. In a cooperative setting,
players may combine complementary skills, knowledge or resources, when com-
pleting in-game tasks; in contrast, competitive play styles encourages players to
achieve better results based upon specified performance evaluation metrics, such
as score, or time goals|[17]. Pirates Treasure Hunt[8], targeted towards European
elementary school children aged 7-10 years, was presented to stimulate the in-
terest and attention on other cultures and lifestyles. Multi-players were tasked
with using their acquired knowledge to spot non-European objects within the
2D game environment. VocaMomo [11] was intended to teach English vocabu-
lary, with stakeholders being students and their parents. The game applied the
basic rules of Monopoly and Scrabble strategy game, where players take turns
rolling dice, with the aim at each turn to find a correctly spelled word, through
dragging and dropping alphabet tiles. The use of popular games as a base for the
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serious game is a common pattern. Similarly, [13] proposed an multi-player game
to educate children about nutrition and health using a Bingo process, where the
player picked a number from the table, with each number representing a ques-
tion on nutrition. Players were rewarded in experience points and the team with
the maximum points won the quiz. Therefore, a multi-player serious game en-
vironment, which combines the merits of collaborative learning, is designed and
implemented for cyber-security learning in this paper.

3 MEMORABLE: a customisable serious game
framework

For this work, we demonstrate the implementation of an educational game frame-
work, which allows instructors to customise the game’s learning content (seri-
ous game element) in the context of cyber-security: cyber-incidents, attacks,
laws/countermeasures, and questions created conveniently based on the first
three types of content (as shown in Fig.1). This framework design ensures that
the educational game is usable by a variety of audiences through enabling cus-
tomisation, thus allowing for game content to be tailored to different countries,
age groups, etc., contrasting to existing educational games with fixed content
limited to a single demographic. Additionally, emphasis is placed upon the re-
quirement for the modification of learning material to be as simple and intuitive
as possible. The educational aspect of the game incorporates multiple choice
questions, aiming for instructors to be able to easily create a large quantity of
questions and answers, for use in the game. Therefore, we ensured that system
design would account for the capability of instructors to modify basic building
blocks of two categories of the multiple-choice questions related to cyber-security
laws/countermeasures, attacks, and incidents, so that these components could
be reused and combined in different ways.

3.1 Game element management panels

Fig. 1 (a) shows the cyber elements management panel, in which the instructors
can add, edit and delete 3 types of elements (cyber-attacks, cyber-incidents, and
laws and countermeasures). The system also provides a question management
panel for organizing two types of questions. Event questions involving an inci-
dent (i.e. a story about a cyber-security event that has occurred) and multiple
answer options, which can either be about laws/countermeasures, or attacks.
Attack card questions, involving knowledge about a specific cyber-attack are
demonstrated in Fig.2(b). When creating questions and corresponding answers,
the instructor can choose the content organised in the three cyber-element lists
from a drop-down menu, so that they may easily create questions and edit choice
options, as shown in Fig.1(b). This framework supports two types of users: In-
structors, with the ability to input and modify the learning materials of the game,
and students, who may play with peers in any corresponding educational games
built on those materials. Multiple game sessions can take place at the same time,



Title Suppressed Due to Excessive Length 5

ensuring a large number of learners can play educational games concurrently and
keep track of their progress in all the games. Furthermore, a learner’s playing
record is saved within a database, allowing the instructor to analyse the learn-
ing status of each learner, and adjust learning contents or provide individual
instruction.

Attack/Law/Countermeaure/incident Management Event Question Add

e o

B

(mzRzRCAT

(a)

Fig. 1: Learning content management interfaces.

3.2 A prototype multi-player game: “Cyberpoly”

A prototype digital game called “Cyberpoly” was implemented based on this
architecture. When a player logs in the game lobby, they are presented with a
room of tables, ensuring players may take part in a game with other players on
a table. Each table allows 4 players maximum, and a minimum of 2 once all
players present have agreed to start. Fig. 2 depicts the main game-play interface
of two players. Rules of play are the following: 1. The player moves the specified
numbers of grid spaces in turns, based upon a dice roll. 2. Upon landing on
an area, a player may choose to buy the area, if it does not belong to anyone
already. 3. The player may choose to use an attack card to avoid paying (event 1,
as shown in Fig.2(a-1)) or to pay the corresponding fee when landing at the other
player’s area. If the landlord correctly answers the received question (as shown in
Fig.2(a-2)), the attacker will need to pay double, otherwise, the attacker does not
need to pay anything. 4. A player landing on the blue area will trigger a cyber-
security incident (event 2, as shown in Fig.2(b)). and cyber-attack cards will be
rewarded, if they correctly answer the question appearing. 5. Upon landing on an
area with a cyber-attack image, a question relevant to the attack will be asked
(event 3, the question is similar to Fig.2(a-2) but with different punishment and
reward). If the player correctly answers this question, they are rewarded with in-
game money, if they fail to answer correctly, the player will lose money. 6. Each
player starts the game with the same amount of in-game money. The players to
lose all their money will lose the game.

The formulation of this play structure is designed to ensure students take in
cyber-security knowledge at a deeper level through competition, by stimulating
the students’ learning interest. As noted, we divide cyber-security knowledge into
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(a-1) use a attack card (a-2) a quesion received by landlord

(b) A cyber-security incident (Event 2) .

(a) Sending an attack card (Event 1).

Fig. 2: The main interface of the prototype game “Cyberpoly”.

cyber-attacks,incidents, and countermeasures, with the aim of ensuring that in-
game events represent common attacks, incidents and countermeasures employed
within the cyber-security domain.The educational features present within the
game are implemented with the aim of providing educational value, which is
relevant to the industry, with cyber-incidents in event 2 representing the cyber-
incidents happening everyday in a real-world setting. Cyber-attack cards in event
1 allow a user to choose to attack any players landing upon an owned property.
By this design, a player who is familiar with all cyber-security knowledge (in the
game) should not be concerned regarding such an attack card. On the other hand,
attackers should learn that there is an element of risk when starting a cyber-
attack, both in the game and in reality. In order to stimulate a player’s memory,
not only the punishment and reward mechanisms as shown in red sentences on
Fig.2(a-2), but also images representing specific attacks on the pre-marked board
are formulated.

4 Results

4.1 Experimental Setup

An experiment was conducted on a set of 30 undergraduates and 2 academic
professors teaching an ’Introduction to Cyber-Security’ module in a Japanese
university for 4 years. After learning the rules of play, students played “Cyber-
poly” in pairs, while the two professors firstly were guided to add new questions
through content management interfaces (as shown in Fig.1) to the game and then
play against each other. Students were required to respond to a questionnaire
consisting of 16 questions on 3 dimensions: Game mode, game design and system
usability [7]. Response options are a seven-point Likert scale (1-3: strongly to
slightly disagree, 4: neutral, 5-7: slightly to strongly agree). Additionally, stu-
dents were asked 3 open questions for comments and suggestions in addressing
these 3 dimensions. Academic professors were required to evaluate the game from
a instructor’s perspective, focusing not only on the content of the game, but also
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on the evaluation of the management system. Therefore, in addition to the first
3 questions related to game modes and a corresponding open question asking for
suggestion addressing game modes (these 4 questions are the same as the first 4
questions in the questionnaire for students), a one hour in-depth interview was
conducted, to collect more detailed feedback from the two professors.

4.2 Learner and Instructor Feedback

The first question asked for feedback on whether a single player mode would be
useful for memorising questions and gameplay. The students’ average rating of
this question is 4.6 (S.D.=1.47). 4 student participants (2 strongly disagree, 1
disagree, 1 slightly disagree) mentioned that the single mode is similar with doing
a exam, so it is not necessary; 16 student participants (2 strongly agree, 7 agree,
and 7 slight agree ) would still prefer a single player mode to practice alone first,
prior to joining a multiplayer game mode, which is consistent with the opinion
of two academic professors (both agree). In terms of the multiplayer game mode,
the students’ average ratings of question 1-2 (The ability for multiple players to
play together in groups makes the game more enjoyable.) is 6.37 (S.D.=0.66)
while the professors’ ratings both at 5; and the average rating of question 1-3
(The ability for multiple groups to play the game at the same time is useful.) is
5.7 (S.D.=1.00) while the professors’ ratings are both 5.

In terms of Educational element and game design feedback from students,
the average rating of question 2-1 (The design of the game interface is attractive
and appealing.) is 5.80 (S.D.=0.79); the average rating of question 2-1 (The
game-play is fun and motivates the player to keep playing.) is 5.67 (S.D.=0.87)
;the average rating of question 2-3 (The system is useful because it can support
learning some cyber security knowledge.) is 6.00 (S.D.=0.52). These suggest
that most participants agreed that the game may assist in enabling motivation
to learn cyber-security knowledge.

In terms of system usability feedback from students, the descriptive data is
shown in Table 1. Among these 10 statements, questions 3-1, 3-3, 3-5, 3-7 are
positive statements, which acknowledge the system usability, and the rest are
negative statements. The average rating of the 5 positive statements is 5.83 (>
4 (the neutral point); the average rating of the 5 negative statements is 2.63 (<
than 4 (the neutral point)).This suggests that most of student participants are
satisfied with the system usability.

Given that the current interface allows addition, removal and editing of cyber-
security events and questions, the professors identified several areas after being
interviewed, which could enhance future iterations of the interface. Firstly, they
requested the introduction of an Al player, to ensure that games are playable,
without a human opponent. Secondly, they requested the addition of a spectator
mode, to allow players, to view other tables without joining. This allows those
who are unfamiliar with gameplay or lack security knowledge to learn from
the perspective of bystanders. Regarding the educational elements and basic
design of the game, the professors believed that the game may promote cyber-
security learning; however, more attractive elements could be brought in the
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Table 1: The descriptive data of rating of the system usability.

Question (id) Mean|S.D.
3-1. I think that I would like to use this system frequently. 4.83 |1.16
3-2. I found the system unnecessarily complex. 2.97 |[1.22
3-3. I thought the system was easy to use. 6.10 [0.40
3-4. I think that I would need the support of a technical person to be able to use this| 2.40 [0.92
system.

3-5. I found the various functions in this system were well integrated. 6.03 |0.55
3-6. I thought there was too much inconsistency in this system. 2.43 |[1.05
3-7. I would imagine that most people would learn to use this system very quickly. | 6.27. [0.51
3-8. I found the system very cumbersome to use. 2.07 |0.68
3-9. I felt very confident using the system. 5.93 |0.51
3-10. I needed to learn a lot of things before I could get going with this system. 3.30 [1.19

game. Suggestions include the addition of features such as introduction of a
mechanism that allow landlords to set up various in-game security devices to
reinforce their lands. Regarding the design of the game, the professors agreed that
it has a potential as a good platform for cyber-security learning, in particular,
through the rule of attack cards (using a attack card whilst taking the risk of
double payment).

5 Conclusion and Future Work

In this paper, we have proposed the MEMORABLE framework for multi-player
customisable serious games in cyber-security and implemented an instance of
this platform via the ’Cyberpoly’ game, demonstrating how this approach in-
creases the motivation of students. In summary, though triggering a variety of
cyber-security incidents, using cyber-attack cards to attack other players, and
responding to questions about cyber-countermeasures, the player of “Cyberpoly”
would be able to learn knowledge about cyber-security in the game. By aiming
to reach the in-game goal, players may achieve the real-life goal of acquiring new
cyber-security knowledge. Further to this, the introduction of a management
interface ensures that instructors may tailor the game to their module’s content
or player knowledge level.

The feedback from users suggests that the game achieves the goal of stimulat-
ing learning interests and motivating players to learn the cyber-security content,
through rewards and punishment. Whilst successful, the current game state is
relatively primitive and lacking in important features, such as features enabling
interaction between players, promoting meta-knowledge about the learning pro-
cess to the learner, and further flexibility, in terms of expansion of topics and
content. Thus, we aim to implement communication functionality between learn-
ers in future iterations of the game. By discussing the tasks presented, learners
may achieve further knowledge retention. Limitations to this work are presented
through a focus upon the cyber-security field, however, the approach may be
generalised to any educational domain through adapted placement of the game
elements.
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