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Abstract—In this paper, we consider the sum secrecy rate maxi-
mization problem in multiuser multiple-input single-output (MU-
MISO) systems in the presence of multiple energy harvesters
(EHs) which also have potential to wire-tap the information users
(IUs). To facilitate delivering secure information to the IUs and
increase the total harvested energy by the EHs simultaneously,
we optimise the transmit beamforming vectors to direct the
information signals toward the IUs and artificial noise (AN)
toward the EHs. We assume that each EH relies on itself
to decode the information signal intended for an individual
IU. Therefore, the corresponding problem is to maximize the
worst-case sum secrecy rate under transmit power and energy
harvesting constraints. The problem is optimally solved by
transforming it into a convex iterative program using a change
of variables, semi-definite relaxation (SDR) and linearization of
quadratic terms. We prove that rank-one optimal solutions for
the IUs beamforming covariance matrices can be obtained from
the optimal relaxed unconstrained solution. Also, we provide
three sub-optimal solutions based on null space projection and
power control of the beamforming vectors for the low and
high harvested energy constrained regions. A special case of
cooperative EHs in which the EHs can collaboratively cancel
the signal of all IUs except the one they intend to eavesdrop
is also investigated, and the optimal solution is derived in a
comparable way as in non-cooperative EHs case. Our simulation
results reveal an understanding of how the trade-off between the
AN and information signal can jointly improve both the sum
secrecy rate and the total harvested energy. We also show that,
within the low total harvested energy region, the sub-optimal
solution in which the AN is projected in the null space of the IUs
channels outperforms the sub-optimal solution which ignores AN
alignment at the IUs, and vice versa over the high total harvested
energy region; and that the suboptimal solution that combines
both of them achieves close to optimal performance.

Index Terms—SWIPT, multiuser multi-input single-output
(MU-MISO), physical-layer security, sum secrecy rate, energy
harvesting, beamforming, artificial noise

I. INTRODUCTION

Recently, the technologies for extending the lifetime of
energy constrained wireless networks such as wireless sensor
networks have acquired much interest. Wireless power transfer
(WPT) is a reliable method for powering remote wireless
nodes. The concept of WPT was first introduced by Tesla a
century ago [1], since then, a large number of studies have
been conducted on WPT for short and medium distances
which are mainly based on inductive and magnetic resonance
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coupling techniques [2]-[4]. However, having tightly coupled
aligned devices at short proximity seems to be unattainable
in practice. One of the latest promising technologies is that
based on utilizing the radio frequency (RF) transmission for si-
multaneous wireless information and power transfer (SWIPT).
A growing body of research has recognised the importance
of employing SWIPT technology for multiuser multi-input
single-output (MU-MISO) systems [5]-[15] in which there
are some users interested in information decoding (IUs) while
others wish to perform energy harvesting (EHs). Due to the
nature of the broadcast channel and the common practice
that the EHs are assumed to be in close proximity to the
transmitting antennas compared to the IUs, the implementation
of SWIPT faces a security challenge in canceling the crosstalk
between [Us and EHs.

The earliest information protection approaches in
MISO/MIMO wireless network were typically information-
theoretic based such as cryptography techniques attained
by applying encryption at the upper protocol layer [16].
The robustness of cryptography techniques relies on the
computational hardness required to recover the encryption
key, however, such security techniques are not protected
against the advances in quantum computing [17]. Although
some research works have considered exploiting the
reciprocity and randomness of the channel between the
transmitter and the IU for secrecy key generation [18]-[21],
extra resources are required to secure a wireless channel
to share the encryption key between the transmitter at the
base station (BS) and the IU, and this is quite difficult in
SWIPT with the presence of multiple IUs and EHs which
can potentially play the role of eavesdropper.

Latterly, physical layer security (PHY-security) has proven
to be a promising alternative to the information-theoretic
security techniques. It exploits the knowledge of the transmit
channel to provide a better signal quality at the [Us compared
to that at the EHs using signal beamforming and jamming
techniques. In transmit beamforming, the transmitted signal is
precoded in order to strengthen the information signal power
at the IUs and to direct artificial noise (AN) toward the
EHs. Previous works [7]-[10] have considered the maximiza-
tion of downlink secrecy rate under certain harvested energy
constraints, or as a by-product, the minimization of transmit
power under some secrecy rate constraints. For example,
the authors in [8] considered a system comprising a single-
antenna IU and multiple single-antenna EHs which collude
to cooperatively decode the information signal of the IU.
The objective was to optimize the information and the AN
beamforming vectors to maximize the secrecy rate subject



to individual harvested energy constraints, or to minimize
the total transmit power subject to secrecy rate and energy
harvesting constraints. The work in [9] assumed that each TU
employs a power splitting approach to decode information and
harvest energy simultaneously and each user is cooperatively
wire-taped by the remaining IUs. The considered problem
was to minimize the total transmit power under constraints
on individual harvested energy and secrecy rate. In [10], the
problem was to maximize the minimum secrecy rate of an
IU and EH pair under constraints on minimum individual
harvested energy by the IUs and EHs. EHs are passive which
means they can either harvest energy or decode information
at a time, whereas the IUs employ power splitting for SWIPT.
Cooperative jamming techniques have also been considered
for PHY-security [12]-[15]. In [12], the secrecy rate of the
intended user was improved by employing a cooperative jam-
mer (CJ) which generates AN toward a single eavesdropper to
assist in degrading its information signal quality and supply the
EH and IU with wireless power. The problem of maximizing
the secrecy rate for the worst-case channel uncertainties and
under transmit power constraints and EH constraints was
decoupled into three problems and solved alternately.

SWIPT has also been considered for the frequency selective
environment [22]-[25]. The authors in [22] used orthogonal
frequency division multiplexing access (OFDMA) to address
the maximization of the harvested energy of a single eaves-
dropper while maintaining the minimum individual secrecy
rate requirements of legitimate users by alternately optimizing
subcarrier allocation and power splitting ratio at the legitimate
users.

In the earlier works [6], [8], the authors considered similar
system models to the multiple IUs model considered in this
paper, but for a single IU and multiple EHs in [6] and for a
single IU and colluding eavesdroppers in [8]. The objective
function for secrecy rate maximization in [6] was a difference
between two logarithms of linear fractional functions which
correspond to the IU’s information rate and the information
rate at the worst EH. The problem was solved by one-
dimentional search through a set of optimised IU’s signal-
to-noise ratios (SNRs) which correspond to a set of common
upper bound constraints on the SNR at the EHs. The linear
fractional objective function was convexified by semi-definite
relaxation (SDR) and the Charnes-Cooper transformation. The
same methods were applied in [8] but for colluding eavesdrop-
pers and imperfect channel state information (CSI). However,
considering multiple IUs (for sum secrecy rate maximization)
will result in a non-linear fractional objective function which
inevitably can not be optimally solved by the method for
a single IU used in [6] due to the non-linearity of the
fractional objective function, and this leads to a completely
different optimization challenge. Another issue of considering
multiple IUs compared to a single IU model in [6] is that
the dimensionality of the null space of the IUs channel matrix
decreases as the number of IUs increases, i.e., the column size
of null(H) € CNXN=M (decreases as M increases, where H
is the channel matrix of the IUs and M is the number of IUs.
Therefore, any further beamforming using null(H) will lose
the gain of M coefficients.

In this work, an MISO SWIPT system comprising multiple
IUs and multiple EHs is considered. We employ transmit
beamforming for the information signal and the AN to max-
imize the worst-case sum secrecy rate of the IUs and the
sum secrecy rate for the case of cooperative EHs with a
lower limit on the total harvested energy by the EHs (the
problem with individual harvested energy constraints has also
been considered). To the best of the authors’ knowledge, this
problem has not been considered in the literature before. More
precisely, we provide optimal solutions based on a semidefi-
nite programming (SDP) formulation. Using dual multipliers
which satisfy Slater’s condition [26] and the Karush-Kuhn-
Tucker (KKT) conditions of the SDP problem, we derive a
rank-one optimal solution which achieves the same objective
value as the optimal rank-unconstrained solution. In addition,
we provide two different sub-optimal solutions for the low
and high harvested energy constraint regions based on null
space projection (NSP) of the beamforming vectors with
per beamforming vector power control. By employing both
AN beamforming vectors (optimized by different sub-optimal
solutions), we tackle the gain loss due to dimensionality
reduction of the null space of the IUs channel matrix and
a close to optimal performance is achieved.

The remainder of the paper is organized as follows. Section
IT introduces the system model and Section III presents the
original formulation of the sum secrecy rate maximization
problem for the non-cooperative EHs case. In Section IV, we
provide the optimal solution for the non-cooperative EHs case.
Sub-optimal solutions for the non-cooperative EHs case are
provided in Section V. In Section VI, a special case of non-
cooperative EHs is presented and in Section VII we provide
the complexity analysis of the proposed solutions. Numerical
results and evaluations are presented in Section VIII. Finally,
conclusions are given in Section IX.

Notation: Vectors are denoted by boldface lower case letters
and matrices by boldface upper case letters. Iy, 0,,x, and
1,7 denote an N x N identity matrix, an m X n zero matrix
and an M X 1 column vector with all entries one, respectively.
diag(x) denotes a diagonal matrix with the elements of @ in
the main diagonal. Re (@) and Im (Q) denote the real and
imaginary parts of matrix @, respectively. S > 0 indicates
that S is a positive semi-definite matrix. R denotes the set of
real numbers. The operators (-)”, (-)", Tr (), log (-), log, (-),
|-| and ||-|| » denote the transpose, conjugate transpose, trace
of a matrix, natural logarithm, logarithm to base 2, absolute
value of scalars and Frobenius norm of matrices, respectively.
z1,....,zmlll; = Z£1 |z;| .C™*™ denotes the set of all
complex m x n matrices.  ~ CN (0, %) denotes a circularly
symmetric complex Gaussian random vector € CV*! with
zero mean and covariance matrix 3. {a,} denotes a set of
all vectors indexed by n. [a],, dim(a) denote the ith entry
and the length of the vector a, respectively. > 0 means
that [z], > 0, i = 1,...,dim (z). B = null (A), which means,
AB =0and BB" =I.

II. SYSTEM MODEL

Consider a flat fading single-cell MU-MISO downlink sys-
tem as shown in Fig. 1. The system comprises a base station
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Fig. 1. An MU-MISO SWIPT system comprising multiple
IUs and multiple EHs.

(BS) with N antennas, M < N single-antenna IUs, {IU;},
1 =1,..., M, interested in information decoding and K single-
antenna EHs, {EH.}, k = 1, ..., K, wishing to perform energy
harvesting. The EHs are assumed to be located closer to the
BS compared to the IUs in order to harvest energy from the BS
transmitted RF signal. Let H = [hq, ..., )" € CM*N and
G=[gy,...g5]" € CE*N be the channel matrices between
the BS and IUs, EHs, respectively, with h; ~ CN (0,771 y),
gr ~ CN(0,7%Ix). The BS is assumed to have full
knowledge of H and G. To facilitate secure information
transmission, the BS employs transmit beamforming to steer
M information signal beams toward the IUs along with
L < N AN beams directed toward the EHs to degrade their
received information signal quality. Let & = [z, ...,$M]T,
W = [wy,...,wy] € CV*M and Q = [q4, ...,q; ] € CV*L
denote the information symbol vector intended for the IUs with
E {a:wH } = Ipg, the information beamforming matrix and
the AN beamforming matrix, respectively. The signal received
at IU;, i =1,..., M, is

M L

yr, = hilw;z; + Z hw,, ., + th{qlzl +nrs (1)
m=1 1=1
m#£i

where ny; ~ CN (0,07) is the noise at IU; and z; is the AN
symbol. The signal received at EHy, is

M L
Yp, =GR wiri + Y gl wmwm + Y gr @+ ne, ()
m=1 =1
m#i

where ng, ~ CN (0,0%) is the noise at EHj,.

In this paper, unless otherwise stated, we assume that each
EH relies on itself to decode the information signal intended
for the IU,, i.e., there is no cooperation between the EHs to
decode the information signal. According to (1) and (2), with
the assumption that the EHs are decoding the information
signal without an attempt to harvest energy, the signal-to-
interference-plus-noise ratio (SINR) at IU;, SINRy,, and the
SINR at EH, intending to wire-tap the IU;’s signal, SINREk,

are obtained as
2

SINR;, = 5 3 )
M H L | H
ZZLL;% h1 Wm +Zl:1 hz ql‘ +0%
H 2
. w;
SINR}, = |9k w:| 4)

St lafal” + Som=t gl wn|” + 0%
m#i

The achievable secrecy rate for IU; when wire-tapped by EHy
(R; ) is given by

R; . = max (log, (1 + SINRy,) — log, (14 SINRE, ) ,0) .
(%)

In our system, all EHs can harvest energy from the informa-
tion and AN signals (we assume that the harvested energy from
the noise is negligible). Assuming unit time slot duration and
all EHs have the same energy harvesting efficiency 0 < ¢ < 1,
the total energy harvested by all EHs is

E:gTr<G<Q+§:Wi>>7 (6)

i=1
where W; = w,w, Q = 327 | q,¢f, and G = G G.
III. PROBLEM FORMULATION

Our focus is on optimizing the downlink beamforming
matrices for both information and AN signals to maximize
the sum secrecy rate of the IUs under given constraints on
the minimum total harvested energy received by the EHs and
total BS’s transmit power FP;. The design aims to maximize
the worst-case sum secrecy rate, given by

=1 i=1

M M
R=Y" min R; ;. =log, (H (1+ SINRL)>

M
— log, (H max (1 + SINRiEk)> (D)
i=1

Therefore, by expressing the quadratic terms (vector and
matrix norms) in terms of linear functions of positive semid-
ifinite matrix variables W, @), and deterministic matrices
H, = hihZH, G, = gkng and G, the SDP optimization
problem can be formulated as

maximize
{Wi}7Q
ﬁ SM Ty (Hin) T (HZ-Q) +o?
log, ~ — —
i=1 27]\7{;1 Tr (Hin) +Tr (HzQ) + O'%

log,



M
¢ Tr (G <Q+Zwi>> >FE, (8b)
1=1

Wi, Q -0, Vi, (8¢)

where E is the constraint on the total harvested energy by all
EHs. It can be seen that the problem has a complicated non-
convex objective function which includes logarithms of the
product of fractional quadratic functions. The beamforming
W} should aim to solve a contradicting bal-
ance between the following: increasing the information signal
power at the IUs, cancelling inter-user interference, reducing
the information signal power at the EHs and assisting the EHs
to harvest energy. On the other hand, the AN beamforming
matrix, Q, should be optimized to jam the EHs and provide
them with a source to harvest energy along with reducing
the AN power at the IUs. Since the power budget at the
BS is limited, the power allocation between Tr (Zf\il VAVl)

and Tr (Q) should be held in the optimal balance. In the
following, we provide optimal and suboptimal solutions for
the design problems.

matrices

IV. OPTIMAL SOLUTION
A. Problem Feasibility and Reformulation

In this section, we solve optimization problem (8) optimally
through reformulating the objective function and the non-
convex constraints by using a change of variables, linearisation
and semidefinite relaxation of quadratic terms. First, let us
examine the feasibility of problem (8) through solving the
constraints (8a) and (8b). The upper bound of total harvested
energy (the largest total energy that could be harvested) is
obtained sharply when the BS transmits with its full power, P;,

along with aligning the direction of (Q + Zi\il Wi)

that "
(Q +y W) = Pgo", ©)

=1

such

where g is the eigenvector which corresponds to the largest
eigenvalue of the matrix G‘ Ag [27]. This is the case in which
problem (8) is reduced to an energy harvesting maximization
problem with information beamforming vectors set to zero,
ie., ZZ 1 W, = 0, and the BS transmits AN precoded with
a single beamforming vector gq; = /P, 0. According to this,
we can write constraint (8b) as

M
CPi\, > (Tr (G (Q +Y° W)) > FE.
i=1
With the existence of P; in the left-hand side of (10), the
satisfaction of (11) will definitely result in satisfying the
constraint (8a), therefore, the feasibility of problem (8) is
guaranteed under the following condition

(10)

(P, > E. (11)

Now, let us reformulate the objective function which com-
prises a product of fractional terms. For this goal, we build
upon the change of variable idea proposed in [28]. Let us

substitute the numerators and denominators of the fractions
in the objective function in (8) by exponential variables as
follows

i = i Tr (Hin) T (HiQ) vo? Vi, (12a)
m=1
M

Tr(HiQ)—i—a?, Vi, (12b)

)—f—Tr(GkQ)—ka?E, VE, (12¢)

M
e’k = Z Tr (Gk
M

e = 3T (GkW ) Ty (GkQ) +ol, Vi, VE.
m=1
e (12d)

By using properties of the exponential and the logarithmic
functions, we can write the objective function in (8) as
Zij\il (u; — 84 — maxy, (v — t;,)) whilst constraining w;, $;,
v, and t;, by the expressions at the right hand sides of
(12a), (12b), (12c) and (12d), respectively. Therefore, by

defining real-valued slack variables u = [uy,...,up]T, s =
t1a Ltk

(51, s01]T v = [v1, .07, T = [ and the
t]v.I‘l tl\/I',K

set of optimization variables ,Q, s, T, u,vy =S8,

m =1,..., M, the SDP reformulation of problem (8) is

M
maxismize Zzzl (ui —5; — :nll?'?()K (v, — ti,k))
subject to

M

Z Tr (Hin) + Tr (HlQ) + 0’? > e, Vi, (13a)
m=1

M

H,W,, H.C < €%, Vi, 13b

mzzjl r( ) ( Q) +o7<e ) (13b)
m#i

M

S Te (GeWon ) +Tr (GLQ) + 0% < e, W, (130)
m=1

M

S Te (GeWon ) +Tr (GQ) + 0% > et Ve, (13d)
m=1
(8a), (8b), (8c). (13e)

The objective function in (13) consists of a sum of affine

M
(Zi:l Ui —
functions glel max (v — ti,k))

fore, the affine part minus the convex part will result in
a concave objective function. To deal with the non-convex
constraints (13b) and (13c), we linearize the exponential terms
e’ and e using the first order Taylor approximation, such
that e5 = €% (s; —5; +1) and e’ = €% (vg — v + 1),
Vi, where 8 = [51,...,50]7 and ®") R

functions sz) minus a sum of maxima of affine

which is convex. There-



are the points around which the linearizations are made.
Also, we drop the rank-one constraint on {Wm} such that

rank (Wm) <N, M. Therefore, problem (13)
can be recast as

m=1,..,

M

maximize ;(Ui_Si_ max (U}g—tiyk))
subject to

M

ZTF H'iwm +Tr Hz@ +U?

S () o (11)

m#£i

<eé(s;—5+1), Vi, (14a)
M ~ A

ZTr GiW, ) +Tr(GrQ +O’2E

S () 1 (c10)

< e (v — v+ 1), VE, (14b)
(13a), (13d), (8a), (8b), (8c). (14¢)

Problem (14) can be solved iteratively by Algorithm 1 using
the CVX optimization software [29].

Algorithm 1 Algorithm for solving problem (14)

i: Initialize 3] and 6[j], j=1

2. Repeat )

. Solve problem (14) and calculate {Wi}m, Qm, slil, wlil,
: Increment 5 = 5 4 1.

. Update the initial values 5171 = sli=1] and 3] = oli—1],

. Until Convergence.

. Calculate W and Q from {WZ} and Q.

P N N

Remark 1: To guarantee sufficient harvested energy for all
EHs, problem (14) can be recast by replacing the total har-
vested energy constraint (8b) with individual energy harvesting
constraints as

M
maximize Zl <ul — 5 — kfnll.,z.l.).(,l(
subject to

M
¢ Tr <Gk <Q + ZW) > B, Vk, (152

i=1
(14a), (14b), (13a), (13d), (8a), (8c). (15b)

where E is the minimum harvested energy per individual EH.

B. Optimal Rank-one Solution to the SDR Reformulation

In the solutions W:,i and W;j ,m = 1,..., M,
obtained by solving problems (14) and (15), respectively, there
is no guarantee that rank(W*J> =17 =1, 2, Vm,

such that it can take the form W = w,d w:,%H. Therefore,
if rank(Wm = 1, then the optimal beamforming vectors
are calculated using eigenvalue decomposition. Otherwise, if
rank(VAV:) > 1, building upon the framework in [6], [7],
an optimal rank-one solution can be calculated by using the

following theorem.

m

Theorem 1: Having the optimal solutions
{{Wf,j},@*j 8%, T, u*s v*a} — §%,j =1,2, for SDR
problems (14) and (15), respectively, with rank(W
{m} < {1,.. M} and {m} ;é d) Then there exist
optimal solutions } ,Q T , U, v 7} = S*J
7 = 1,2, for the SDR problems (14) and (15), respectively,
that satisfy a rank-one constraint, rank(f/‘v/:;

m

=1 and can
achieve the same objective value achieved by S*, j = 1,2,
respectively.

Proof: See the Appendix. |

V. SUBOPTIMAL SOLUTIONS

In this subsection, we derive suboptimal solutions to prob-
lem (8) with lower complexity. The solution is based on
designing the directions of w;s to nullify the information sig-
nal interference whilst maximizing the information signal for
each information user. In addition, two different beamforming
vectors for the AN are considered, g; and g,. The vector q;
is designed to nullify the AN at the IUs while g, ignores AN
alignment at the IUs. The direction design is followed by per
beamformer power control.

Let H; = [h1, ...,hi,l,hHl,hM]H with a singular value
decomposition (SVD) H, = U3, [Vivi}H, where V; €
CNX(N=M+1) contains the last N — M + 1 right-singular
vectors with V,fIVi = In_pr41. The vectors constituting
V, are the basis for the right null space of I:Ii, ie., fIiVi =
O(rr—1)x (N—m+1)- Therefore, to nullify the information signal
interference at the IU;, we should design the IU;’s beamformer
as

= \/piw; = \/p;iV iW;, (16)

where p; is the power assigned to w; and w; € CV—M+1)x1

is an arbitrary unit norm complex vector. To maximize the
signal at the IU;, w,; is aligned to }Lle direction of the
Vih,
[VITh

Using a similar concept, we design the d1rect10n of the
AN beamforming vector, q,. Let H = UX [VV] be the
singular value decomposition of H, with V € CN*(N=M)
containing the last N — M right-singular vectors. Therefore,
it can be guaranteed that there is no AN leakage to the IUs,
ie., Hq; = 0p1x1, by designing g; as

equivalent channel hH V,, ie., w; =

= P&y = P, Vau, (17
where p,, is the AN power of g, and ¢, € C(N-M)x1
is an arbitrary complex unit norm vector. The total power

harvested by the EHs from the AN is p,, HGV?]lHF Let
v be the unit norm eigenvector correspondmg to the largest
eigenvalue value of the matrix V' fgH GV, then, to maximize
the total harvested energy, the optimal value of g, is g; = v.
The other AN beamforming vector, g,, aims to maximize the
total harvested energy without paying attention to the noise it
imposes on the IUs. Therefore

qz = \/an(jQ, (18)



where p,, is the AN power of g,, g, is the unit norm
eigenvector corresponding to the largest eigenvalue value of
the matrix G G.

Now, we establish three sub-optimal solutions based on
three different sets of AN beamforming vectors; the first sub-
optimal solution, sub(1), uses the AN beamforming vector
Q; = {q,}, the second sub-optimal solution, sub(2), uses
the AN beamforming vector Q2 = {g,}, while the third sub-
optimal solution, sub(3), uses two AN beamforming vectors
Q3 = {q;, @, }- Based on the designed directions of {w,}, we
write the secrecy rate for IU;, when wire-tapped by EH;, and
using the Q;, j = 1,2, 3, set of AN beamforming vectors, as

2 2
pi |l @]+ po [0 s| + o?

R:tjlg(]) — log2

2
H—
Dn, R ‘12‘ + o7

Zi]\iﬂ%‘ ‘ngﬂJi‘Z + lzﬂjpm ’ngql|2 + 0%
€l

max log, ; ) _ 2
k Zm:lpm |ngwm| + me ‘ngql’ +J]23
m#i €1,

19)

where I, I, and I3 are index sets containing the indices of
the vectors in Q1, Q2 and Q3, respectively. Now, we define
three different problems P (j), j = 1,2, 3, corresponding to
the use of the three different sets of AN beamforming vectors
Q1, Q2 and Q3. The power vector P = [py, ..., pas] and py,,
Dn,» are optimized to maximize the worst-case sum secrecy

Rsub(j) _ Zf\il

problem P (j) (change of variables and Taylor approximation
are exploited to formulate the problem)

rate ) by solving the following

M
P(j) : maximize Z (ai — 5 — max (6 — Ei,k))

«,8,0,T,

Popoy by
subject to
H 2 H 2 2 U
pi [Blwi] +po [Bl'as| +0F > e vi, (202)
2 = _
Py hf’qg‘ +o? <€ (5i—5i+1), Vi, (20b)
M 5 0
Zpi lgilwi|” + me gt @] +o% <
i=1 l€l;
e (o, — o +1), Vk, (20c)

M
Z Pm ‘gi—lﬁjm|2 + anl |gk;H(IZ|2 + 0%‘ Z eti’k,V£i7k,

%;1 IGH]‘
(20d)
M
> P+ Y pi <P, (20e)
ZGH]’ =1
M ~
> pillGwill s+ pn, G|} > E, (20f)
i=1 €T,

where uw = [’lll,...,’lfl,]u]T § = S ., 8 ]T

t11 ... fl,K

[61,....06]7 and T = are slack variables.

trma - tMm K

P_roblerg (20) is sglved i_teratin:ly, after each iteration, § =
[31,..., 8T and © = [0y, ..., 0], the Taylor initial value

in (20b) and (20c), are updated by the optimized value of s
and . The iterations continue until convergence in a similar
manner to that in Algorithm 1.

Remark 2: To guarantee sufficient harvested energy for
all EHs, problem (20) can be recast by replacing the total
harvested energy constraint (20f) with individual energy har-
vesting constraints as

M

P (j) : maximize E (ﬁz — §; — max (b — ti,k)>
@80T, i k
Pvpnl sPno

subject to

M
S wilgf @i+ oo @l > E, vk Qla)
i=1 lel;

(20a), (20b), (20c), (20d), (20e). (21b)

Problem (21) can be solved iteratively in a similar manner as
in (20).

VI. SPEcIAL CASE OF COOPERATIVE EHS

In this section, we consider a special case when all EHs
cooperate to decode the IU;’s signal, therefore, they have the
ability to cancel the information signal interference. The sum
secrecy rate in this case is given by

| 11‘_4[ E%:l Tr (HlVAVm) + Tr (HZQ) + 0%
08 , A -
%;1 Tr (HZ-Wm) +Tr (HZ-Q) + 07

=1
Tr (GQ) + Ko%,
X — — . (22)
Tr (GWZ-> ST (GQ) + Ko
Defining realT-valued slack  variables ¢  and
t = [i1,....,tm] and the set of optimization variables

{usvt {Wm} 7Q} — & m = 1,...M, the SDP
reformulation of the sum secrecy rate maximization problem
is
M
maximize u;— 8+ —1;
e e
subject to
Tr (GQ) + Ko > eb, (23a)
Tr (évifi) L Tr (GQ) + Ko < éb (t i 1) Vi,
(23b)

(13a), (14a), (13e). (23c¢)

_ Problem (23) is solved iteratively, after each iteration,
t = [t1,...,ta]" and 3 (see constraint (14a)) are updated by



the optimized value of £ and s. The iterations continue until
convergence in a similar manner to that in Algorithm 1.

By following comparable steps as in the proof of Theorem
I, given the optimal rank-unconstrained solution of problem

@3, & = {{w,}. &

late an optimal solution S =

s, i*,u*,i}* , we can calcu-
(7.}, Q5 ¢ w7}
that satisfies the rank-one constraints, rank (Wm) =1,
m e {m : rank (W;) >

1} and achieves the same objective
value as S* does, as follows

Wi = by, @mn, @ = Wy =Tm Vme {T} ,
" e\ Won, Vm ¢ {m}
(24)
3, =
480, Vme{m}y, STr(Hpnrm) <Tr [ GY7m
st 462, Vme{m}, STr(Hprm) > Tr (G 7m
S Vm ¢ {m}
(25)
6 =
i+ S0, Ym e {m}, S Tr (Hp7m) < Tr [ G 7m
i+ 302, ¥m e {m}, S Tr (HpTm) > Tr ( G 7
m m m
*, vm ¢ {m}
(26)
> T 27)
me{m}
where
m € {1,...,72, —T1,,}, (28)
N-—72,, ~ . N—7p, ~
Tm = Z @m,nl/’m,n"/’m,n + Z bvrl,nlam,nla)g77Ll7
n=1 ni=1
nl?léﬁhn
(29)
6D = —s* +log (Tr (HpTm) + esfn) , (30)
_ Tr H, T
(2) T m m
6m = —v + log ZTI' me ZTr (GTm) 5
(31)
71,, = rank (Y:L) , Tg,, = rank (D:n) , (32)
(Bt s Ban—ra, | = T =l (D},), (33)
(@ (@t o @, ]] = mull (V7)) (34)
M .. A
-S> "g5H, D, =81 -(BG, (39
=1

and Y, B3, {85}, {Y:n}, are the optimal multipliers
associated with the constraints (8a), (8b), (13a) and the positive
{W)
Qym,ps > 0 and l_)myms > ( are positive scaling constants.

By using the beamforming vectors w;s, g, and g, in (16)-
(18), and defining new slack variables © and £ = [f1, ..., r] T
three different suboptimal solutions for sum secrecy rate
maximization can be obtained by formulating problems having
a similar structure to problem (20) as follows

semidefinitness constraints of in (8c), respectively;

M
P(j):  maximize Z (@; — 8 + v — 1)
@,3,0,8,P,pny Pny 57,
subject to

_ 2 — 12
pi|Gwil| %+ > pu, |G |3 + Koty <

ZG]IJ'
e (f~Ti+1), i, (36a)
> pu G| + Ko > €”, (36b)
lel;
(20a), (20b), (20e), (20f). (36¢)

Problem (36) is solved iteratively, after each iteration,
- _ o 4T _
t= {51, e fM} and 3 (see constraint (20b)) are updated by
the optimized value of ¢ and 3, respectively. The iterations

continue until convergence in a similar manner to that in
Algorithm 1.

VII. COMPLEXITY ANALYSIS

The complexity of our solutions (the optimal and the sub
optimal) relate to the type of the optimization problems, the
size of input data, number of the required iterations and the
methods used to solve them. The most generic problems, (14)
for the optimal solution and P(3) in (20) for the suboptimal
solution are convex and solved by CVX software. The solvers
used by CVX software (such as SDPT3 and SeDuMi) employ
a symmetric primal-dual interior-point algorithm which can-
not handle the exponential function in the constraints (13a),
(13d), (20a) and (20d). Therefore, CVX uses the successive
approximation method in which the exponential functions are
approximated in a polynomial form, and then the resulting
problem is solved iteratively until convergence [29]-[31]. The
per-iteration problem for the formulation in (14) is equivalent
to an SDP problem, while, the per-iteration problem for P(3)
in (20) is equivalent to a linear program (LP). For similar
convergence tolerance, we compare the complexity of both
problems, (14) and P(3) in (20) by comparing the complexity
of the per-iteration problems. For that purpose, we use the
basic complexity analysis steps in chapter 6 in [32].

A. Complexity of Suboptimal Solution

To follow the steps of the complexity analysis given in chap-
ter 6 in [32], we need to transform the per-iteration problem for
P(3) in (20) (in which all exponential functions are approxi-
mated by first order polynomials) into an equivalent standard
LP form. First, we transform the max operator expression



in the objective function (Zi\il maxy—1,.. g (05 — flk)) by
introducing a new vector slack variable = € RM*! such that
the max operator expression will be 1f/[7r, where 1, is a
M x 1 vector with all entries one, with K M constraints (per
scalar value) [7], > ¥y — [t&);, Vi, Vk, where ¢}, € RMx1 g
the kth column of T'. Now we can transform the per-iteration
problem in its standard LP form as follows

(Pyp) : maximize c’x
subject to
Agyz = di, (372)
Agyz = dy, (37b)
Az = ds, (37¢)
Ay x = dy, Vi, (37d)
aiz x < P, (37¢)
ajgx > E, (370
Agygz = 0, Vk, (37g)
Agyz = 0 (37h)

where

T T T ,T T T T
T = I:p17"'7pM7p’n1apn27u 7S 7'U at17"'atK77T i| ,C:

T
01xar+2, 137, =137, 01 ey i 1] A

T T T T _
a1,y O | A a(zl)wwa(zm]v Ap) =
T T _ [T T _
Qs )5 003,00 A(4k) = (@) B |0 Q) =
T T T T T
[1M+2,01><(3+K)M+K] > A(7k) |:a(7k'1)7.”7a(7k1v]):| B
arr,) = [01><3M+2+k—1T7 1,01 K-kt (h—1)M4i—15 L
01><(K—k+1)M—1a1;791><M7i} ) As) = [Tmqo
Onrtox (34 K)M+K] - [di], = —o? + e (1- 1}1‘),

[do], = —o7 + €% (1), [ds], = —o + €™ (1),
[d4k]z

O, Vk and fi7k, Vi Vk are the initial values of first order
approximation,

70’%‘ + Gt““ 17t1'7k s and — ’lALZ‘, <§i7 VZ,

2
thwl ) j=i
H |? .
[aqy]; = (R | T=M+2 (38)
—eli, j=M+2+i
0, otherwise
2
hi'ay| . j=M+2
[a(Qi)]j - —eg’i’ j=2M +2+1i> (39)
0, otherwise
\gf mJL , j=1,., M
[a@y], = lgilq;|”, j=M+1,M+2 (40)
(3k)] _e’f)k7 ]:3M+2+k
0, otherwise
|Gw;llj G =1, M
la@l, = IGa[l, j=M+1M+2, @D
0, otherwise

g w;|*, j=1,i—1i+1,., M
ool = { BEDI =ML .
Y j=3M+K+2+M@Gi—1)+k
0, otherwise

tA
—eliok,

(42)

With the standard LP formulation in (37), the complexity

of attaining an optimized objective value within an accuracy

e, Comp (Pyp,€), is calculated in terms of the following
parameters:

nyg = dim * = (4 + K)M + K + 2, the dimension

of real design variables; ms = (3 + 2K)M + K + 4,

the total number of per-scalar value constraints;
and  Data (Pyy) = [nm ms, ¢, vec (A(l))T,
T T T T
vec (Az)) ", vec (Am)) , vee (Aw,)) - vee (A,)) s
ag;), a@), vec (A(71)) , ..., VEC (;4(71()) , vec (A(g)) ,

le, dQT, dg, d4Tl, . d4TK,Pt, E} , input data vector for
Py, where dim Data (Pyy) = (3ns + 2nsK + K + 2)M +
(ns + 1)K + 4n, + 4.

The per-iteration complexity in terms of the number of real

operations, Comp (Psyp, €), is calculated as [32]

Comp (Pyp, €) = (ns + ms)% ni

_ 2
n (dlm Data (Pup) + [|Data (Pub) |, + € ) . (43)

€

The result in (43) assumes that the input data matrices and
vectors are unstructured. However, the solver can utilize this
matrix structure to reduce the number of operations required
for getting the solution.

B. Complexity of Optimal Solution

As in the previous subsection, the first step in analyzing the
complexity of the per-iteration problem of (14) is to transform
it into a standard SDP form with all constraints expressed in
terms of linear matrix inequalities (LMlIs). For this purpose,
we use the idea of the Schur complement to describe the
quadratic constraint in terms of semidefinitness of the bock
matrix. For example, the constraint (14a) is transformed into
an LMI constraint as described below

M 5 . s _
~ ~ — Si(g: — §. 1
hf{ _Q - Z Wl + i te (Slz Si )IN h7,
m=1 ||h’1||
<0, Vi, (44a)
D' hi]
=i -

I -1
<Q + (E%;} Wm> + WIN> h;
hH 0

=0 Vi (44b)

We get (44a) from (14a) based on properties of the trace oper-
ator and matrix multiplication, and the independence between

{Wm} and Q. The non-singularity of D; is guaranteed by



the non-zero identity. The block matrix in (44b) is positive
semidefinite if and only if both the lower-right sub-matrix
(scalar), 0, and the Schur complement of the upper-left sub-
matrix D; " in Cy,, 0—h? D; ' h;, are positive semidefinite.
Since the positive semidefinitness of the scalar 0 is always
true, therefore the constraints (44b) and (14a) are equivalent.
The remaining constraints, (14b), (13a), (13d), (8a) and (8b)
are transformed in the same way (after first order linearization
of the exponential variables). As in the previous subsec-
tion, the max operator expression in the objective function
(Z£1 maxg=1,. K (Vk —ti,k)) is recast as 17,7 , where
7 € RM*1 ig a vector slack variable, with K M constraints
(per scalar value) [#], > v, —[ty];, Vi, Vk, where t;, € RM*!
is the kth column of T'.

Using the fact that the diagonal matrix is positive semidef-
inite if and only if each of its entries are > 0, the KM
constraints [#], > vy — [ty],, Vi, Vk, can be transformed

to LMI constraints as!
(ﬁ' +tp — ’Uk)T Iy >0 Vk. 45)

The per-iteration problem for (14) is thereby written in its
standard SDP form as follows

(Popt) :  maximize ela
x

subject to
Ci, Oy, Oy, Cuyy = 0, Vi, Yk, (460)
o Co = 0 (46b)
cr;, = 0, Vi, (46¢)
W.,Q - 0. Vi, (46d)
where
. T
i:[UT’ ! Ttl’ atﬁvAT] )
C T
&= [1ar, =12, Orxurenyi, 1]
Cs,, =
- A M o2 — ek (vr—T -1
<Q + ( Elwz) + WIN) a|
L ng 0
Cs, =
- w )—1 -
( (Zm 1 )+ thl‘z IN hz ’
C4i,k =
i -1
0O — W _ G'QE*eEi,k(ti)k—tii’kJrl)I
Q Z HngZ N gk:
m;ﬁz .
L gl .
. M .
oo [0 () - 5)
14 0
Cs =

The vector inequality & >= O is equivalent to the LMI diag(x) > O.

u@l
N
=

(<o () o611
14 0
0 )

= (fr—i—tk—vk)TIM.

s
Il
o

C7,

The standard SDP problem in (46) is represented in a
complex-valued domain. Translating the complex-valued do-
main SDP (CSDP) programme to a real-valued domain SDP
programme was introduced in [33] using linear complex-to-
real mapping. In our case, we translate the CSDP programme,
Popt, to the real-valued domain using the following mapping

LR B s R P
. Re(Wi) —Im(VVi)
(W) re ()

Vi, T]-N :12N7T0202><1 in C5 and CG.

- [Re (hi)} |

(47)

Considering the standard SDP formulation (46) in the real-
valued domain, we use the method in chapter 6 in [32] to
calculate the complexity of attaining an optimized objective
value within accuracy e, Comp (Pepy, €), in terms of the fol-
lowing parameters

ne =dim &+ (M +1)N? = (K+3)M + K +2(M +1)N?,
the dimension of real design variables; m, =
K M+2K+2M+4, the total number of LMI constraints Wthh
includes: (KM + K + M + 3) LMI constraints each of size
(2N +2) x (2N +2), K LMI constraints each of size M x M
and (M +1) LMI constraints each of size N xN; Data (Pyp) =

el 4vec(C1)T, 4vec(C’21)T7 ey
4 vec(Cs)", .., 4 vec(Cs,,)",
ey 4 vec (C4A4,K)T7 4 vec (05)T7

|:n07 Mo,

4 vec(Cap )",

4 vec (C4M)T ,

4 vec (CG)T} !
The per-iteration complexity in terms of number of real

operations, Comp (P, €), is calculated as [32]

Comp (Pop, €) =

V(KM + K +M+3)(2N +2) + KM + (M + 1)N2

no [n2 +mne (KM + K + M+ 3)(2N +2)* + KM+
(M +1)N?) + (KM + K + M + 3)(2N 4+ 2)* + KM+

(dim Data (Pypt) + ||Data (Pop) ||, + e2>

€

(M +1)N*]In
(48)
The solver can benefit from the structure of the LMI

matrices in the real-valued domain to reduce the
number of real operations. It can be seen that Py

has an O (KEME [In(K>M) +n(1)])
complexity which is lower than that of
o (K?M%Ns [In(N2M) + 111(5)])

It should be mentioned that, for the suboptimal solution,
there is a pre-optimization processing for calculating {w,}

asymptotic'
the Py,

'The complexity as K, M, N — co, ¢ = 07 and K < N, M < N



and {q,, q,}, the pre-optimization has an O (M3N) asymp-
totic complexity due to the SVD of M matrices of size
(M — 1) x N. Comparably, for the optimal solution, there
is a post-optjmization processing for a rank reduction process
of <M Wl-ls. This post-processing is upper bounded by an
O (MN?) asymptotic complexity.

VIII. EVALUATIONS

In this section, we assess the performance of our proposed
schemes. The simulation parameters of our MISO SWIPT
system includes: number of transmit antennas N, number of
single-antenna IUs M, number of single-antenna IUs K, path-
loss (variance of the magnitude of channel coefficient) between
the transmit antenna, and the receive antenna at the IU and EH,
v? and ~%, respectively, total transmit power budget available
at the BS, P, and energy harvesting efficiency (.

Parameter selection was made based on some practical
models and implementation requirements as follows:

o We set the restrictions N > M and N > K. Having N >
M allows null space generation for the channel matrix
between the BS and the IUs, H, ie., dim null(H) =
N x (N — M) does exist. Consequently, we can project
the AN in the null space of H. N > K allows the EHs
to collude and cancel the interference from non-intended
1Us [34]. The selected values are N = 8, M = 2 and
K =3.

e We assume that all [Us are at equal distances from the
BS and likewise for the EHs. This assumption is to avoid
the selection based on average path-loss which remains
static for a long time and focus on the optimization of the
beamforming matrices depending upon small-scale fading
coefficients.

« For selecting the values of 7? and % we rely on the
general urban channel model PLgg = 10 log,, 7 + b
[35]. With path-loss coefficient o = 2, fixed-loss com-
ponent b = 10 dB which depends on the operating fre-
quency, height of transmit antennas and different macro-
environment type. The common assumption is that the
EHs are located closer to the BS compared to the IUs
in order to harvest energy. We assume that the IUs are
located at 1000 m apart from the BS and this corresponds
to 70dB path-loss and 4? = 1077, while the EHs are
located at 10 m from the BS and this corresponds to
30dB path-loss and 7% = 1073.

o Apart from the design of the energy harvesting circuit, the
energy harvesting efficiency mainly varies in accordance
with the range of incident RF power. With total transmit
power P, = 1W and 30 dB average path-loss, the
incident RF power at the EHs is about 0 dBm which
yields an energy harvesting efficiency of at least 50%
[36]. Also, the parameter values P, =1 W and ( = 0.5
give a decent feasibility region through which system
performance can be demonstrated.

We show the system performances in terms of the achiev-
able worst-case sum secrecy rates (R, (1), Rsub(2) Rsub(3))
against the total harvested energy constraint £ and individual
harvested energy constraint E. We call the area under the plot

(R-E curve) the R-E region and it shows the trade-off between
E or E and the sum secrecy rate. The larger the R-E region
the better the performance.

Fig. 2 shows the R-E regions for the non-cooperative
EHs case. With regards to the optimal solution, it can be
seen that the worst-case sum secrecy rate decreases as the
required total harvested energy increases. The trade-off region
lies approximately over the total harvested energy constraint
interval (1.5,7.3] mW. This means the power allocated to the
AN is zero when E < 1.5 mW, in other words, the energy
harvested from the information signal is enough to satisfy this
total harvested energy constraint. At the point corresponding
to, £ = 7.3 mW, the power allocated to the information
signal approaches zero and the problem is being reduced to the
energy harvesting maximization problem. On the other hand,
the sub-optimal solutions (achieved via LP optimization) have
a lower complexity than the optimal solution (achieved via
SDP optimization). The sub-optimal solutions’ performances
lie under the optimal solution. In the sub-optimal solution
achieved by the AN beamforming vector q;, Sub(1), there is a
gap in the total harvested energy between the optimal and the
sub-optimal solution, Ag, at zero sum secrecy rate. This gap
which is equal to 38% of the optimal total harvested energy
(% x 100) is due to the nulling of the AN at the IUs. In
other words, in the optimal solution, the AN is matched to all
N transmit channels, while in the sub-optimal solution, some
degree of freedom of the AN beamforming vector is traded
for nullifying the AN at the IUs, therefore, the AN is matched
equivalently to only N — M (the column dimension of GV')
channels. This issue of dimensionality reduction appears when
serving multiple IUs. The solution Sub(1) performs better over
the low total harvested energy constraint region, where the gap
between the optimal and the sub-optimal sum secrecy rates,
AR, at zero harvested energy constraint is equal to 13% of the
optimal sum secrecy rate (3%35 x 100). Conversely, in the sub-
optimal solution Sub(2), all N channel coefficients of g, are
matched to the dominant eigenvector of GH G, therefore, the
maximum energy is harvested at zero secrecy rate, and the gap
in the total harvested energy between the optimal and the sub-
optimal solutions totally vanishes. In the sub-optimal solution
Sub(3), better performance is achieved by exploiting both AN
beamforming vectors g; and g5, the achievable sum secrecy
rate of the sub-optimal solution Sub(3) exploits the advantage
of the good performance of Sub(1) and Sub(2) over different
regions of E. It can be seen that R*™*() traces the envelope
of Rsub(l) and Rsub(2)’ i.e., Rsub(3) = max (Rsub(l),Rsub(2))‘

Fig. 3 shows the E-R region when the EHs cooperate to
wire-tap an individual IUs. The same observations in Fig. 2
for the non-cooperative EHs are valid for the cooperative EHs
case.

Fig. 4 shows the E-R regions for the non-cooperative EHs
case but with individual harvested energy constraints for
the optimal and Sub(3) (achieved by solving P (3) in (21))
solutions. The achievable worst-case sum secrecy rate with
respect to E follows a similar trend to that with respect to
E given in Fig. 2. By comparing the results in Fig. 4 and
Fig. 2, we notice that the achievable worst-case sum secrecy
rates corresponding to E=0and E =0 are equal since both



problems (14) and (15) are equivalent to a worst-case sum
secrecy rate maximization problems with no harvested energy
constraints. The Sub(3) solution achieves zero worst-case sum
secrecy rates at a value of E = 1.5 mW which is lower
than the value of the optimal solution, FE = 2.2 mW. This is
because in the Sub(3) solution the AN beamforming vectors,
g, and g5, are designed to maximize the total harvested energy
while the problem is constrained with the individual harvested
energy of the EHs.

For the given system parameters and the considered cases,
cooperative and non-cooperative EHs represent the worse-case
and the best-case assumptions, respectively. The cooperative
EHs are equivalent to a single receiver with K receive antenna.
Now, with the restriction K < N, the best scenario for the
EHs is to employ successive interference cancellation which is
capable of cancelling the interference from non-intended IUs
and achieves the best possible information rate [34]. Therefore,
the achievable sum secrecy rate can be considered as a lower
bound on the optimal solution! performance. In the other case,
non-cooperative EHs, the assumption is that each EH relies
on itself to decode the intended IU signal. In addition, in our
objective in (8), we optimize the worst-case sum secrecy rate,
i.e., the case when the IU; are being eavesdropped by the
strongest EHj, (see the max operator term in (8)). Therefore,
the achievable sum secrecy rate can be considered as an upper
bound on the optimal solution performance.

8 : : :
4 ——Optimal Solution
7 —Sub(1) J
---Sub(2)
6 L ~ - %- Sub(3) i

Ag

>

Total harvested energy constraint (mW)
B

0 0.5 1 1.5 2 2.5 3 3.5 4
Worst-case sum secrecy rate (b/s/Hz)

Fig. 2. E-R regions for the non-cooperative EHs case with
total harvested energy constraint.

Fig. 5 shows the effect of the placement of the IUs and the
non-cooperative EHs on the achievable average sum secrecy
rate for system parameters N = 8, K = 3, M = 2,
E=2mW, Pt =1W and ¢ = 0.5. For that purpose, the
statistical average of the channel power gains (channel vari-
ance) from the BS to all EHs are kept constant at 7% =103,
therefore, the problem feasibility will not be affected, while

channel variance from the BS to all IUs is varied over the range

I'This is the lower bound on the optimal solution performance since the
suboptimal solution performances still lie under this lower bound.

8 . . ;
) ——Optimal solution
7 —Sub(1) |
---Sub(2)
6l -%-Sub(3)

Total harvested energy constraint (mW)
S

0 L L L L ¥
0 0.5 1 1.5 2 2.5 3 3.5 4

Sum secrecy rate (b/s/Hz)

. 3. E-R regions for cooperative EHs case with total
harvested energy constraint.

——Optimal solution
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Individual harvested energy constraint (mW)

0 I I I I I I

0 0.5 1 1.5 2 2.5 3 3.5 ; 4
Worst-case sum secrecy rate (b/s/Hz)

Fig. 4. E-R regions for the non-cooperative EHs case with
individual harvested energy constraints.

[-90dB, —50dB] which corresponds to channel variance range
from 7 = 107° to 7# = 1075. As expected, the average sum
secrecy rate tends to decrease as the IUs signal attenuation
increases.

Fig. 6 compares the average worst-case sum secrecy rate
achieved by different optimization schemes against different
number of transmit antennas at the BS with K = 3, M = 2,
E=3mW, P, =1W and ¢ = 0.5. The value of E is
chosen such that the three solutions, the optimal, Sub(1) and
Sub(2) get a reasonable feasibility rate. Note that to calculate
the average sum secrecy rate, only the feasible solution cases
are considered. As expected at lower value of harvested energy
constraint (E = 3 mW), the suboptimal solution Sub(1)
outperforms Sub(2). The priority in AN precoding in Sub(1)
is to nullify the AN at the IUs and this is appropriate at low
harvested energy constraint region. It can be seen that the gap
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. 5. Sum secrecy rate versus variance of IU channels with
given harvested energy constraint £ = 2mWV.
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Fig. 6. Achievable average sum secrecy rate for different
numbers of transmit antennas.

between the average sum secrecy rate achieved by Sub(1) and
Sub(2) increases with the number antennas. This is because,
in Sub(1), as the number of transmit antennas increases, the
percentage of channels used to match the AN signal toward the
EHs increases with preserving the cancellation of the AN at the
IUs. For example, at N = 10, equivalently, 80% (% X 100)
of the transmit antennas are used for AN alignment, whereas
at N = 25, 92% (2322 x 100) of the transmit antennas are
used for AN alignment.

The feasibility of the optimal solution to problem (14) is
mainly dependent on the parameters in the feasibility condition
(11). In addition, the choice of the initial values of the slack
variable vectors s and v can affect the feasibility of the
first iteration. If the initial values of s and v are chosen far
from the optimal values s* and v*, then there is a strong
possibility that the first iteration ends up infeasible or the
solution takes a large number of iterations to converge. In Fig.
7, we examine the feasibility rate of the optimal solution in
average percentage for a range of harvested energy constraint
using the same simulation parameters in Fig. 2. A simple
and good approximation for the initial values s and v are

1&-—1:!71‘_1——1_1——”——1_1—
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Fig. 7. Optimal solution feasibility rate in percentage.

calculated as follows

M
b =log | L0 JQP” > T (Grwnw)) +
i=1

2
P, o .
- 2 Tr(Graal’) + ok |, Vi, (49)
=1
P, 2
5; = log (2 hf@z‘ +U%> , Vi, (50

where P, is the total AN power. The values obtained by the
above equations are based on the third suboptimal solution
Sub(3), but with equal power allocation among the informa-
tion beamforming vectors and the AN beamforming vectors.
The initial values that yield a feasible first iteration (if it exists)
is obtained via one-dimensional search across 0 < P, < P;.
The optimal solution feasibility rate in percentage is calculated
using three different Monté-Carlo simulations. In the first
two simulations, we inspect the actual optimization problem
feasibility by solving problem (14) using CVX software.
The initial values s and v are calculated by using (49) and
(50) with a search through P, = 0,0.2,0.4,0.6 W for the
first simulation (square-marked curve), and for the second
simulation results (star-marked curve), the initial values are
calculated by (49) and (50) but only with P, = 0. These two
results are compared with problem feasibility rate obtained
by the satisfaction of the condition in (11) (solid line curve).
As we can see, searching through four different initial values
of 5 and v yields a feasibility rate close to that obtained by
feasibility condition (11), while when each of s and v are
assigned one value, the feasibility rate drops significantly. This
gives an insight into the sharpness of the feasibility condition
11).

Fig. 8 shows the achievable worst-case sum secrecy rate
across the iterations of our iterative algorithms for both optimal
solution and the sub-optimal solution, Sub(3). The results
are obtained in the trade-off region of both solutions with
a common total harvested energy constraint £ = 5.5 mW
and common initial values, s and v, which are calculated by
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Fig. 8. Convergence of the achievable sum secrecy rate for
the optimal and Sub(3) solutions, with non-cooperative EHs.

using (50) and (49) with P, = 0.2,0.5 W. With a tolerance
of 0.001 b/s/Hz, the optimal solution converges at the 10th
and the T7th iterations with the initial values generated with
P, =02 W and P, = 0.5 W, respectively. On the other
hand, the sub-optimal solution converges at the 5th and the 4th
iterations with the initial values generated with P, = 0.2 W
and P, = 0.5 W, respectively. The suboptimal solution
shows a faster convergence speed than the optimal solution
at different initial values. This is expected since the initial
values are calculated by the beamforming vectors employed
by the suboptimal solution.

IX. CONCLUSIONS

In this paper, we considered secure downlink transmission
in SWIPT MU-MISO systems comprising multiple IUs and
multiple EHs which have the potential to wire-tap the IU’s
signal. We proposed joint optimization of the information
and AN beamforming vectors for worst-case sum secrecy rate
maximization with a constraint on the total harvested energy
by the EHs. The problem was formulated as an iterative
SDP program. Using dual variable multipliers, we derived
a rank-one solution for the transmit covariance matrices of
the TUs which achieved the same optimal sum secrecy rate
attained by a rank-unconstrained SDP program solution. Three
different sub-optimal solutions were also provided. The first
solution was based on IUs interference alignment and the
projection of the AN in the null space of IUs channel vectors
followed by transmission along the dominant eigenvector of
the equivalent EHs channel, while the second solution ignored
the AN alignment at the IUs. The third sub-optimal solution
exploited the AN beamforming vectors of both the first and the
second sub-optimal solutions. The performances of the sub-
optimal solutions lied under the optimal solution, however,
as a result of AN null space projection, the first sub-optimal
solution outperformed the second solution in the low energy
harvesting constraint region and vice versa for the high energy

harvesting constraint region. The sum secrecy rate achieved by
the third sub-optimal solution traced the maximum of the first
or the second sub-optimal solution. Future work will aim at
optimizing transmit beamforming matrices for multi-antenna
IUs and EHs, and also considering the work for the massive
MU-MISO case.

APPENDIX
PROOF OF THEOREM 1

Proof: For the SDR problems (14), the optimal rank-
one solution S*' is obtained via two steps. In the first
step, we find the structure of the optimal rank-unconstrained

Ak
information beamforming matrices {Wni} Then, in the

A %
second step, we use the structure of {W,ﬁ} to calculate

. . 7% SFL o~k AL % «
new optimal solution W, ,Q ,s',T ,u", v, =

—~ *1

rank| W ) =
1, and achieves the same objective value achieved by
{{VAV;:} ,Q*l,s*17T*17u*]’v*1} = §*1,
rank-one solution of (15), §*2, can be obtained by following

the same steps, therefore, and due to space limitation, we
provide the proof for (14) only.

S*' that satisfies a rank-one constraint,

The optimal

Since the objective function and the constraints of (13) are
differentiable, i. e., they have an open domain, then there is a
solution set that can strictly satisfy the constraints (13a)-(13e).
Therefore, Slater’s condition holds, and zero gap between
primal and dual solutions is guaranteed if the KKT conditions
are satisfied [26]. The Lagrangian of problem (13) can be
written as

M
L(S,L)= Z (wi — 8 — Vi) + tik)) +

i=1
M K K
Z <_a3ieui + a41‘68i - Z aﬁi,keti‘k> + Z a5kevk
i=1 k=1 k=1
M
+ 3 T (Ame) T (BQ) +d, (51)
m=1
where
M K
Am = -1 + COLQG + Z agiHi — Z 045ka
=1 k=1
M K
+> (—%Hi - Zaei,kék> +Y o, (52
=1 k=1
K
B=—qa+ Cagé — Zag,kék
k=1
M K
+ Z (O&ngi — a4jHi + Zaﬁi,kék> + YQ,
=1 =
= 53)



K
2 2
a4i)al +og E Qe i
k=1

(54)

M
d=o1 P — O[QE + Z ((O@

i=1

K
2 E
—UE Oé5k,
k=1

and {al,ag, {agi} y {0441.} s {Oé5k} s {Oé6lk}} =L > 0 are
the Lagrange multipliers associated with the constraints (8a),
(8b), (13a), (13b), (13c) and (13d), respectively. The set
{Y,},Yg = 0 are the Lagrange multipliers associated
with the semideﬁniteness constraints in (8c), respectively, and
k(i) = argmax (vg —ti k). Notice that, the Lagrange dual

function G (L, {Ym},YQ) is the supremum of L over S.
In order for G to exist, G has to be bounded from above,
accordingly

AmvB =0, {a4i}7{a5k}7{a6i,k ‘ k 7£ k(Z)} = O’

and {as,},{as,,. } > 0. (55)
Therefore, the Lagrangian function will be
M
G =01 P —axFE + Z (ozg,iaf + aﬁi)kma%)
i=1
M 1
+3 (log | —— ) —2]. (56)
i—1 Q3,06 1.5y

The primal problem (13) can be solved by solving the dual
problem (57) which achieves the same objective value

Minimize §G

]L’{YM}VYQ

subject to

(57)

ap,a >0, {as,}, {aek(,;>} >0,{Y,,},Yqg = 0.

We prove that the KKT conditions for the relaxed primal

variable {Wm} are satisfied as follows:

1) Primal and Dual Feasibility: Based on the feasibility
condition in (11) and the non-negativeness of dual variables,
both primal and dual problems are feasible.

2) Complementary Slackness: Since Slater’s condition

holds, then
f(8™)
.y (]L,*l (Y2}, Y 1) =sup L (S L*, (Y2}, Y*1>
M
=sup [f(S)+aj hy + ad he + Z <a§i1 hs, + aflil ha,+
i—1

i g, he,, +Tr (YIIVAVL)> + Z gt hs, +
k=1
Tr (YZZ1 Q) ]

(a)
S 57+ af kit +aghy +Y (agz W+

Za*l Byl +Te (YW )) +Za0;hj,§+
Tr (Y“Q*l)
2 f(s™),

where f is the primal objective function, {]L*l AY Y Yg}
is the optimal solution of (57) and hiy, ho, {hs,}, {h4,},
{hs,} and {hg,,} are the left-hand side of the inequal-
ity constraints (8a), (8b) and (13a)-(13d) (after rewriting
them as > 0 inequalities), respectively. The inequality (a)
follows since the supremum of the Lagrangian is greater
than or equal to the value of the Lagrangian at any fea-
sible set of {S,L*'} which includes {S*!,L*'} [26]. The
inequality (b) follows from the non-negativeness of the ele-
ments in o hy, « lhgl,{ sthath, {aithi {a*lh*l}
{046 khglk} {Tr YZ“WZ» , and Tr YSQ 2 There-
fore, the inequalities (a) and (b) hold only when each
term in a3, a3'hi, {adt k), {ahd ), {afihit ),
{agikhg;yk }, (YfIWf) }, and Tr (YSQ is equal
to zero. Hence, the complimentary slackness is proved.

(58)

3) Stationarity: The stationary point of £ should satisfy

Moo M
Z P =0, therefore Z Ayl =0.
m= m m=1

Since we have A)! < 0, Vm, then, based on stationarity,
(52) and (55), we have

M
Y =Dyl =Y oj H;, Ym, (59)
=1
D, =a;' —Cay' G~ Z 6o Gry- (60)
Z;Zm

To satisfy the complementary slackness condition, W;i

should lie in the null space of Y;i . Define rank (Y;
rank (D;i = 79,, null (Y,;) =

and null D:n) = ‘Ilm - |:17bm717"'a"7b7n,N—7’2m] €

) = Tlm,

c (CNX(N—T‘lm)

CN*(N=r2p) et Y, be the nth column of ¥,,. Then we
have
H *1
wm,nYnL 1/Jm,n = 7n n ( Z a3 )

M M 2
*1 1
- wi,n <Z a3, Hl> 1/’ = - Z a3, i ’me,n
=1 =1
(61)

Since Y, = 0, H; > 0 and {agl} > 0, hence

M
( a; Hi> ¥, =0.
i=1

(62)



Accordingly, the column vectors in W,, are in the null
space of Y,,i, therefore, W,,, is a sub-matrix of €2,, and the
inequality rank (¥,,) < rank (€2,,) is always true.

The N x N positive semidefinite matrix Y:,i satisfies the
following
rank (92,,) = N — rank (Y;i) . (63)
Since {a;:} > 0, and {H;} > O are statistically inde-
pendent rank-one matrices, then Zf\il a;: H; is a positive
semidefinite matrix of a rank < M (most likely equal to M).
Therefore, by applying the result of Lemma A.I in [6] to (59),
we have, rank gY*l > rank (D;t) — M. Substituting this

inequality in (63) results in

rank (€2,,,) < N — rank (D;i) +M

< rank (¥,,,) + M. (64)

Therefore,

rank (¥,,) < rank (2,,,) < rank (¥,,,) + M.  (65)

Now, let us consider the case, rank (£2,,,) = rank (¥,,),
ie, Ry = ¥, and W, = apmnthy, ¥l 0 amn > 0.
This solution can not be optimal since it leads to a negative
secrecy rate at the IU,, along with inter-user interference,
moreover, the noise imposed by W;i on the EHs can be
attained by the AN beamformers g;s which are statistically
independent, and therefore, W,: = 0 will definitely per-
form better. As a result, the case rank (2,,,) = rank (¥,,)
does not exist and there are always between 1 and M
unit norm vector(s) (W1, ..., W, —ry, | Which satisfy
Q= [ [Wm,1, s Wiy, —ry || Then, we can write

*1

the optimal solution for Wm € Wm} as

N—ra, T2m —T1m

Z am,n"/’m,n"ﬁﬁ,n"‘ Z bm,m“-’m,m“"g,nlv (66)

n=1 ni=1

where by, 18 > 0 are positive scaling constants.
In the following, we can construct a non-unique optimal
~ —~ %
solution S** that satisfies rank (W '

m) = 1 and can achieve

the same objective value achieved by W:,t as follows

*1

ﬁ};i = bmm, wm7ﬁmwg no = VAVQ} —Tm Vm e {m} ’
(67)
’g:,]i =

vm € {m}, Tr(HpTm) < Tr (Gl Tm)
vm € {m}, Tr(HpTm) = Tr (Grim)Tm)
ot Ym ¢ {m},

(68)

B oy + O, ¥ € {0} Tr (H o Tm) < Tt (Gligony Tm)

B iy O, ¥m € {m}, Tr (Hon ) > Tr (Gi(on) Tm)
t:rt,k(m)’ vm ¢ {m}v
(69)
and
é*l = Q*l + Z Tm, (70)
me{m}
where
ﬁme{l,...77"2m —’I"lm}7 (71)
N-ray, N—r,,
Tm = Z am,n'(/}m,nwfrfzm + Z b?n,nl Wi,n, wg,nl?
n=1 ’I’L1:1
nl#ﬁlrn
(72)
0% = —sit + log (Tf (HmTm) + esv*"> , (73)

02 = —t2% gy 108 (Tr (GrmyTn) + elmrm ) . (74)

m,

By substituting S* into the constraints and the objective
function of problem (13), it can be verified that S** satisfies all
the constraints (13a)-(13e) and achieves the same sum secrecy
rate as S*' does. This concludes the proof. [ ]
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