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Cyberbullying on social networking sites is an emerging societal issue that has drawn significant scholarly
attention. The purpose of this study is to consolidate the existing knowledge through a literature review and
analysis. We first discuss the nature, research patterns, and theoretical foundations. We then develop an inte-
grative framework based on social cognitive theory to synthesize what is known and identify what remains to be
learned, with a focus on the triadic reciprocal relationships between perpetrators, victims, and bystanders. We
discuss the key findings and highlight opportunities for future research. We conclude this paper by noting

research contributions and limitations.

1. Introduction

Cyberbullying is an emerging societal issue in the digital era [1,2].
The Cyberbullying Research Centre [3] conducted a nationwide survey
of 5700 adolescents in the US and found that 33.8 % of the respondents
had been cyberbullied and 11.5 % had cyberbullied others. While
cyberbullying occurs in different online channels and platforms, social
networking sites (SNSs) are fertile grounds for online bullying. A recent
large-scale survey conducted by Ditch the Label, an anti-bullying char-
ity, showed the prevalence of cyberbullying on social networking sites
(SNS bullying): 46 % of the respondents reported being bullied more
than once, and 20 % reported bullying others on SNSs [4]. SNS bullying
refers to any form of aggressive behavior on SNSs conducted by a group
or an individual repeatedly and overtime against targets who cannot
easily defend themselves [5]. It induces serious psychosocial and
physical harm such as depression [6] and self-harming behaviors [7],
with the most tragic outcome being suicide [8-10]. For instance, a
teenage girl shot and killed herself after being relentlessly bullied on
SNSs [9].

Several key SNS features such as digital profiles, relational ties,
search and privacy, and network transparency [11] provide many op-
portunities for triadic reciprocal interactions between perpetrators,
victims, and bystanders in SNS bullying incidents. For example, perpe-
trators can expose a bullying incident to a broader audience by using
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tags and hashtags on SNSs, which allow other users to sustain the
bullying episode by “liking” and “sharing.” These features alter the
bullying dynamic and distinguish SNS bullying from traditional
face-to-face (F2F) bullying and possibly other cyberbullying types on
alternative digital communication media (DCM) such as e-mail, tele-
phone, and text messaging service. Indeed, Lowry and colleagues
emphasized, “most of these [cyberbullying] studies have glossed over
the central issue: the role of ... social media artifacts themselves in
promoting cyberbullying,” [12, p. 3] and “social media play an impor-
tant role in the perpetration of CB” [13, p. 865]. Thus, there is a need to
focus on this specific form of bullying.

The prevalence and negative consequences of SNS bullying have
drawn considerable academic attention. Studies of SNS bullying have
been conducted across multiple disciplines, such as psychology, infor-
mation systems (IS), and communication. The majority of SNS bullying
studies have been exploratory, examining the prevalence and charac-
teristics of SNS bullying [e.g., 14]. These studies have examined SNS
bullying from the perspectives of perpetrators [e.g., 15], victims [e.g.,
16], and bystanders [e.g., 17], respectively. Several studies have
centered on the prevention and detection of SNS bullying [e.g., 13].
Although SNS bullying research has gained momentum, the diversity of
findings in the SNS bullying literature, which includes studies from
many fields and perspectives, has made it difficult for academics and
practitioners to comprehend the current state of knowledge.
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With this in mind, we believe that there is a need to structure the
existing knowledge and provide an integrative framework to represent
the current state of SNS bullying research. Accordingly, we have two
research objectives: (1) to describe the state of SNS bullying research;
and (2) to develop an integrative framework presenting the variables
related to the different roles in SNS bullying (i.e., perpetrators, victims,
and bystanders). Specifically, we first identify research trends, foci,
theories, methods, and contexts and samples prevalent in the SNS
bullying literature. Then, we use social cognitive theory (SCT) [18] to
develop an integrative framework that consolidates the variables related
to SNS bullying into three determinants (i.e., personal factors, envi-
ronmental events, and behavioral patterns) about perpetrators, victims,
and bystanders. This framework reveals the research gaps and indicates
avenues for future research by showing what we already know and what
we do not yet know about SNS bullying [19,20].

The rest of this paper is structured as follows. We begin by discussing
the terminologies and definitions of SNS bullying, and we compare SNS
bullying with other forms of bullying. We then describe the literature
search and identification procedures in Section 3. In Section 4, we
summarize the state of SNS bullying research. In Section 5, we introduce
our integrative framework’s theoretical foundation and consolidate the
variables related to SNS bullying into the proposed categories. In the last
section, we discuss future research directions and detail the contribu-
tions and limitations of this study.

2. Definitions and concepts
2.1. Terminologies and definitions

Different terms have been used to describe bullying in cyberspace,
such as electronic bullying [21], Internet bullying [22], Internet
harassment [23], online bullying [24], and online social cruelty [25],
with cyberbullying being the most widely used among researchers [5,
26]. Most cyberbullying studies have derived their terminologies from
the traditional bullying literature [e.g., 12,27,28]. This study considers
SNS bullying as a form of cyberbullying conducted on SNSs, defined as
deliberate and hostile behavior by an individual or a group of in-
dividuals that involves using SNSs to repeatedly communicate aggres-
sive content intended to inflict harm or discomfort on a target [5].
Because of the connectivity of SNSs and their ability to involve multiple
individuals in online social interactions [29], SNS bullying often in-
volves triadic reciprocal relationships between perpetrators, victims,
and bystanders [30]. A perpetrator is a person or a group of individuals
who intentionally and repeatedly inflict harm or discomfort on a target.
A victim is a person who repeatedly receives hurtful and
power-imbalanced messages and experiences hurtful and
power-imbalanced interactions; and a bystander is a person who wit-
nesses a bullying incident and has the option to (1) comfort the vic-
tims/challenge the perpetrators, (2) ignore the incident, or (3) join in
the bullying.

2.2. Comparing SNS bullying with other forms of bullying

SNSs represent an integrated and novel communication context [29]
that differs from F2F and other DCM such as e-mail, telephone, and text
messaging service. The features of SNSs, such as digital profiles, rela-
tional ties, search and privacy, and network transparency [11], have
given perpetrators, victims, and bystanders more opportunities to
interact with each other on these platforms. For instance, digital profiles
provide perpetrators with an additional layer of anonymity and thus
intensify the imbalance of power between perpetrators and victims.
Furthermore, the networked platform makes bullying posts accessible to
other users and thus induce repetitive harm to victims. SNSs also allow
for the rapid dissemination of bullying content to a wider audience
through features that are uncommon in DCM, such as liking, sharing,
and hash-tagging. These features change the bullying dynamic from a

Information & Management 58 (2021) 103411

dyadic to a triadic reciprocal one [31] and challenge our traditional
understanding of bullying based on the dynamic of F2F or other DCM
interactions.

In the following subsections, we compare SNS bullying with other
forms of bullying and explain how SNSs exacerbate its negative impacts
from six aspects: intentionality, repetition, power imbalance, anonym-
ity, accessibility, and publicity [5,25,29,32,33].

2.2.1. Intentionality

Intentionality refers to the intention to harm a person [34]. In F2F
bullying, the intentionality of a perpetrator to harm a person is apparent,
such as beating him/her up, whereas, in DCM bullying, the intention-
ality to harm is caused when bullying messages are sent and consumed
by a victim. Such intentionality to harm is direct and explicit. SNSs have
become an integral part of everyday life; users frequently update their
digital profiles by uploading pictures of themselves or sharing posts of
their interests. The frequent and persuasive use of SNSs means that there
is a constant disclosure of personal information and thus producing
more opportunities for individuals to experience SNS bullying than F2F
and DCM bullying. For instance, a perpetrator can hurt a user by leaving
a nasty comment about their physical appearance in an SNS post. The
intentionality originates in the perpetrator’s action (“wants to hurt”). A
person’s feelings can also be hurt by a teasing meme responding to their
physical appearance circulated in their social network [11]. The inten-
tion to harm is thus interpreted from the victim’s perspective (“felt
hurt”) [11,35].

2.2.2. Repetition

Repetition refers to systematic and repetitive behaviors aimed at
harming a target. In F2F bullying, repetition typically occurs when a
perpetrator physically hits or otherwise hurts a person on several oc-
casions. Repetition in DCM and SNS bullying is characterized by
repeatedly passing on or spreading hurtful content that harms a person
[36,37]. Repetition in SNS bullying can be easily afforded by SNSs,
which enables users to view, respond, or share the bullying content [11].
Therefore, SNS offers more opportunities for individuals to experience
bullying than F2F and DCM contexts. Repetition can be achieved by
redistribution of humiliating content within the social network in which
the perpetrators and bystanders share a connection [11]. The bullying
act can recur multiple times as the content is read and shared among
other SNS users.

2.2.3. Power imbalance

An imbalance of power occurs when a more powerful person bullies a
person with less power [38]. A power imbalance can be viewed from two
perspectives: (1) the greater power possessed by perpetrators or (2) the
victim’s lack of power [34]. In all forms of bullying, perpetrators usually
possess more social, relational, and psychological advantages [39]. In
DCM and SNS bullying, an imbalance of power means that perpetrators
may also possess advanced technological skills [40]. A power imbalance
in SNS bullying can be afforded by SNSs’ features, such as a digital
profile, enabling perpetrators to create an online identity that separates
from their offline one. For instance, they can manipulate their
offline-online identity by creating a fake account and using a virtual
private network (VPN) to hide their location. Furthermore, SNSs allow a
person to be reached effortlessly in a social network [11], enabling the
continuous circulation and consumption of the bullying content [11].
This induces a sense of powerlessness among victims of SNS bullying
[41] because it is difficult for them to halt the bullying cycle proactively
[421.

2.2.4. Anonymity

Anonymity refers to the degree to which one’s identity is not known.
In F2F bullying, it is difficult for perpetrators to hide their identity
because victims can always recognize their appearance, voice, and
stature. The identity of DCM bullying perpetrators can be traced through
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the network service provider. In contrast, a perpetrator can remain fairly
anonymous in SNS bullying. For instance, a perpetrator can effortlessly
hide their identity in SNSs such as 4chan—a simple image-based social
platform—where anyone can post comments and share images anony-
mously. A perpetrator can also create a pseudonym in SNSs. Although
popular SNSs such as Facebook require users to use only legal names and
photographs of their own in setting up their profile information, people
can still use fake identity proofs to create an alternative account to
remain anonymous. The ability to separate one’s real and legal names
from one’s online activities on SNSs allows perpetrators to harm victims
without the fear of accountability.

2.2.5. Accessibility

Accessibility refers to the ease of reaching a target. In F2F bullying,
victims can escape from bullying by staying in a safe place [43]. Victims
of DCM bullying may use a new telephone number or e-mail account to
avoid harassing messages. However, SNS bullying is neither confined to
a physical setting nor restricted to typical and daily interactions [5,44].
The unconstrained and boundless connectivity of SNSs allows bullying
to take place at anytime and anywhere, with or without the presence of
victims [40,45]. Even if the victims permanently deactivate their ac-
counts, the bullying content can remain on the platform, and perpetra-
tors can still redistribute it to other users. The ability for “users to view
and traverse their connections and those made by others on the plat-
form” [11, p. 278] means that victims cannot easily escape from being
humiliated in the social network.

2.2.6. Publicity

Publicity refers to the number of people exposed to a bullying inci-
dent. In F2F bullying, an incident may be limited to students of the same
class or restricted to coworkers who work in the same organization. In
DCM bullying, humiliating calls, text messages, and e-mails can only be
heard or read by the victim. It is unlikely that the bullying content will
be broadcast in public spaces. SNS allows a perpetrator to publicize the
bullying act in multiple ways. For example, a perpetrator can upload
modified pictures of a person and invite other SNS users to view and
comment. With hashtags and tags [11], harassing messages can be
disseminated to an infinite audience and sustained by the list of other
users with whom the perpetrators, victims, and bystanders share a
connection on the platform.

3. Literature search and identification

A literature search was conducted to identify studies examining SNS
bullying. A two-stage literature search approach was adopted to search
and identify relevant articles. This approach represents a systematic,
replicable, and transparent process to minimize bias through conducting
comprehensive literature searches of published studies and providing an
audit trail of the reviewers’ procedures, decisions, and conclusions [46].
Fig. 1 depicts the flow of the literature search and identification
procedures.

In the first stage, literature searches were conducted to identify
journal articles that examined SNS bullying. To identify peer-reviewed
journal articles on SNS bullying, we began by conducting an abstract
search using keywords related to cyberbullying and social networking
sites, such as “cyberbullying,” “social network,” and “SNS.” Pertinent
electronic databases were consulted, including Academic Search Com-
plete, PsycINFO, Web of Science, and Scopus. We did not limit the
research to any specific period. We did not include gray literature, such
as theses and dissertations, conference papers and proceedings, research
reports, government documents, and technical notes. Identifying and
obtaining gray literature can be difficult, hindering researchers from
replicating existing studies. Therefore, the literature search focused on
identifying peer-reviewed journal articles widely accessible to the aca-
demic community. Following the electronic search, a manual search of
the Association for Information Systems (AIS) senior scholar’s basket of
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eight information systems journals' was conducted. The abstracts of
articles published in the journals above between 2011 and 2019 were
screened manually to ensure that no SNS bullying studies were missed.
An update on the literature search was conducted in July 2019 to
identify recent publications on SNS bullying. Taken together, the liter-
ature search initially identified 420 studies.

In the second stage, following similar literature review studies on
cyberbullying [47-49] and methodological literature [50], inclusion
and exclusion criteria were applied to the initial set of studies to elim-
inate studies that do not address the initial research questions and
ensure that only relevant studies were retained for further analyses.
Specifically, we refined our initial sample to empirical studies in which
SNS bullying was a significant theme or the primary research context.
This literature selection strategy allows us to focus on the core investi-
gating phenomenon and avoid creating an unmanageable sample of
articles with limited values. The inclusion criteria were: (1) studies that
were published in scholarly (peer-reviewed) journals, (2) studies that
examined bullying behaviors in the context of SNSs, and (3) studies that
had a defined sample. The exclusion criteria were: (1) studies in which
SNS bullying was referenced merely in the background discussion; (2)
studies that were published in languages other than English; and (3)
studies that were published in gray literature (e.g., conference papers,
dissertations, and textbooks). We then performed a backward search by
reviewing the references or bibliographies for the articles identified
above to determine additional prior articles and a forward search by
using the Web of Science (the electronic version of the Social Science
Citation Index) to identify articles citing the key articles identified above
[51]. Five additional studies were identified through the backward and
forward search, resulting in 56 articles for subsequent review and
analysis.

4. The state of SNS bullying research

Five questions were used to guide the literature review and analysis
in depicting the research in SNS bullying. These questions effectively
structure the literature review and synthesize prior findings from
different perspectives [52-54]. Each of these questions is addressed in
the subsequent sections.

1 What were the trends in SNS bullying research?

2 What were the foci in SNS bullying research?

3 What were the theories and frameworks adopted in SNS bullying
research?

4 What were the research methods used in SNS bullying research?

5 What were the research contexts and samples?

4.1. Research trends

SNS bullying has attracted increasing scholarly attention, and its
publications have grown over the past decade. The number of publica-
tions peaked between 2014 and 2016, with more than ten publications
each year, and has stabilized in recent years, with around 4-5 publica-
tions annually. Research on SNS bullying has been multidisciplinary,
with the majority of studies published in the psychology literature (50
%), followed by the information systems/computer sciences literature
(20 %), and the communication literature (7 %). These figures reflect
that SNS bullying might have become one of the enduring societal issues
and has drawn continuous scholarly attention across disciplines. Table 1

! European Journal of Information Systems, Information Systems Journal,
Information Systems Research, Journal of the Association for Information
Systems, Journal of Information Technology, Journal of Management Infor-
mation Systems, Journal of Strategic Information Systems, and Management
Information Systems Quarterly.
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Initial search research
420 articles related to SNS bullying

Keywords: online, Internet, electronic, web, cyberbullying, SNS
bullying, online bullying, internet bullying, web bullying, electronic
bullying, social media, social network, SNS, Facebook, Twitter,

Electronic search in electronic databases

Instagram, Reddit, Pinterest

Manual search in basket of eight information systems journals

h 4 1. studies that were published in scholarly (peer-reviewed)
Application of inclusion criteria journals;
65 articles retained 2. studies that examined bullying behaviors in the context of
SNSs;

3. studies that had a defined sample

Inclusion criteria

¥

Application of exclusion criteria
51 articles retained

w N

1. studies in which SNS bullying was referenced merely in the
background discussion;

studies that were published in languages other than English;
studies that were published in gray literature

Exclusion criteria

Forward and backward search among the 51 identified articles
5 additional articles on SNS bullying were found
Total relevant articles: 56

Fig. 1. The literature search and identification procedures.

Table 1
An overview of the research trend of SNS bullying studies.

Discipline 2011 2012 2013 2014

2015 2016 2017 2018 2019 Total

Business 1
Communication 1 1
Criminology and penology

Education 1
Family studies 1

Information systems

Psychology 1 3 7
Public health

Social sciences

Total 2 0 4 11

N
o= NN g =

~N
N
N
N
N

L)
[
=
-
w

summarizes SNS bullying publications by years and academic
disciplines.

4.2. Research foci

Four main streams of research were apparent among the identified
SNS bullying articles. Table 2 summarizes the research foci of identified
studies on SNS bullying. The first stream of research was mostly
exploratory. These studies focused on investigating the (1) prevalence,
patterns, and conceptualization of SNS bullying and (2) descriptive and
scenario analyses of SNS bullying phenomena. For instance, Bellmore
et al. [14] explored the five W-questions (who, what, why, where, and
when) of SNS bullying through archival social media data. For instance,
they found that SNS bullying posts were more likely to be found during
weekday evenings.

The second stream of research focused on the study of participants’
behaviors in SNS bullying. According to the participant role approach
[55], three participants are involved in a bullying episode: perpetrators,
victims, and bystanders. Most of these studies examined why a partic-
ular role behaved in a certain way and tested a broad range of variables
associated with perpetration, victimization, and bystanders’ behaviors.
For instance, Pabian et al. [56] studied SNS bullying perpetration and
tested the relationships between three dark triad personality traits (i.e.,

Table 2
An overview of the research foci of SNS bullying studies.

Stream Focus Study

Prevalence, patterns, and [14,40,62,63,64,65,66,67,

Exploratory (n = 15) E)Oel;Zle-lp t:allzatmn . 68,691
1? ive/Scenario [41,42,70,71,72]
analysis
Perpetraors [5%,12*%,13%,15%,56%,73%,
74*,75%,76%,77*]
. . - [16%,74%,76%,77* 78% 79%,
Pa(r:czlp;;)t behavior  Victims 80* 81%,82* 83* 84+]
[17*,24*%,30*%,45*%,57*,85%,
Bystanders 86*,87*,88%,89*,90*,91%,
92%,93%,94*]
Prevention and Prevention [58]
detection (n = 4) Detection [59,95,96]
Well-being related effects [60,97]
Review and Company policy [98]
synthesis (n = 4) Trend, characteristics, and [61]
threat

Note. * Studies mapped into the integrative framework summarize variables
related to an SNS bullying episode (see Section 5 for detailed discussions).
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machiavellianism, narcissism, and psychopathy) and SNS bullying.
Camacho et al. [16] investigated how SNS bullying victimization
affected one’s satisfaction with SNSs from a victim’s perspective. They
found that the perception of SNS bullying severity significantly reduced
the victim’s perception of usefulness and enjoyment in SNS use. Brody
and Vangelisti [57] examined the propensity of a bystander to intervene
in an SNS bullying episode and found that the presence of a high number
of other bystanders diminished one’s intention to help out.

The third stream of research focused on studying the prevention and
detection of SNS bullying. These studies tapped into both the informa-
tion and system aspects concerning combating SNS bullying. For
instance, Alhabash et al. [58] tested the characteristics of anti-SNS
bullying messages (i.e., affective evaluation, viral reach, and
emotional tone) and their effects on anti-cyberbullying attitudes. They
found that positive anti-SNS bullying messages with more “likes” and
“shares” led to a higher anti-cyberbullying attitude. Balakrishnan et al.
[59] developed an SNS bullying detection algorithm based on the big
five personality and dark triad models. They found that the inclusion of
components from the two models enhanced the detection power of the
algorithm.

Last, some published review papers were focusing on SNS bullying.
Hamm et al. [60] reviewed the empirical research concerning the
health-related negative impacts induced by SNS bullying victimization.
Ioannou et al. [61] focused on summarizing the trend, characteristics,
and threat of SNS bullying.

4.3. Theories and frameworks

About only one third (n = 20) of the studies specified theories or
frameworks adopted. Theories or frameworks adopted to examining SNS
bullying were diversified. Table 3 summarizes the theories or frame-
works adopted in the identified studies and demonstrates how they were
applied to examining SNS bullying. Specifically, most of the studies
examined participants’ behaviors in SNS bullying and focused on why
and how perpetrators, victims, and bystanders responded and behaved
in an SNS bullying episode. Naturally, theories and frameworks from the
psychology and social psychology literature have been extensively
adopted to explain perpetration, victimization, and bystanders’ behav-
iors, respectively, in SNS bullying. For instance, dominance theory [99]
was used by Wegge et al. [76] to explain why SNS bullying perpetration
was more likely to occur between a higher-status perpetrator and a
lower-status victim. They suggested that low-status victims were less
likely to be defended by their peers, and perpetrators were less likely to
be negatively evaluated by others. Therefore, under such an imbalance
of power, SNS bullying perpetration is more likely to occur. Similarly, in
a study of SNS bullying victimization, the victim precipitation model
[100] was utilized by Peluchette et al. [83] to explain that a victim’s acts
could intentionally or unintentionally invite perpetration. Attribution
theory [101] was adopted by Schacter et al. [93] to show that by-
standers’ intention to intervene was jeopardized when they realized that
the victim had disclosed too much personal information on SNSs. A wide
spectrum of theories and frameworks have been used in the prior liter-
ature of SNS bullying to explain the causes, psychological mechanisms,
and consequences related to SNS bullying. Nevertheless, theoretical
examinations on the prevention, detection, and intervention of SNS
bullying have not received commensurate scholarly attention.

4.4. Research methods

The survey method was the most popular research method used in
prior SNS bullying studies [e.g., 5,12,16,72,74]. The self-reported sur-
vey method’s dominance is attributable to the fact that inducing an SNS
bullying experience on respondents is constrained by ethical concerns
[24]. Therefore, researchers had to rely on the self-reported survey
method to solicit respondents’ prior experience with SNS bullying
perpetration [e.g., 5,73], victimization [e.g., 78,83], and bystanders’
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Table 3
An overview of the theoretical foundation of SNS bullying studies.
Theoretical Description Application Study
foundation
Th ti
The theory suggests © perS?eC. e 'was
that each used to distinguish the
- effects of different
communication communication
technology has specific " [45]
modalities on
affordances that frame N .
the possibilities for bystanders?” helping
Affordance theory . . intention in an SNS
goal-oriented actions. L
[102] bullying incident.
These affordances are .
. The perspective was
functional and enable .
or limit certain actions. used to explain how
. . affordances in SNS offer
Different users perceive . [5]
X favorable evaluations
the same object .
) of the SNS environment
differently. .
for perpetration.
The theory was used to
examine the causal
attributions (i.e.,
controllability,
The theory posits that responsibility, and [89]
an observer of a blame) ascribed to a
negative event is likely hypothetical victim of
to make a causal SNS bullying among
inference (i.e., bystanders.
Attribution theory attribution) to The theory was used to
[101] understand why an understand how
event happened. Sucha  bystanders?"
casual attribution attribution of blame
subsequently affectsthe ~ was affected by the
emotional reaction and  characteristics of the [93]
guides the behavior. victim?"s profile on
SNSs and the
subsequent effect on
their willingness to
support the victim.
The theory suggests The theory was used to
that one’s tendency to predict bystanders?"
The bystander intervene in an decision to defend [57,
effect [103] emergency is inversely actively and observe 85]
related to others’ passively in an SNS
presence. bullying episode.
The th t
€ eory.sugg'e St The theory was used to
that when individuals . .
. examine how different
feel that the ratio of .
design features of
control they exert on X .
O information technology
others is mismatched X .
Control balance R . artifacts influence .
(imbalanced) with the . . [13]
theory [104] deindividuation and
control exerted on o
accountability,
them, they have an .
X - affecting control
increased motivation to |
A X imbalance and
act in a deviant evberbullyin
manner. ¥ ying.
The theory asserts that
X y The theory was used to
social and . . .
. identify three vital
technological changes X
roduce new drivers to the
g ortunities for crime occurrence of SNS
Crime opportunity PP . bullying, including the
and deviance. . [5]
theory [105] Opportunities play a presence of a likely
PP R play offender, suitable
central role in every
targets, and the absence
category of offense,
X of capable
regardless of its nature . .
. guardianship.
and severity.
The theory was used to
The theory suggests explain why aggressive
. that aggression is used behaviors are more
Dominance theory . .
against someone weak likely to occur between [76]
[99] . . . R
to gain status in asocial ~ a higher-status
group. perpetrator and a
lower-status victim.
. The theory explains The theory was used to
Expectation . . .
. post-behavior explain how negative
confirmation . . . [16]
satisfaction as a SNS bullying
theory [106] N o
function of victimization

(continued on next page)
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Table 3 (continued)

Table 3 (continued)

Information & Management 58 (2021) 103411

Theoretical Description Application Study Theoretical Description Application Study
foundation foundation
expectations, perceived  experiences induced those opinions as either ~ bystander response
performance, and negative popular or unpopular. strategies toward gay
disconfirmation of disconfirmation and bullying in the social
beliefs. affected SNS users’ media environment.
satisfaction. Theory of planned The theory suggests The theory was used to [91]
Just world belief The perspective The perspective was [94] behavior [115] that human behavior is examine how
[107] suggests that to used to explain how the determined by comments of a
rationalize any quality and quantity of intention and hypothetical Facebook
inexplicable injustice, information an SNS encompasses three bullying influence
individuals believe that  bullying victim belief-based concepts: users?" cyberbullying-
the world is a just place,  discloses online serves the attitude toward the  specific norms and their
where people get what as the grounds for behavior, subjective confidence in their
they deserve. victim-blaming, where norms, and perceived ability to intervene
bystanders can reduce behavioral control over ~ among pure
the dissonance and performing the cyberbullies, pure cyber
maintain the view of a behavior. victims, and cyberbully
just world. victims.
Narrative The approach suggests The approach was used [90] Theory of The theory suggests The theory was used to [17]
transportation that when individuals to analyze how deindividuation that low self-awareness  explain why
approach [108] lose themselves in a decisions to intervene [116] individuals are less bystanders?" feelings of
story, their perceptions  can be communicated likely to anticipate responsibility and
change to reflect that to be perceived as possible adverse intervention tendency
story. adequate and reactions to their decreased in the SNS
acceptable to behaviors. context compared with
bystanders. the F2F context.
The precaution The model is a stage The model was used to [79] Theory of self- The theory suggests The theory was used to [83]
adoption process theory based on the understand presentation that people are explain how risky
model [109] assumption that cyberbullying’s [117] motivated to manage online activity and the
precautionary behavior ~ prevalence across impressions in others to  posting of the users’
is motivated by the different stages (such as maximize material indiscreet profile
desire to reduce therisk ~ awareness, rewards, maintain self- content led to SNS
associated with a engagement, action, esteem, and create a bullying victimization.
particular health and maintenance) on desired self-identity by
hazard. Facebook among constructing desired
children and impressions through
adolescents. their choice of various
Signaling theory The theory suggests The theory was used to [58] self-presentation
[110] that the cost of explain how the strategies.
acquiring complete characteristics of an Transactional The theory suggests The theory was used to [16]
information will anti-SNS bullying theory of stress that people engage in explain the impact of
outweigh the benefits message (i.e., like and and coping [118]  appraisal and enact victimization
of attaining that share) signaled readers coping strategies when experience on user
information, whereas of its quality, worth, they encounter a satisfaction with
some minimal ability to  popularity, and stressful event. Facebook.
judge the worthiness of ~ importance and The values The framework consists ~ The framework was [71]
it, is desirable. determined if they framework [119] of a list of values that used to develop social-
would interact with it. describe how oriented designs to
Social influence The theory suggests The theory was used to [30] technology systems can  counteract or prevent
theory [111] that individuals may explain why bystanders be assessed. SNS bullying.
intentionally or displayed similar Victim The model suggests that ~ The model was used to [83]
unintentionally modify behavioral intentions to precipitation a victim’s acts may examine how risky
their behaviors by an their peer group toward model [100] intentionally or social network site
influencer based on an SNS bullying unintentionally invite a  practices and
their relationship’s incident. perpetrator, which individual
strength. subsequently leads to characteristics in self-
Social identity The theory suggests The theory was used to [30] victimization. disclosure and
theory [112] that individuals tend to  explain and test personality led to
make more favorable bystanders?" decision cyberbullying
comparisons and to comply and follow victimization.
evaluations for their the in-group
group (i.e., in-group) bystander’s actions
than for other groups (i. ~ when responding to an behaviors [e. 2. 57,92].
e., out-group). SNS bullying incident. Experiments were the second most widely used research method in
The social learning The theory suggests The theory was used to [12] . . . .
model of that individuals engage  explain why users were SNS bullying studies. Experiments allow researchers to draw causal in-
deviance [113] in criminal activities socialized to engage in terferences in the hypothesized relationships. It has been widely used to
because of their cyberbullying. test the effects of situational characteristics on bystanders’ responses in
aSSOCiag‘?n with others an SNS bullying episode, including other bystanders’ responses [89], the
engaged in crime. CTiTp e « 5 i
Theory of spiral of Thi gleory suggests The theory was used to [86] number of “likes” or “shares” on the post [58], and the victim’s attrac-

silence [114]

that an individual?"s
intention to express
their opinion on an
issue openly will affect
their perception of

explain how
willingness to self-
censor and congruency
with the public opinion
climate influence

tiveness and disclosure on SNSs [94]. For instance, a 2 x 2 experiment
was conducted by Schacter et al. [93] to examine how the level of SNS
disclosure (high vs. low) and valence of a victim’s SNS posts (positive vs.
negative) influenced respondents’ attribution of blame and empathy
toward the victim.
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Apart from the survey and experiment methods, a wide array of
alternative research methods have been used in SNS bullying studies,
including interviews [e.g., 64,70], visual narrative inquiries [e.g., 71],
digital ethnography [e.g., 40], and social network analysis [e.g., 67]. For
instance, the visual narrative inquiry method was used by Bowler et al.
[71] to identify design affordances on SNSs and derived seven design
themes (e.g., design for consequences, design for fear, and design for
control and suppression) to combat SNS bullying. Despite such a
methodological diversity, the survey and experiment methods have
become the predominant ones in studying SNS bullying. Table 4 sum-
marizes the research methods used in SNS bullying.

4.5. Research contexts and samples

In terms of countries and regions, the majority of SNS bullying
studies were conducted in the US [e.g., 57,58,75], followed by in the
Europe [e.g., 45,92,94], and some were conducted in the Asia-Pacific
region [e.g., 70,74]. Of the 54 identified studies, 42 used human sub-
jects for testing hypotheses or research models. Most of these studies
targeted children and students as their research samples because SNS
bullying was most prevalent among children and teenagers. A few
studies, such as Lowry et al. [12] and Chan et al. [5], investigated SNS
bullying in adults’ contexts. There is no study examining SNS bullying
among the elderly, despite the increasing number of elder SNS users
[120]. The remaining 12 studies involved nonhuman subjects as the unit
of analysis, such as SNS posts and tweets in studies of SNS bullying
detection [e.g., 95] and prior SNS bullying studies in literature reviews
[e.g., 61]. Table 5 shows the summary of research contexts and samples.

5. An integrative framework of variables related to SNS bullying

SNS bullying is a complex phenomenon that involves triadic recip-
rocal relationships between perpetrators, victims, and bystanders on a
digital platform. In this study, we build upon social cognitive theory
[18] to derive an integrative framework that details the key constructs

Table 4
An overview of the research methods of SNS bullying studies.

Method Frequency  Study
Content analysis 3 [63,65,82]
Digital 1 [40]
ethnography
Experiment 14 [13,17,24,30,45,58,81,85,86,89,90,91,93,94]
Interview 3 [41,64,70]
Literature review 4 [60,61,97,98]
Machine learning 6 [14,59,66,69,95,96]
Restorative 1 [42]
conference
Social network 1 [67]1
analysis
Survey 22 [5,12,15,16,56,57,62,68,72,73,74,75,76,77,
78,79,80,83,84,87,88,92]
Visual narrative 1 [71]
inquiry
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Table 5
An overview of research contexts and samples of SNS bullying studies.

Context Frequency  Study
Australia 4 [41,64,73,80]
Belgium 4 [30,45,56,76]
Canada 2 [60,89]
Cyprus 1 [61]
Germany 3 [17,92,94]
Greece 1 [15]
Hong Kong 2 [5,91]
Israel 1 [82]
South Korea 1 [70]
Malaysia 2 [59,95]
New Zealand 1 [63]
Poland 1 [86]
Singapore 1 [74]
South Africa 1 [40]
Spain 1 [96]
United States 26 [12,13,14,16,24,57,58,62,65,66,67,68,69,71,72,75,
77,78,79,81,83,84,85,87,88,93]
United 2 [42,90]
Kingdom
Sample Frequency  Study
Human 42 [5,12,13,15,16,17,24,30,41,42,45,
subject 56,57,58,62,64,68,70,71,72,73,74,
75,76,77,78,79,80,81,82,83,84,85,
86,87,88,89,90,91,92,93,94]
Nonhuman ;EZVS:‘E/ 10 [14,40,59,63,65,66,67,69,95,96]
bject
subjec Articles 4 [60,61,97,98]
Perpetrators
’ \
& \ "@
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Fig. 2. Triadic reciprocal relationships between perpetrators, victims,
and bystanders.

and relationships in the SNS bullying literature.” Fig. 2 illustrates the
integrative framework.

SCT provides “a conceptual framework within which to analyze the
determinants and psychosocial mechanisms through which symbolic
communication influences human thought, affect, and action™ [18, p.
265]. As shown in Fig. 2, there are three types of participants in SNS
bullying: (1) perpetrators, (2) victims, and (3) bystanders. A perpetrator
is a person who intentionally and repeatedly hurts targets who are less

2 Although this review identified 56 studies, the integrative framework in-
cludes the variables from only 33 (see studies with an asterisk in Table 3). The
remaining 23 studies are not included because they either involve nonhuman
subjects as the unit of analysis or do not focus on an SNS bullying episode(s).
While these studies provide invaluable information for understanding the
general state of SNS bullying research (see Section 4), they go beyond the scope
of the integrative framework, which focuses on variables related to SNS
bullying between perpetrators, victims, and bystanders. In the following sec-
tions, variables related to an SNS bullying episode are discussed in detail.
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able to defend themselves. A victim is a person who is the receiver of
repeated hurtful and power-imbalanced interactions with perpetrators
and bystanders. A bystander is a third-party observer who witnesses the
SNS bullying incident and has the option of acting in a way that may
influence the development of a bullying incident (i.e., comfort the vic-
tims/challenge the perpetrators, ignore the incident, or join in the
bullying).

SCT posits that the self and society shape human behaviors and that
personal factors (P), environmental events (E), and behavioral patterns
(B) influence each other in a triadic reciprocal manner. In other words,
“people are producers as well as products of social systems” [18, p. 266].
In SNS bullying, person factors (P) refer to any characteristics a perpe-
trator/victim/bystander brings to the bullying situation, such as socio-
demographic properties, expectations, beliefs, self-perceptions, goals,
thoughts, and emotions. Environmental events (E) include any impor-
tant situational and incident-related cues that describe the bullying,
such as social cues, participants’ characteristics, and technological in-
puts. Behavioral patterns (B) are responses and actions enacted/exper-
ienced by a perpetrator/victim/bystander during and after the bullying
incident.

An SNS bullying incident typically starts with perpetrators posting
bullying content such as a humiliating message or an embarrassing
photo on an SNS platform (see Route 1). The perpetrators’ bullying
content is received by victims and influences their thoughts, affects,
responses, and coping strategies (see Route 2). The bullying content, as
well as victims’ characteristics and responses, are exposed to other SNS
users (i.e., bystanders) who are connected to the perpetrators and vic-
tims through the SNS platform, and subsequently, affect their decision to
comfort the victims, ignore the incident, or reinforce and join in the
perpetrators’ bullying behavior (see Route 3 and Route 4). The behav-
iors of bystanders are eventually recognized by the perpetrators and
victims on the SNS platform and, in turn, influence their thoughts, af-
fects, and actions in a triadic reciprocal manner (see Route 5 and Route
6).

The use of SCT as a theoretical foundation for our integrative
framework is appropriate for two reasons. First, it encapsulates essential
components of the theories used to study perpetrators (e.g., crime op-
portunity theory [5] and social learning model of deviance [12]), vic-
tims (e.g., transactional theory of stress and coping [16]), and
bystanders (e.g., the bystander effect [57,85] and just world belief [94]),
and is thus an inclusive framework that helps us to parsimoniously
consolidate the wide spectrum of variables identified in the literature.
Second, it has been widely used to explain a range of bullying and
cyberbullying behaviors across different contexts [121-127]. Mapping
prior studies on SNS bullying into an integrative framework allows us to
provide a detailed and comprehensive account of the variables associ-
ated with perpetrators, victims, and bystanders in SNS bullying and
identify research gaps and opportunities to broaden the scope of SNS
bullying research.

Based on our analysis of the literature, we first discuss the variables
related to the three roles and their relationships. We then discuss the
research opportunities and questions that have emerged from our
analysis.

5.1. The perpetrators

SNSs afford the perpetration. Perpetrators can bully victims either
synchronously or asynchronously, with or without the presence of the
target and other bystanders [45]. As shown in Fig. 2, perpetrators can:
(i) bully victims (see Route 1) and (ii) respond to bystanders’ actions
(see Route 6). A considerable number of studies have investigated the
variables driving perpetrators to bully victims on SNSs; however, we did
not find any studies that examine how perpetrators respond to by-
standers. We classified the identified variables by personal factors,
environmental events, and behavioral patterns (see Table 6).
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Table 6
An overview of the variables related to perpetrators.

Route Types of determinant Key variable and study

1 Behavioral patterns
Personal factors

Perpetration [5,12,13,15,56,74,75,76,77]
Sociodemographic properties

Age [5%,1 2nAs.’56n,s.’73n.s,’74nAs,]
Education [5™%,12™%]

Employment [12™%]

Gender [5™%,12%,15%,56%,73™%,74™%]
Income [12™%]

Parental control/monitoring [73*]
Race [74™%]

Types of housing [74™*]

Personadlity traits

Big five personality traits [15*]

Dark personality traits [15%,56*]
Inclination to bully [5*]

Trait empathy [73™%]

Trait moral disengagement [73*]
Experience with bullying

Bullying perpetration [74*]

Bullying victimization [74*]
Cyberbullying perpetration [74*]
Cyberbullying victimization [73%*,77*]
Experience with technology

Risky SNS activities [74*]

SNS interaction and experience [5*,56%,74%]
Technology efficacy [5™%]

Media usage [12*,15%,56%,73%,75%]
Cognitions

Accountability [13*]

Control (im)balance [13*]
Deindividuation [13%]

Evaluation of SNS environment [5*]
Social learning of deviant behaviors [12*]
Social relationships/influences

Victim identity [77*]

Social ties [76*]

Technological inputs

Anonymity [12*]

Prevention capability [13*]

SNS affordances [5*]

Environmental events

6 Behavioral patterns NONE
Personal factors NONE
Environmental events NONE

Note. *significant, “*nonsignificant, and dependent variable.

5.1.1. Behavioral patterns

Our literature review and analysis showed that most SNS bullying
studies have focused on the frequency of perpetration. These studies
have adapted scales from existing cyberbullying research and modified
the measurement items to fit the SNS bullying context. For instance,
Lowry et al. [12] built upon the scale used in Menesini et al. [128] to
derive a four-item scale® measuring harassment—a form of SNS bullying
behavior. Most studies have focused on only one form of SNS bullying,
particularly online harassment on SNS platforms. Although the litera-
ture has identified different forms of SNS bullying, such as harassment,
denigration, outing and trickery, exclusion, and impersonation [15,56,
62,74], there is no holistic, rigorous, and inclusive instrument for
measuring different forms of SNS bullying behaviors. This leads to our
first suggested research question (RQ) for future studies (RQ1): What are
the different forms of SNS bullying?

3 The four-item scale includes (i) posting something hurtful, rude, inappro-
priate, or mean that targets someone, (ii) publicly embarrassing or pranking
someone with true information or photos that are potentially harmful, (iii)
spreading a rumor or untrue information about someone, and (iv) sending
threatening or harassing messages, or sending messages after someone told you
to stop.
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5.1.2. Personal factors

Personal determinants have been extensively studied in the literature
on SNS bullying. Five groups of factors emerged from our analysis:
sociodemographic characteristics (e.g., age, gender, and education);
personality traits and dispositions (e.g., the big five personalities, dark
personalities, and inclination to bully); experience of bullying and
cyberbullying; technology usages (e.g., SNS interaction and experiences,
media usage); and cognitions. Among the five groups, the effects of
bullying and cyberbullying experiences and technology usage were
consistently significant, suggesting that perpetrators may learn bullying
behaviors through their exposure to bullying-related events and SNS
usages. This demonstrates the underlying assumption of SCT: that
human behaviors can be learned through observational learning and
vicarious experience [18]. The studies yielded inconsistent findings
regarding the effects of other sociodemographic properties such as age
and gender on bullying. For instance, Hood and Duffy [73] reported a
nonsignificant effect of gender on bullying behaviors, whereas Lowry
et al. [12] found that female subjects were less likely to be perpetrators.
Similarly, Chan et al. [5] reported that age was a significant driver of
SNS bullying, whereas Kwan and Skoric [74] found it nonsignificant.
These inconsistent findings suggest that (1) sociodemographic proper-
ties might not be the most salient factors driving SNS bullying behaviors
and (2) boundary conditions might shape the effects of these factors on
perpetrators’ decision to bully victims. This leads to our second sug-
gested research question for future studies (RQ2): What are the boundary
conditions for the effects of sociodemographic properties on SNS bullying?

Several studies have found that cognition is a significant factor in
determining perpetrators’ decision to bully victims. For example, Lowry
et al. [12] suggested that social learning-related cognitions, including
perceived cost, neutralization, and situational morality, negatively
influenced cyberbullying frequency on SNSs among adults. Further-
more, perpetrators’ favorable evaluation of an SNS environment [5] and
the power differences between the perpetrators and the victims [13]
influenced their decision to bully victims on SNSs. Despite empirical
evidence that individuals who developed certain negative affects toward
victims, such as jealousy [129] and dislike [130], were more likely to
become perpetrators, no studies have examined the role of affects in SNS
bullying. This leads to our third suggested research question for future
studies (RQ3): What negative emotions drive bullying behaviors on SNSs,
and what are the underlying mechanisms?

5.1.3. Environmental events

Two major types of environmental determinants have been studied
in the literature: social relationships/influences and technological in-
puts. In general, investigations into the effects of social relationships/
influences and technological inputs remain relatively limited; most
research on SNS bullying has been conducted by psychologists and
focused on personal factors such as personality traits (see Section 4.1).
Social relationships are one type of environmental determinants that
influence perpetration, for example, the victim’s identity and relation-
ship with the perpetrator [77] and the perpetrator’s social relations with
the victim [76]. Technological inputs, such as technological features,
artifacts, characteristics, and affordances, have been studied less thor-
oughly. Investigating the effects of technological factors is vital because
they are particularly relevant to information systems research. Lowry
et al. [12] investigated how anonymity affected social learning of
deviant behaviors among adult SNS users. They found that anonymity
was associated with decreased costs and increased benefits of SNS
bullying. Chan et al. [5] identified four affordances associated with
using SNSs and found that these affordances offer perpetrators crimi-
nogenic opportunities to engage in SNS bullying. As noted in Section 2,
SNSs represent an integrated and novel context that affords bullying.
SNS features such as digital profiles, relational ties, search and privacy,
and network transparency greatly influence the development and pro-
liferation of SNS bullying. It remains unclear how different network
compositions (e.g., a personal network vs. a professional network)
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change the analysis of the cost and benefit related top SNS bullying
perpetration. This leads to our fourth suggested question for future
research (RQ4): How do social and technological inputs induce/reduce
bullying on SNSs?

5.2. The victims

The changes in societal routine activities offline to online social
space have exposed SNS users to more significant victimization threats
[105]. As shown in Fig. 2, victims can: (i) react to and cope with per-
petrators’ bullying (see Route 2), and (ii) respond to bystanders’ actions
(see Route 5). Our literature review and analysis showed that a
considerable number of studies investigated victimization experience
and coping strategies; however, we did not find any studies that exam-
ined factors affecting victims’ responses to bystanders’ behaviors. We
classified the identified variables by personal factors, environmental

Table 7
An overview of the variables related to victims.

Route  Types of determinant  Key variable and study

2 Behavioral patterns Victimization [74,76,78,80,82,83]
Coping strategies [77,81]

Negative consequences [16,84]
Sociodemographic properties

Age [16%,72™%,74™5]

Country of residency [16™]
Education [16™%,78™%]

Employment [72*]

Gender [16™%,72%,74™% 78%]

Income [72™%]

Parent characteristics [72*]

Parental control/monitoring [84*]
Race [72™%, 74%5]

Types of housing [74™%]

Personality traits

Big five personality traits [83*]
Emotion stability [83*]
Self-disclosure disposition [83*]

Past experience with bullying

Bullying perpetration [41%*,74*]
Bullying victimization [41%,74"™5]
Cyberbullying perpetration [74™%]
Cyberbullying victimization [74*,84*]
Exposure to bullying/cyberbullying incident
[16%]

Experience with technology

Risky SNS activities [72%,74™%,83%]
SNS interaction and usage [16™%,41%,74*,78%]
Media usage [72%,74™%]

Types of technology used and activities [72*,78%]
Types of SNS features used [41%,82%]
Cognitions

Confirmation of SNS use [16*]
Usefulness of SNS use [16%]
Optimistic bias [79*]

Perceived severity/hurtfulness [16*]
Affects

Anxiety [16*]

Enjoyment with SNS use [16*]

Personal factors

Sad [81*]
Angry [81%]
Afraid [81%*]
Bad [81%]
Environmental Incident characteristics
events
Types of bully [81*]
Social relationships/influences
Social ties [76*]
5 Behavioral patterns NONE
Personal factors NONE
Environmental NONE
events

Note. *significant, “*nonsignificant, and "dependent variable.
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events, and behavioral patterns (see Table 7).

5.2.1. Behavioral patterns

Previous studies of SNS bullying have examined three major
behavioral patterns among victims: (1) their victimization experience
and frequency, (2) their coping strategies, and (3) the negative conse-
quences of victimization. Similar to studies of perpetration, most
victimization studies have focused on measuring the experience and
frequency and relied heavily on adapting prior bullying and cyberbul-
lying victimization scales. There is no established measurement scale
that captures the breadth and complexity of victimization experiences
on SNSs. For instance, Wegge et al. [76, p. 9] measured respondents’
experiences of harassment and exclusion with items such as (i) “saying
something rude to me through a private message on Facebook,” (ii)
“placing things on my “wall” that were not nice at all,” and (iii) “posting
a comment that wasn’t nice on my pictures or messages on Facebook.”
No other forms of victimization experience, such as impersonation, were
captured. Two studies examined the coping strategies of victims of SNS
bullying [77,81]. A wide range of coping strategies was examined,
including problem-focused (e.g., reporting to authorities and asking the
bully to stop), emotion-focused (e.g., avoiding SNSs and school), and
retaliation-focused (e.g., plotting revenge and making fun of the
perpetrator to other people) copings. At present, there is a paucity of
research that systematically classifies SNS bullying coping strategies.
Two studies examined the negative consequences experienced by vic-
tims of SNS bullying. For instance, Wright [84] reported that individuals
who experienced SNS bullying ended up suffering from depression and
anxiety. Indeed, ample evidence has suggested that being cyberbullied is
associated with substantial long-term adverse psychological and phys-
ical problems [e.g., 3,131,132]. More research is needed to fully un-
derstand the effectiveness of different coping strategies and the
long-term impacts of victimization. This leads to our fifth suggested
question for future research (RQ5): What coping strategies are adopted by
victims of SNS bullying, and how effective are they in mitigating the negative
impacts of SNS bullying victimization?

5.2.2. Personal factors

Personal determinants have been extensively studied, particularly
those related to understanding the risk factors leading to victimization in
SNS bullying. The most commonly identified personal factors are soci-
odemographic properties, past experience of bullying, and technology
usage in the literature. These include the effects of demographic char-
acteristics (e.g., age, gender, and parental control/monitoring), the
experience of bullying (and cyberbullying) perpetration and victimiza-
tion, and technology usage (e.g., risky SNS activities, SNS interactions,
and experiences). The notion of victim precipitation [100] (i.e., some
actions taken by victims solicit unnecessary attention from potential
perpetrators and increase the likelihood of being victimized) was
consistently manifested through victims’ technology usage. Specifically,
the frequent and risky use of technology has increased individuals’
chances of victimization. Peluchette et al. [83] reported that risky SNS
practices, such as posting indiscreet content, increased the likelihood of
victimization. Similar results were reported by Dredge et al. [80].

Studies on cognitions and affects related to victimization remain
fairly limited. For example, Camacho et al. [16] found that victims’
perceptions of the severity of SNS bullying negatively influenced their
satisfaction with SNS use through the mediating effect of anxiety. The
paucity of literature investigating the relationships between victims and
perpetrators and between victims and bystanders can be attributed to
the ethical concerns that research should not further “harm” participants
who have been victimized [133]. Thus, asking respondents to recall
their physiological and psychological experiences in past SNS bullying
episodes could be ethically controversial. This leads to our sixth sug-
gested question for future research (RQ6): How can SNS bullying victim-
ization be studied in a nonintrusive manner?

10

Information & Management 58 (2021) 103411

5.2.3. Environmental events

As studies of victimization are relatively rare, it is not surprising that
there is limited knowledge of the effects of environmental determinants
on victims. Wegge et al. [76] found that a large number of unbalanced
and weak friendships in victims’ network of online connections is
correlated with low social status and thus increases the likelihood of
being victimized. Furthermore, regardless of the types of bullying, i.e.,
overt or relational aggression, victims of SNS bullying experience
negative emotions, such as sadness, anger, embarrassment, and fear
[81]. At present, there are relatively few insights into how different
situational, social, and technological characteristics embedded in the
environment affect victims’ thoughts, feelings, and behavioral patterns
in an SNS bullying incident, including interactions with either perpe-
trators or bystanders. Specifically, we do not know how victims’ social
relationships with perpetrators and bystanders affect their evaluation of
the severity of bullying and their coping strategies. Furthermore, it is
unknown whether victims tend to adopt problem-focused or
emotion-focused coping strategies to deal with SNS bullying. This leads
to our seventh suggested question for future research (RQ7): How do
social and technological inputs influence victims’ cognitions, affects, and
coping behaviors in response to SNS bullying?

5.3. The bystanders

Bystanders’ roles can be fluid and complicated in SNS bullying
because there are many occasions SNS users could witness a cyberbul-
lying incident [134]. As shown in Fig. 2, bystanders can: (i) join with the
perpetrators and reinforce the bullying or ignore the perpetrators (see
Route 3), and (ii) comfort the victims and offer them support or ignore
the victims (see Route 4). The two types of interaction have been studied
in the identified literature of SNS bullying. Below, we classified the
identified variables by personal factors, environmental events, and
behavioral patterns (see Table 8).

5.3.1. Behavioral patterns

The literature on bystanders has identified three major behavioral
patterns: (1) join in the bullying and reinforce the perpetrators; (2)
comfort and defend the victims; and (3) ignore the incident. Most of the
studies used a scenario-based design to examine bystanders’ behavioral
responses to SNS bullying. For instance, Obermaier et al. [17] measured
participants’ intention to defend the victims using a 5-point Likert scale
on a single-item, “I would intervene.” Some studies examined bystanders’
interactions by capturing their indicative responses to the bullying post.
For example, Barlinska et al. [86] studied reinforcing behavior by cod-
ing respondents’ decision to forward the bullying content when pre-
sented with a nasty photo of a victim. Similar to studies of perpetrators
and victims, studies of bystanders’ behavioral patterns have focused on
capturing the type and frequency of respondents’ bystander experiences.
For instance, Cao and Lin [87] asked the respondents to rate, from 1
(frequently) to 4 (never), how often they (1) told a perpetrator to stop
being mean or cruel, (2) defended the victim of harassment, or (3) joined
in the harassment. Nevertheless, very few studies have systematically
categorized and investigated the wide spectrum of behaviors among
bystanders and how they affect perpetrators’ and victims’ responses to
SNS bullying. For instance, how do bystanders’ direct interventions (e.
g., asking the perpetrators to stop being mean) and indirect in-
terventions (e.g., sending a private message to comfort the victims) [93]
affect victims’ thoughts, feelings, and coping strategies? This leads to
our eighth suggested question for future research (RQ8): How do by-
standers’ responses to SNS bullying affect perpetrators and victims?

5.3.2. Personal factors

The effects of personal determinants have been extensively studied,
including sociodemographic properties (e.g., age, gender, and income)
and personality traits (e.g., empathy and openness). However, the
findings on sociodemographic properties were not consistent across
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Table 8

An overview of the variables related to bystanders.

Route

Types of
determinant

Key variable and study

Behavioral patterns

Personal factors

Environmental
events

Behavioral patterns

Personal factors

Environmental
events

Ignore the incident [861

Reinforce the bully [30,86,87,91,92']
Challenge/Confront the bully [24, 93]
Sociodemographic properties

Age [86“‘5',87‘1’5',92“'5’]

Gender [30%,86™%,87%,92™%]

Income [87*]

Personality traits

Big five personality traits [24*]

Trait empathy [24%,92™%]

Experience with bullying

Cyberbullying perpetration [91*]
Cyberbullying victimization [87*,91™%]
Experience with technology

SNS interaction and usage [87"%]
Cognitions

Identity violation [90*]

Empathy [86*]

Perceived severity/hurtfulness [30™*]
Incident characteristics

Behaviors of other bystanders [30™*,91%]
Victims’ disclosure [93*]

Victims’ post valence [93™%]

Social relationships/influences

Identity of other bystanders [30%]

Normative belief [92%]

Ignore the incident [24',57,881
Comfort/Support the victims [17,24,307,57,87,
887,917,927,93

Response valence [85"]

Victim blaming and attribution [89, 94]
Sociodemographic properties

Age [87,88%,92™%]

Education [88™%]

Gender [30%,57™%,85*,87*,88™%,89% 92*]
Income [87™%,88%]

Personality traits

Big five personality traits [24*]

Political ideology [88™%]

Trait empathy [24%, 92*]

Social tolerance [88™%]

Willingness to self-censor [88*]

Past experience with bullying

Cyberbullying perpetration [91™%]
Cyberbullying victimization [57™%, 87%, 91*]
Experiences with technology

Technology usage [88*]

SNS interaction and experience [87%, 88*]
Cognitions

Attitude certainty [88™]

Congruency of opinion among family and friends
[88"'5']

Congruency of opinion with the nation [88*]
Empathy [93*]

Attitude toward homosexual community [24*]
Issue importance [88*]

Perceived severity/hurtfulness [17*,30%,45%,57%,
89%]

Perception of emergency [17*,89%]
Perception of responsibility [17*]

Perception of victim’s attractiveness [85™*]
Perception of victim’s health [85*]

Victim blaming [93*]

Incident characteristics

Behaviors of other bystanders [30™%,45%,91%]
Climate/Valence of others’ response [85*]
Number of other bystanders [17*,57*]
Victim responses [89%]

Victims’ presentation [94*]

Victims’ disclosure [93*,94%]

Victims’ post valence [93™%]
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Table 8 (continued)

Route  Types of

determinant

Key variable and study

Social relationships/influences

Identity of other bystanders [30™%,45%]
Normative belief [92™%]

Relationships with victims [57%]
Technological inputs

Anonymity [57*]

Intervention privacy [45*]
Intervention mediacy [45*]

Note. *significant, ™*nonsignificant, and ‘dependent variable.

studies and were weak predictors of bystanders’ behaviors. For instance,
Holfeld [89] reported that gender did not affect bystander responses,
whereas Cao and Lin [87] suggested that girls were more likely to
engage in prosocial bystanders’ behaviors. Age was found to be
nonsignificant in most of the studies. Besides, situation-specific cogni-
tions were salient in governing bystanders’ responses to both perpetra-
tors and victims. For instance, Barlinska et al. [86] found that
respondents were less likely to reinforce a bully in an empathy-activated
condition. Obermaier et al. [17] found that the feeling of responsibility
predicted bystanders’ intention to intervene in a cyberbullying and that
the assessment of the situation as an emergency had no significant effect
on the intention to intervene. The effect of the feeling of responsibility
on bystanders’ intention to intervene was attenuated by the presence of
a high number of other bystanders. The above observation suggests that
the contextualization of classic theories and frameworks (e.g., the
bystander intervention model [135]) is needed to explain bystanders’
responses to SNS bullying. Indeed, McFarland and Ployhart [29, p. 1]
contended that social media represent a theoretically unique context
that is different from traditional interaction and other digital commu-
nication platforms; therefore, “some unique SNS features may challenge
the ability of existing theories and frameworks to explain cognition,
affect, and behavior, and may require new theories and frameworks.”
This leads to our ninth suggested question for future research (RQ9):
How can existing theories and frameworks be adapted to explain SNS
bullying?

5.3.3. Environmental events

Previous studies of bystanders have focused on how environmental
determinants, particularly incident characteristics and social relation-
ships/influences, affect bystanders’ responses to perpetrators and vic-
tims in SNS bullying. In general, bystanders rely heavily on and are
sensitive to other bystanders’ responses when deciding how to react to
an incident. For instance, Bastiaensens et al. [30] found that respondents
exhibited a higher behavioral intention to join in the bullying when
other aggressive bystanders were their good friends rather than ac-
quaintances. Furthermore, bystanders’ responses to SNS bullying were
affected by their relationships with the victims and by the victims’
characteristics and coping strategies. Brody and Vangelisti [57] sug-
gested that bystanders closely related to the victims of SNS bullying
were more likely to defend the victims. Weber et al. [94] indicated that
respondents attributed more responsibility for SNS bullying to the
victim when he/she disclosed too much personal information on SNSs.
Although these studies of incident characteristics and social relation-
ships/influences have shed light on how bystanders respond to SNS
bullying, technological inputs’ influence on their thoughts, feelings, and
behavioral patterns remains unknown. For instance, could
technology-based features be integrated into SNSs and mitigate the
bystander effects? Brody and Vangelisti [57] found that anonymity
reduced bystanders’ intention to defend the victims actively and
increased their tendency to engage in passive observation. Anonymity
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also decreased the amount of social support they offered victims. This
leads to our tenth research question for future research (RQ10): How can
technology-based intervention encourage positive behaviors and reduce
negative ones among bystanders?

6. Discussion

SNS bullying has attracted increasing attention from researchers,
policymakers, and practitioners over the last decade. However, a
consolidated and systematic understanding of the current knowledge on
SNS bullying is generally missing. Therefore, this study (1) reveals the
state of SNS bullying research and (2) synthesizes the findings of SNS
bullying research into an integrative framework that presents the vari-
ables related to the different roles of SNS bullying. Based on our ob-
servations and findings in Sections 4 and 5, we discuss the research gaps
and opportunities and propose avenues for future research. We also
discuss research contributions and limitations.

6.1. Future research directions

The previous sections have identified ten promising research ques-
tions for future studies of SNS bullying. In this section, we consolidate
these questions into four areas of future research and discuss potential
interdisciplinary, theoretical, and methodological links that will be
useful for closing research gaps. Table 9 presents an overview of the
research avenues and related research questions.

6.1.1. Behavioral manifestations and triadic reciprocal relationships

The first potential research avenue is a more in-depth investigation
into the behavioral manifestations and triadic reciprocal relationships
between perpetrators, victims, and bystanders. First, our study shows a
lack of a holistic understanding of the behavioral manifestations enacted
by each participant. Prior studies have conceptualized and measured
perpetrators’ aggressive acts, victims’ coping strategies, and bystanders’
intervention tactics differently. If the full range of these behavioral

Table 9
An overview of future research avenues and research questions.

Avenue for future research Corresponding research question

RQ1: What are the different forms of SNS
bullying?

RQ5: What coping strategies are adopted
by victims of SNS bullying, and how
effective are they in mitigating the
negative impacts of SNS bullying
victimization?

RQ8: How do bystanders’ responses to
SNS bullying affect perpetrators and
victims?

RQ4: How do social and technological
inputs induce/reduce bullying on SNSs?
RQ7: How do social and technological
inputs influence victims’ cognitions,
affects, and coping behaviors in response
to SNS bullying?

RQ10: How can technology-based
intervention encourage positive
behaviors and reduce negative ones
among bystanders?

RQ2: What are the boundary conditions
for the effects of sociodemographic
properties on SNS bullying?

RQ9: How can existing theories and
frameworks be adapted to explain SNS
bullying?

RQ3: What negative emotions drive
bullying behaviors on SNSs, and what are
the underlying mechanisms?

RQ6: How can SNS bullying victimization
be studied in a nonintrusive manner?

Behavioral manifestations and
triadic reciprocal relationships

Roles and effects of social and
2 technological factors on SNS
bullying

Boundary conditions and
3 applicability of classic theories
and frameworks

New approaches to addressing
4 ethical and methodological
challenges
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patterns and their associated SNS affordances could be identified, then
personal and environmental determinants could be more systematically
classified, and the empirical findings could be more parsimoniously
organized. Thus, developing conceptually appropriate and comprehen-
sive typologies and taxonomies for organizing, scrutinizing, and refining
the behavioral patterns manifested by perpetrators, victims, and by-
standers of SNS bullying is desirable.

Furthermore, prior studies have often focused on a single role in SNS
bullying: perpetrators, victims, or bystanders. Future studies should
expand their focus from a single type of participant to explore how the
triadic reciprocal online social interactions between perpetrators, vic-
tims, and bystanders alter SNS bullying’s dynamic and development. For
instance, how do perpetrators react to victims’ and bystanders’ re-
sponses to or ignorance of the incident? Do such reactions reduce their
motivation to engage in bullying or intensify it? How do different
bullying types (e.g., harassment, exclusion, and impersonation) affect
victims’ coping strategies and bystanders’ intervention tactics? How do
different coping strategies adopted by victims (e.g., problem-focused vs.
emotion-focused, adaptive vs. maladaptive) affect perpetrators’ and
bystanders’ subsequent responses? Future studies could also examine
how triadic reciprocal relationships vary across different settings. As
SNSs have blurred the boundary between private and professional life
[136], workplace cyberbullying is another promising research area.
Future research could investigate whether the SNS bullying dynamic
between perpetrators, victims, and bystanders differs between college
students and professional workers.

6.1.2. Roles and effects of social and technological factors on SNS bullying

The second potential research avenue is studying the effects of social
and technological factors on the participants’ thoughts, feelings, and
behaviors. As SNS bullying is a dynamic and complex phenomenon, no
single factor can sufficiently explain why and how perpetrators, victims,
and bystanders think, feel, and behave. Therefore, a thorough consid-
eration of the personal factors and environmental determinants such as
incident characteristics, cues from other participants, and social re-
lationships is critical. Several areas require particular attention, such as
the setting (e.g., school, workplace, or other social groups) and inter-
personal ties among the participants (e.g., strong, weak, or absent).

Furthermore, SNSs differ in many aspects despite some commonal-
ities. For example, unlike Facebook, Twitter, Instagram, and other
popular SNSs, pictures, and messages generated on Snapchat are only
available to other users for a short period before becoming inaccessible.
This unique technological characteristic of Snapchat introduces a spe-
cific “temporality affordance” that might affect victims’ perception of
the severity of the incident and thus influence their coping strategies.
Therefore, researchers should endeavor to incorporate platform-specific
variables into their investigation of any technology-mediated bullying to
yield a contextualized understanding. The study of technological factors
could also shed light on the suitability of technology-based interventions
to halt undesirable behaviors. For instance, since anonymity is one of the
main causes of SNS bullying, Lowry, and colleagues suggested using
accountability interfaces to deter SNS bullying [12,13].

6.1.3. Boundary conditions and applicability of classic theories and
frameworks

The third potential research avenue is identifying boundary condi-
tions of the relationships identified in existing theories and frameworks.
Our review shows that studies of the effects of sociodemographic
properties on SNS bullying between perpetrators, victims, and by-
standers have yielded inconsistent findings. Such inconsistencies signal
the existence of boundary conditions that alter the effects of the factors
within an SNS bullying episode. Specifically, each study on SNS bullying
has been conducted within a single research context, such as within a
specific country, region, culture, or group of participants. Few studies of
SNS bullying have been conducted in multiple cultures or research
contexts. Furthermore, some studies have measured SNS bullying in a
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specific setting (e.g., a school or a social group), whereas others have
measured SNS bullying in general. To address such inconsistencies, re-
searchers could perform a meta-analysis to test the strength of the re-
lationships between sociodemographic properties and identify the
possible contextual moderators that should be validated in future
studies.

Furthermore, little multidisciplinary research examines the dynamic
interactions between humans (i.e., perpetrators, victims, and by-
standers) and technology (i.e., SNSs). We believe that collaborations
across disciplinary borders are promising and imperative to extend the
traditional theories and frameworks and derive a contextualized un-
derstanding of the phenomenon. Specifically, SNS bullying represents a
novel context that differs from other forms of bullying. As noted by
McFarland and Ployhart [29, p. 1], “some of the features unique to social
media may challenge the ability of existing theories and frameworks to
explain cognition, affect, and behavior.” These theories and frameworks
need to be expanded and adapted to new contexts to understand SNS
bullying fully. For instance, does transactional theory of stress appraisal
and coping [137] remain valid to explain the primary and secondary
appraisals and coping strategies of victims of SNS bullying? Similarly,
how do SNSs reduce or amplify the bystander effect, namely pluralistic
ignorance, diffusion of responsibility, and evaluation apprehension
[103]? The research that emerges from such cross-disciplinary ap-
proaches will offer interactional insights that enrich both the informa-
tion systems literature and the cyberbullying literature [138].

6.1.4. New approaches to addressing ethical and methodological challenges

The fourth potential research avenue involves developing solutions
to the ethical and methodological challenges of SNS bullying research.
Specifically, ethical concerns and technical difficulties in SNS bullying
research have hindered the development of longitudinal investigations
that examine the long-term effects of SNS bullying. First, existing studies
have suggested that social desirability bias remains an essential issue in
collecting data on the behavioral patterns of perpetrators and by-
standers: respondents who engaged in socially undesirable acts tended
to underreport their participation, whereas respondents who engaged in
socially desirable acts tended to overreport their participation, in order
to be viewed favorably respectively [12]. Second, research on victimi-
zation is constrained by the ethical need to avoid “harming” the par-
ticipants. These concerns have driven researchers to adopt a
self-reported, cross-sectional survey, or scenario-based methods to
investigate SNS bullying, making it difficult to capture its long-term
effects. To overcome these obstacles, researchers should explore alter-
native research methods that can extend the currently restricted scope of
study on SNS bullying, such as considering nonintrusive techniques like
diaries and ethnography/netnography. In a recent study, Wenninger
et al. [139] found diary methods to be useful in validating the rela-
tionship between reciprocity-evoking SNS activities (e.g., chatting,
giving, and receiving feedback) and positive emotions, demonstrating
the use of SNSs in promoting subjective well-being. Similar research
methods could be used to study SNS bullying experiences over time.
Researchers could then analyze how specific cognitions and affects in-
fluence perpetrators’ intention to bully, seeking to understand the ef-
fects of SNS bullying on perpetrators, victims, and bystanders’
well-being. Rachoene and Oyedemi [40] demonstrated the viability of
using ethnography to observe and analyze SNS bullying among South
African youth. A nonparticipatory netnography approach captured
detailed observations of the dynamic state and development of SNS
bullying in six Facebook pages. These alternatives to single
cross-sectional surveys or experiments allow researchers to derive
meaningful insights into the triadic reciprocal relationships between
personal factors, environmental events, and behavioral patterns con-
cerning perpetrators, victims, and bystanders, respectively.
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6.2. Contributions

This study makes contributions to research and practice. Research on
SNS bullying has gained momentum in the IS literature, and we have
witnessed more cyberbullying research published in IS journals [e.g., 5,
12,13,16]. This review not only helps researchers to understand the
current state of research on SNS bullying, an emerging research stream
on the deviant use of information technology that bears significant so-
cietal and organizational implications but also responds to the call for
more review papers on the use of information technology [140]. Using a
rigorous approach to review and analyze published studies of SNS
bullying, we identify the trends, foci, theoretical foundations, methods,
contexts, and samples in the current research. Drawing on SCT [18], we
propose an integrative framework that categorizes variables related to
SNS bullying and depicts the triadic reciprocal relationships between
perpetrators, victims, and bystanders. We summarize the variables
related to SNS bullying and present them neatly and systematically. The
research gaps revealed in this study represent a necessary first step to-
ward achieving a thorough understanding of SNS bullying. As noted by
Rowe [140, p. 250], “Literature reviews should strive to identify the-
matic gaps and theoretical biases, propose some future research di-
rections.” Based on the literature review findings and the integrative
framework, we identify promising future research avenues for re-
searchers from both IS and other disciplines. Insights derived from the
proposed research questions should help develop SNS bullying research
programs. By revealing what we already know and what we do not yet
know about SNS bullying, our work is expected to enrich the scientific
understanding of SNS bullying from technological and multidisciplinary
perspectives [141,142].

Besides, because of the roots of SNS bullying research in psychology,
communication, and public health disciplines, the technological char-
acteristics of SNSs and how they affect SNS bullying have not been
thoroughly investigated. SNSs represent an integrated and novel context
in which bullying takes a different form from traditional F2F bullying or
other forms of cyberbullying perpetrated on other DCM [12]. The fea-
tures of SNSs afford and intensify the triadic reciprocal interactions
between perpetrators, victims, and bystanders that may, in turn, prolong
and reinforce SNS bullying [31,80]. These characteristics of SNSs have
added another layer of complexity to the bullying phenomenon. Indeed,
SNS bullying is a socio-technical issue that involves the individuals
engaged in the bullying episodes, the situational characteristics of the
incident, the participants’ social relationships, and the technological
environment. This study suggests that IS researchers could contribute to
the literature by incorporating a socio-technical perspective [143,144]
into their investigations of this technology-mediated phenomenon.

Lastly, this study sheds light on the identification, intervention, and
prevention of SNS bullying. Specifically, it informs practitioners of the
personal, environmental, and behavioral variables related to SNS
bullying across perpetrators, victims, and bystanders. Our integrative
framework summarizes a wide spectrum of risk and protective variables
related to SNS bullying from the intervention and prevention perspec-
tives. It provides insights for educators, governments, and SNS de-
velopers seeking to formulate proactive measures that prevent SNS
bullying.

6.3. Limitations

Some limitations should be taken into account when interpreting and
applying the findings of this study. First, this study is not shielded from
the common limitations of literature reviews and analysis. The literature
review was restricted to the pool of articles that satisfied the chosen
keywords and selection criteria available in the selected databases. Re-
searchers could gain further insights from practitioner articles, books,
and magazines. Future studies could explore articles and studies beyond
academic journals to enrich the integrative framework. Second, as this
line of research is still emerging, the number of empirical studies
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remains insufficient for performing a meta-analysis and testing the
relative effects of different inputs, routes, and outcomes. Future studies
should replicate these studies in different contexts and cultural settings
and perform a meta-analysis when there is a sufficient sample.

Funding

The work described in this paper was partially supported by a
fellowship award from the Research Grants Council of the Hong Kong
Special Administrative Region, China (HKBU SRFS2021-2H03). The
work described in this article was partially supported by a grant from the
National Natural Science Foundation of China (NSFC) (Project No.:
71828202).

CRediT authorship contribution statement

Tommy K.H. Chan: Conceptualization, Methodology, Validation,
Formal analysis, Writing - original draft, Writing - review & editing.
Christy M.K. Cheung: Conceptualization, Methodology, Validation,
Formal analysis, Writing - original draft, Writing - review & editing.
Zach W.Y. Lee: Conceptualization, Methodology, Validation, Formal
analysis, Writing - original draft, Writing - review & editing.

Acknowledgements

The authors wish to thank the editor-in-chief, the associate editor,
and the reviewers for their support and guidance throughout the review
process.

References
[1] L.B. Straus, Cyberbullying: Which 3 Social Networks Are the Worst?, 2016. htt

p://www.momsteam.com/health-safety/cyberbullying-which-3-social-networks-

are-worst.

S. Zhang, D. Leidner, From improper to acceptable: how perpetrators neutralize

workplace bullying behaviors in the cyber world, Inf. Manag. 55 (7) (2018)

850-865.

J.W. Patchin, 2016 Cyberbullying Data, 2016. http://cyberbullying.org/2016-cy

berbullying-data.

Ditch_the_Label, The Annual Bullying Survey 2018, 2018. https://www.ditchthel

abel.org/wp-content/uploads/2018/06,/The-Annual-Bullying-Survey-2018-2.

pdf.

T.K.H. Chan, C.M.K. Cheung, R.Y.M. Wong, Cyberbullying on social networking

sites: the crime opportunity and affordance perspectives, J. Manag. Inf. Syst. 36

(2) (2019) 574-609.

S.R. Rosenthal, S.L. Buka, B.D.L. Marshall, K.B. Carey, M.A. Clark, Negative

experiences on Facebook and depressive symptoms among young adults,

J. Adolesc. Health 59 (5) (2016) 510-516.

E.S. Messina, Y. Iwasaki, Internet use and self-injurious behaviors among

adolescents and young adults: an interdisciplinary literature review and

implications for health professionals, Cyberpsychol. Behav. Soc. Netw. 14 (3)

(2011) 161-168.

S. Gordon, What Are the Effects of Cyberbullying? Discover How Cyberbullying

Can Impact Victims, 2016. https://www.verywell.com/what-are-the-effects-of-c

yberbullying-460558.

C. Hassan, Teen Who Was Relentlessly Bullied Kills Herself in Front of Her

Family, 2016. http://edition.cnn.com/2016,/12/01/health/teen-suicide-cybe

rbullying-trnd/.

K. Webb, A Teen in Malaysia Reportedly Killed Herself After Posting a Poll That

Asked Her Instagram Followers to Help Her Choose Life or Death, 2019. https:

//www.businessinsider.com/malaysian-teen-instragram-poll-suicide-2019-5?

r=US&IR=T.

G.C. Kane, M. Alavi, G. Labianca, S.P. Borgatti, What’s different about social

media networks? A framework and research agenda, Mis Q. 38 (1) (2014)

274-304.

P.B. Lowry, J. Zhang, C. Wang, M. Siponen, Why do adults engage in

cyberbullying on social media? An integration of online disinhibition and

deindividuation effects with the social structure and social learning model, Inf.

Syst. Res. 27 (4) (2016) 962-986.

P.B. Lowry, G.D. Moody, S. Chatterjee, Using it design to prevent cyberbullying,

J. Manag. Inf. Syst. 34 (3) (2017) 863-901.

A. Bellmore, A.J. Calvin, J.-M. Xu, X. Zhu, The five w’s of’ bullying’ on twitter:

who, what, why, where, and when, Comput. Human Behav. 44 (March 2015)

(2015) 305-314.

C.M. Kokkinos, E. Baltzidis, D. Xynogala, Prevalence and personality correlates of

facebook bullying among university undergraduates, Comput. Human Behav. 55

(Part B (February 2016)) (2016) 840-850.

[2]

[3]

[4

=

[5]

[6]

71

8

—

91

[10]

[11]

[12]

[13]

[14]

[15]

14

[16]

[17]

[18]

[19]

[20]

[21]
[22]

[23]

[24]
[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]
[35]
[36]
[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

Information & Management 58 (2021) 103411

S. Camacho, K. Hassanein, M. Head, Cyberbullying impacts on victims’
satisfaction with information and communication technologies: the role of
perceived cyberbullying severity, Inf. Manag. 55 (4) (2018) 494-507.

M. Obermaier, N. Fawzi, T. Koch, Bystanding or standing by? How the number of
bystanders affects the intention to intervene in cyberbullying, New Media Soc. 18
(8) (2014) 1-7.

A. Bandura, Social cognitive theory of mass communication. Media Effects,
Routledge, 2009, pp. 110-140.

R.M. Kowalski, G.W. Giumetti, A.N. Schroeder, M.R. Lattanner, Bullying in the
digital age: a critical review and meta-analysis of cyberbullying research among
youth, Psychol. Bull. 140 (4) (2014) 1073-1137.

W.A. Cram, J.G. Proudfoot, J. D’Arcy, Organizational information security
policies: a review and research framework, Eur. J. Inf. Syst. 26 (6) (2017)
605-641.

J. Raskauskas, A.D. Stoltz, Involvement in traditional and electronic bullying
among adolescents, Dev. Psychol. 43 (3) (2007) 564-575.

K.R. Williams, N.G. Guerra, Prevalence and predictors of internet bullying,

J. Adolesc. Health 41 (6) (2007) 14-21.

M.L. Ybarra, K.J. Mitchell, Youth engaging in online harassment: associations
with caregiver-child relationships, internet use, and personal characteristics,

J. Adolesc. 27 (3) (2004) 319-336.

S.D. Freis, R.A.R. Gurung, A facebook analysis of helping behavior in online
bullying, Psychol. Pop. Media Cult. 2 (1) (2013) 11-19.

R.M. Kowalski, S.P. Limber, P.W. Agatston, Cyberbullying: Bullying in the Digital
Age, Wiley-Blackwell, 2012.

J.A. Casas, R. Del Rey, R. Ortega-Ruiz, Bullying and cyberbullying: convergent
and divergent predictor variables, Comput. Human Behav. 29 (3) (2013)
580-587.

J.W. Patchin, S. Hinduja, Bullies move beyond the schoolyard, Youth Violence
Juv. Justice 4 (2) (2006) 148-169.

R.S. Tokunaga, Following you home from school: a critical review and synthesis
of research on cyberbullying victimization, Comput. Human Behav. 26 (3) (2010)
277-287.

L.A. McFarland, R.E. Ployhart, Social media: a contextual framework to guide
research and practice, J. Appl. Psychol. 100 (6) (2015) 1653-1677.

S. Bastiaensens, H. Vandebosch, K. Poels, K. Van Cleemput, A. DeSmet, I. De
Bourdeaudhuij, Cyberbullying on social network sites. An experimental study into
bystanders’ behavioural intentions to help the victim or reinforce the bully,
Comput. Human Behav. 31 (February 2014) (2014) 259-271.

J. Barliniska, A. Szuster, M. Winiewski, Cyberbullying among adolescent
bystanders: role of the communication medium, form of violence, and empathy,
J. Commun. Appl. Soc. Psychol. 23 (1) (2013) 37-51.

D. Olweus, Bullying at School: What We Know and What We Can Do
(understanding Children’s Worlds), Blackwell, Malden, MA, 1993.

H.J. Thomas, J.P. Connor, J.G. Scott, Integrating traditional bullying and
cyberbullying: challenges of definition and measurement in adolescents — a
review, Educ. Psychol. Rev. 27 (March 2015) (2015) 135-152.

P.K. Smith, G. Steffgen, Cyberbullying Through the New Media: Findings From an
International Network, Psychology Press, 2013.

E. Menesini, A. Nocentini, Definitions of cyberbullying. Cyberbullying Through
the New Media, Psychology Press, 2013, pp. 41-54.

E. Menesini, A. Nocentini, M. Camodeca, Morality, values, traditional bullying,
and cyberbullying in adolescence, Br. J. Dev. Psychol. 31 (1) (2013) 1-14.

R. Slonje, P.K. Smith, Cyberbullying: another main type of bullying? Scand. J.
Psychol. 49 (2) (2008) 147-154.

T. Vaillancourt, P. McDougall, S. Hymel, A. Krygsman, J. Miller, K. Stiver,

C. Davis, Bullying: Are researchers and children/youth talking about the same
thing? Int. J. Behav. Dev. 32 (6) (2008) 486-495.

J. Pyzalski, From cyberbullying to electronic aggression: typology of the
phenomenon, Emot. Behav. Difficulties 17 (3-4) (2012) 305-317.

M. Rachoene, T. Oyedemi, From self-expression to social aggression:
cyberbullying culture among south african youth on facebook, Communication
41 (3) (2015) 302-319.

R. Dredge, J. Gleeson, X. de la Piedad Garcia, Cyberbullying in social networking
sites: an adolescent victim’s perspective, Comput. Human Behav. 36 (July 2014)
(2014) 13-20.

H. Cowie, C.-A. Myers, Bullying amongst university students in the uk, Int. J.
Emot. Educ. 6 (1) (2014) 66-75.

T.R. Nansel, M. Overpeck, R.S. Pilla, W.J. Ruan, B. Simons-Morton, P. Scheidt,
Bullying behaviors among us youth: prevalence and association with psychosocial
adjustment, JAMA 285 (16) (2001) 2094-2100.

W. Cassidy, C. Faucher, M. Jackson, Cyberbullying among youth: a
comprehensive review of current international research and its implications and
application to policy and practice, Sch. Psychol. Int. 34 (6) (2013) 575-612.

S. Bastiaensens, H. Vandebosch, K. Poels, K. Van Cleemput, A. DeSmet, I. de
Bourdeaudhuij, ‘Can i afford to help?’ how affordances of communication
modalities guide bystanders’ helping intentions towards harassment on social
network sites, Behav. Inform. Technol. 34 (4) (2015) 425-435.

D. Tranfield, D. Denyer, P. Smart, Towards a methodology for developing
evidence-informed management knowledge by means of systematic review, Br. J.
Manag. 14 (3) (2003) 207-222.

A.C. Baldry, D.P. Farrington, A. Sorrentino, “Am I at risk of cyberbullying”? A
narrative review and conceptual framework for research on risk of cyberbullying
and cybervictimization: The risk and needs assessment approach, Aggress. Violent
Behav. 23 (July-August 2015) (2015) 36-51.


http://www.momsteam.com/health-safety/cyberbullying-which-3-social-networks-are-worst
http://www.momsteam.com/health-safety/cyberbullying-which-3-social-networks-are-worst
http://www.momsteam.com/health-safety/cyberbullying-which-3-social-networks-are-worst
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0010
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0010
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0010
http://cyberbullying.org/2016-cyberbullying-data
http://cyberbullying.org/2016-cyberbullying-data
https://www.ditchthelabel.org/wp-content/uploads/2018/06/The-Annual-Bullying-Survey-2018-2.pdf
https://www.ditchthelabel.org/wp-content/uploads/2018/06/The-Annual-Bullying-Survey-2018-2.pdf
https://www.ditchthelabel.org/wp-content/uploads/2018/06/The-Annual-Bullying-Survey-2018-2.pdf
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0025
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0025
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0025
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0030
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0030
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0030
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0035
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0035
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0035
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0035
https://www.verywell.com/what-are-the-effects-of-cyberbullying-460558
https://www.verywell.com/what-are-the-effects-of-cyberbullying-460558
http://edition.cnn.com/2016/12/01/health/teen-suicide-cyberbullying-trnd/
http://edition.cnn.com/2016/12/01/health/teen-suicide-cyberbullying-trnd/
https://www.businessinsider.com/malaysian-teen-instragram-poll-suicide-2019-5?r=US%26IR=T
https://www.businessinsider.com/malaysian-teen-instragram-poll-suicide-2019-5?r=US%26IR=T
https://www.businessinsider.com/malaysian-teen-instragram-poll-suicide-2019-5?r=US%26IR=T
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0055
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0055
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0055
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0060
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0060
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0060
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0060
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0065
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0065
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0070
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0070
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0070
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0075
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0075
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0075
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0080
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0080
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0080
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0085
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0085
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0085
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0090
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0090
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0095
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0095
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0095
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0100
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0100
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0100
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0105
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0105
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0110
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0110
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0115
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0115
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0115
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0120
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0120
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0125
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0125
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0130
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0130
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0130
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0135
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0135
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0140
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0140
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0140
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0145
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0145
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0150
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0150
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0150
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0150
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0155
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0155
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0155
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0160
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0160
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0165
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0165
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0165
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0170
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0170
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0175
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0175
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0180
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0180
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0185
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0185
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0190
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0190
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0190
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0195
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0195
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0200
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0200
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0200
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0205
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0205
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0205
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0210
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0210
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0215
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0215
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0215
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0220
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0220
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0220
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0225
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0225
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0225
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0225
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0230
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0230
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0230
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0235
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0235
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0235
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0235

T.K.H.

[48]

[49]
[50]
[51]
[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]
[67]
[68]
[69]

[70]

[71]

[72]

[73]

[74]
[75]

[76]

[77]

[78]

[79]

Chan et al.

H. Gaffney, D.P. Farrington, D.L. Espelage, M.M. Ttofi, Are cyberbullying
intervention and prevention programs effective? A systematic and meta-
analytical review, Aggress. Violent Behav. 45 (March-April 2019) (2019)
134-153.

S. Brochado, S. Soares, S. Fraga, A scoping review on studies of cyberbullying
prevalence among adolescents, Trauma Violence Abuse 18 (5) (2017) 523-531.
G. Paré, M.-C. Trudel, M. Jaana, S. Kitsiou, Synthesizing information systems
knowledge: a typology of literature reviews, Inf. Manag. 52 (2) (2015) 183-199.
J. Webster, R.T. Watson, Analyzing the past to prepare for the future: writing a
literature review, Mis Q. 26 (2) (2002) 13-23.

M. Alavi, P. Carlson, A review of mis research and disciplinary development,

J. Manag. Inf. Syst. 8 (4) (1992) 45-62.

H. Hoehle, E. Scornavacca, S. Huff, Three decades of research on consumer
adoption and utilization of electronic banking channels: a literature analysis,
Decis. Support Syst. 54 (1) (2012) 122-132.

T.K.H. Chan, C.M.K. Cheung, Z.W.Y. Lee, The state of online impulse-buying
research: a literature analysis, Inf. Manag. 54 (2) (2017) 204-217.

C. Salmivalli, Participant role approach to school bullying: implications for
intervention, J. Adolesc. 22 (4) (1999) 453-459.

S. Pabian, C.J.S. De Backer, H. Vandebosch, Dark triad personality traits and
adolescent cyber-aggression, Pers. Individ. Dif. 75 (March 2015) (2015) 41-46.
N. Brody, A.L. Vangelisti, Bystander intervention in cyberbullying, Commun.
Monogr. 83 (1) (2015) 1-26.

S. Alhabash, A.R. McAlister, A. Hagerstrom, E.T. Quilliam, N.J. Rifon, J.

L. Richards, Between likes and shares: effects of emotional appeal and virality on
the persuasiveness of anticyberbullying messages on facebook, Cyberpsychol.
Behav. Soc. Netw. 16 (3) (2013) 175-182.

V. Balakrishnan, S. Khan, T. Fernandez, H.R. Arabnia, Cyberbullying detection on
twitter using big five and dark triad features, Pers. Individ. Dif. 141 (15 April
2019) (2019) 252-257.

M.P. Hamm, A.S. Newton, A. Chisholm, J. Shulhan, A.M. Milne, P. Sundar,

H. Ennis, S. Scott, L. Hartling, Prevalence and effect of cyberbullying on children
and young people: a scoping review of social media studies, JAMA Pediatr. 169
(8) (2015) 770-777.

A. Toannou, J. Blackburn, G. Stringhini, E. De Cristofaro, N. Kourtellis,

M. Sirivianos, From risk factors to detection and intervention: a practical proposal
for future work on cyberbullying, Behav. Inf. Technol. 37 (3) (2018) 258-266.
K. Gahagan, J.M. Vaterlaus, L.R. Frost, College student cyberbullying on social
networking sites: conceptualization, prevalence, and perceived bystander
responsibility, Comput. Human Behav. 55 (Part B (February 2016) (2016)
1097-1105.

A. Chan, J.S. Antoun, K.C. Morgaine, M. Farella, Accounts of bullying on twitter
in relation to dentofacial features and orthodontic treatment, J. Oral Rehabil. 44
(4) (2017) 244-250.

R. Dredge, J.F.M. Gleeson, X. de la Piedad Garcia, Risk factors associated with
impact of severity of cyberbullying victimization: a qualitative study of
adolescent online social networking, Cyberpsychol. Behav. Soc. Netw. 17 (5)
(2014) 287-291.

M.C. McHugh, S.L. Saperstein, R.S. Gold, Omg u# cyberbully! An exploration of
public discourse about cyberbullying on twitter, Health Educ. Behav. 46 (1)
(2019) 97-105.

F. Resnik, A. Bellmore, J.-M. Xu, X. Zhu, Celebrities emerge as advocates in tweets
about bullying, Transl. Issues Psychol. Sci. 2 (3) (2016) 323-334.

G. Sterner, D. Felmlee, The social networks of cyberbullying on twitter, Int. J.
Technoethics 8 (2) (2017) 1-15.

E. Shultz, R. Heilman, K.J. Hart, Cyber-bullying: An exploration of bystander
behavior and motivation, Cyberpsychology 8 (4) (2014). Article 3.

A.J. Calvin, A. Bellmore, J.-M. Xu, X. Zhu, #bully: uses of hashtags in posts about
bullying on twitter, J. Sch. Violence 14 (1) (2015) 133-153.

S.-H. Lee, H.-W. Kim, Why people post benevolent and malicious comments
online, Association for Computing Machinery, Commun. ACM 58 (11) (2015)
74-79.

L. Bowler, C. Knobel, E. Mattern, From cyberbullying to well-being: a narrative-
based participatory approach to values-oriented design for social media, J. Assoc.
Inf. Sci. Technol. 66 (6) (2015) 1274-1293.

A. Sengupta, A. Chaudhuri, Are social networking sites a source of online
harassment for teens? Evidence from survey data, Child. Youth Serv. Rev. 33 (2)
(2011) 284-290.

M. Hood, A.L. Duffy, Understanding the relationship between cyber-victimisation
and cyber-bullying on social network sites: the role of moderating factors, Pers.
Individ. Dif. 133 (15 October 2018) (2018) 103-108.

G.C.E. Kwan, M.M. Skoric, Facebook bullying: an extension of battles in school,
Comput. Human Behav. 29 (1) (2013) 16-25.

A. Lyndon, J. Bonds-Raacke, A.D. Cratty, College students’ facebook stalking of
ex-partners, Cyberpsychol. Behav. Soc. Netw. 14 (12) (2011) 711-716.

D. Wegge, H. Vandebosch, S. Eggermont, M. Walrave, The strong, the weak, and
the unbalanced: the link between tie strength and cyberaggression on a social
network site, Soc. Sci. Comput. Rev. 33 (3) (2014) 1-28.

E. Whittaker, R.M. Kowalski, Cyberbullying via social media, J. Sch. Violence 14
(1) (2015) 11-29.

C.J. Case, D.L. King, Internet trolling in social networking sites: a preliminary
investigation of undergraduate student victimzation, J. Bus. Behav. Sci. 29 (Fall
2017) (2017) 32-43.

J. Chapin, Adolescents and cyber bullying: the precaution adoption process
model, Educ. Inf. Technol. 21 (4) (2016) 719-728.

15

[801]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]
[90]

[91]

[92]

[93]

[94]

[95]

[96]

[97]
[98]
[99]
[100]
[101]

[102]

[103]
[104]
[105]
[106]
[107]

[108]

[109]

[110]

[111]
[112]

[113]

Information & Management 58 (2021) 103411

R. Dredge, J. Gleeson, X.d.1.P. Garcia, Presentation on facebook and risk of
cyberbullying victimisation, Comput. Human Behav. 40 (November 2014) (2014)
16-22.

S. Horner, Y. Asher, G.D. Fireman, The impact and response to electronic bullying
and traditional bullying among adolescents, Comput. Human Behav. 49 (August
2015) (2015) 288-295.

Y. Ophir, C.S.C. Asterhan, B.B. Schwarz, The digital footprints of adolescent
depression, social rejection and victimization of bullying on facebook, Comput.
Human Behav. 91 (February 2019) (2019) 62-71.

J.V. Peluchette, K. Karl, C. Wood, J. Williams, Cyberbullying victimization: do
victims® personality and risky social network behaviors contribute to the
problem? Comput. Human Behav. 52 (November 2015) (2015) 424-435.

M. Wright, Cyberbullying victimization through social networking sites and
adjustment difficulties: the role of parental mediation, J. Assoc. Inf. Syst. 19 (2)
(2018) 113-123.

J. Anderson, M. Bresnahan, C. Musatics, Combating weight-based cyberbullying
on facebook with the dissenter effect, Cyberpsychol. Behav. Soc. Netw. 17 (5)
(2014) 281-286.

J. Barlinska, A. Szuster, M. Winiewski, The role of short- and long-term cognitive
empathy activation in preventing cyberbystander reinforcing cyberbullying
behavior, Cyberpsychol. Behav. Soc. Netw. 18 (4) (2015) 241-244.

B. Cao, W.-Y. Lin, How do victims react to cyberbullying on social networking
sites? The influence of previous cyberbullying victimization experiences, Comput.
Human Behav. 52 (November 2015) (2015) 458-465.

S. Gearhart, W. Zhang, Gay bullying and online opinion expression: testing spiral
of silence in the social media environment, Soc. Sci. Comput. Rev. 32 (1) (2014)
18-36.

B. Holfeld, Perceptions and attributions of bystanders to cyber bullying, Comput.
Human Behav. 38 (September 2014) (2014) 1-7.

T. van Laer, The means to justify the end: combating cyber harassment in social
media, J. Bus. Ethics 123 (August 2014) (2014) 85-98.

A.N.-M. Leung, N. Wong, J.M. Farver, You are what you read: the belief systems
of cyber-bystanders on social networking sites, Front. Psychol. 9 (365) (2018)
1-11.

H. Machackova, J. Pfetsch, Bystanders’ responses to offline bullying and
cyberbullying: the role of empathy and normative beliefs about aggression,
Scand. J. Psychol. 57 (2) (2016) 169-176.

H.L. Schacter, S. Greenberg, J. Juvonen, Who's to blame?: the effects of victim
disclosure on bystander reactions to cyberbullying, Comput. Human Behav. 57
(April 2016) (2016) 115-121.

M. Weber, M. Ziegele, A. Schnauber, Blaming the victim: the effects of
extraversion and information disclosure on guilt attributions in cyberbullying,
Cyberpsychol. Behav. Soc. Netw. 16 (4) (2013) 254-259.

M.A. Al-garadi, K.D. Varathan, S.D. Ravana, Cybercrime detection in online
communications: the experimental case of cyberbullying detection in the twitter
network, Comput. Human Behav. 63 (October 2016) (2016) 433-443.

P. Galan-Garcia, J.Gdl. Puerta, C.L. Gomez, I. Santos, P.G. Bringas, Supervised
machine learning for the detection of troll profiles in twitter social network:
application to a real case of cyberbullying, Log. J. IGPL 24 (1) (2016) 42-53.
R. Garett, L.R. Lord, S.D. Young, Associations between social media and
cyberbullying: a review of the literature, mHealth. 2 (2016) 46.

T. Milosevic, Social media companies’ cyberbullying policies, Int. J. Commun. 10
(2016) 5164-5185.

J. Sidanius, F. Pratto, Social Dominance: an Intergroup Theory of Social
Hierarchy and Oppression, Cambridge University Press, 2001.

B.J. Tepper, M.K. Duffy, C.A. Henle, L.S. Lambert, Procedural injustice, victim
precipitation, and abusive supervision, Pers. Psychol. 59 (1) (2006) 101-123.
B. Weiner, An attributional theory of achievement motivation and emotion. An
Attributional Theory of Motivation and Emotion, Springer, 1986, pp. 159-190.
M.L. Markus, M.S. Silver, A foundation for the study of it effects: a new look at
desanctis and poole’s concepts of structural features and spirit, J. Assoc. Inf. Syst.
9 (10/11) (2008) 609-632.

J.M. Darley, B. Latane, Bystander intervention in emergencies: diffusion of
responsibility, J. Pers. Soc. Psychol. 8 (4) (1968) 377-383.

C.R. Tittle, Control Balance: Toward a General Theory of Deviance, Routledge,
2018.

L.E. Cohen, M. Felson, Social change and crime rate trends: a routine activity
approach, Am. Sociol. Rev. 44 (4) (1979) 588-608.

R.L. Oliver, A cognitive model of the antecedents and consequences of satisfaction
decisions, J. Mark. Res. 17 (4) (1980) 460-469.

M.J. Lerner, D.T. Miller, Just world research and the attribution process: looking
back and ahead, Psychol. Bull. 85 (5) (1978) 1030-1051.

M.C. Green, Transportation theory, in: W. Donsbach (Ed.), International
Encyclopedia of Communication, Wiley-Blackwell, Oxford, UK, 2008,

pp. 5170-5175.

N. Weinstein, The precaution adoption process, Health Psychol. 7 (4) (1988)
355-386.

J.R. Krebs, R. Dawkins, Animal signals: mind reading and manipulation, in: J.
R. Krebs, N.B. Davies (Eds.), Behavioral Ecology: An Evolutionary Approach,
Sinauer Associates, Sunderland, MA, 1984.

J.C. Turner, M.A. Hogg, P.J. Oakes, S.D. Reicher, M.S. Wetherell, Rediscovering
the Social Group: a Self-categorization Theory, Basil Blackwell, 1987.

H. Tajfel, Social Identity and Intergroup Relations, Cambridge University Press,
2010.

R.L. Akers, Social Learning and Social Structure: a General Theory of Crime and
Deviance, Northeastern University Press, Boston, 1998.


http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0240
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0240
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0240
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0240
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0245
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0245
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0250
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0250
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0255
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0255
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0260
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0260
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0265
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0265
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0265
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0270
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0270
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0275
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0275
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0280
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0280
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0285
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0285
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0290
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0290
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0290
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0290
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0295
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0295
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0295
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0300
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0300
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0300
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0300
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0305
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0305
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0305
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0310
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0310
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0310
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0310
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0315
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0315
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0315
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0320
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0320
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0320
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0320
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0325
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0325
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0325
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0330
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0330
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0335
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0335
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0340
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0340
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0345
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0345
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0350
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0350
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0350
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0355
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0355
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0355
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0360
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0360
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0360
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0365
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0365
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0365
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0370
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0370
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0375
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0375
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0380
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0380
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0380
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0385
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0385
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0390
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0390
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0390
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0395
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0395
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0400
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0400
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0400
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0405
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0405
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0405
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0410
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0410
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0410
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0415
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0415
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0415
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0420
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0420
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0420
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0425
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0425
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0425
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0430
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0430
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0430
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0435
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0435
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0435
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0440
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0440
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0440
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0445
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0445
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0450
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0450
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0455
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0455
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0455
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0460
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0460
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0460
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0465
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0465
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0465
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0470
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0470
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0470
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0475
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0475
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0475
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0480
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0480
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0480
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0485
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0485
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0490
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0490
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0495
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0495
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0500
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0500
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0505
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0505
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0510
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0510
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0510
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0515
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0515
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0520
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0520
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0525
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0525
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0530
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0530
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0535
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0535
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0540
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0540
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0540
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0545
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0545
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0550
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0550
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0550
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0555
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0555
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0560
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0560
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0565
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0565

T.K.H.

[114]
[115]

[116]

[117]
[118]

[119]

[120]

[121]

[122]

[123]

[124]

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

Chan et al.

E. Noelle-Neumann, The spiral of silence a theory of public opinion, J. Commun.
24 (2) (1974) 43-51.

I. Ajzen, The theory of planned behavior, Organ. Behav. Hum. Decis. Process. 50
(2) (1991) 179-211.

P. Zimbardo, The human choice: individuation, reason and order vs.
Deindividuation, impulse, and chaos, in: W.J. Arnold, D. Levine (Eds.), Nebraska
Symposium on Motivation, University of Nebraska Press, Lincoln, NB, 1969.

E. Goffman, The Presentation of Self in Everyday Life, Harmondsworth, 1978.
S. Folkman, R.S. Lazarus, C. Dunkel-Schetter, A. DeLongis, R.J. Gruen, Dynamics
of a stressful encounter: cognitive appraisal, coping, and encounter outcomes,
J. Pers. Soc. Psychol. 50 (5) (1986) 992-1003.

A.S. Cheng, K.R. Fleischmann, Developing a meta-inventory of human values,
Proc. Am. Soc. Inf. Sci. Technol. 47 (1) (2010) 1-10.

M. Coto, F. Lizano, S. Mora, J. Fuentes, Social media and elderly people: research
trends, in: G. Meiselwitz (Ed.), Social Computing and Social Media. Applications
and Analytics, Springer International Publishing, Cham, 2017, pp. 65-81.

R. Thornberg, L. Wanstrom, J.S. Hong, D.L. Espelage, Classroom relationship
qualities and social-cognitive correlates of defending and passive bystanding in
school bullying in sweden: a multilevel analysis, J. Sch. Psychol. 63 (August
2017) (2017) 49-62.

S. Wachs, A. Gorzig, M.F. Wright, W. Schubarth, L. Bilz, Associations among
adolescents’ relationships with parents, peers, and teachers, self-efficacy, and
willingness to intervene in bullying: a social cognitive approach, Int. J. Environ.
Res. Public Health 17 (2) (2020) 420-436.

W. Troop-Gordon, C.A. Frosch, C.M.W. Totura, A.N. Bailey, J.D. Jackson, R.

D. Dvorak, Predicting the development of pro-bullying bystander behavior: a
short-term longitudinal analysis, J. Sch. Psychol. 77 (December 2019) (2019)
77-89.

D.J. Meter, S. Bauman, Moral disengagement about cyberbullying and parental
monitoring: effects on traditional bullying and victimization via cyberbullying
involvement, J. Early Adolesc. 38 (3) (2018) 303-326.

L. Chen, S.S. Ho, M.O. Lwin, A meta-analysis of factors predicting cyberbullying
perpetration and victimization: from the social cognitive and media effects
approach, New Media Soc. 19 (8) (2016) 194-1213.

B.S. Xiao, Y.M. Wong, Cyber-bullying among university students: an empirical
investigation from the social cognitive perspective, Int. J. Bus. Inform. 8 (1)
(2013) 34-69.

K. Bussey, S. Fitzpatrick, A. Raman, The role of moral disengagement and self-
efficacy in cyberbullying, J. Sch. Violence 14 (1) (2015) 30-46.

E. Menesini, A. Nocentini, B.E. Palladino, A. Frisén, S. Berne, R. Ortega-Ruiz,

J. Calmaestra, H. Scheithauer, A. Schultze-Krumbholz, P. Luik, K. Naruskov,

C. Blaya, J. Berthaud, P.K. Smith, Cyberbullying definition among adolescents: a
comparison across six european countries, Cyberpsychology, Behav. Soc.
Network. 15 (9) (2012) 455-463.

K. Varjas, J. Talley, J. Meyers, L. Parris, H. Cutts, High school students’
perceptions of motivations for cyberbullying: an exploratory study, West. J.
Emerg. Med. 11 (3) (2010) 269-273.

S. Hinduja, J.W. Patchin, Offline consequences of online victimization: school
violence and delinquency, J. Sch. Violence 6 (3) (2007) 89-112.

B. Mcneel, Latest Local Cyberbullying Case Contains Valuable Lessons, 2017.
https://therivardreport.com/latest-local-cyberbullying-case-contains-valuable-le
ssons/.

L. Clarke-Billings, Childline Reports 88 Percent Spike in Counselling for
Cyberbullying, 2016. http://europe.newsweek.com/theres-no-escaping-bullies-
childline-reports-88-percent-spike-cyberbullying-520819?rm=eu.

S. Bauman, D. Cross, J.L. Walker, Principles of Cyberbullying Research:
Definitions, Measures, and Methodology, Routledge, 2013.

16

Information & Management 58 (2021) 103411

J. Barlinska, A. Szuster, M.L.A.J. Winiewski, J.B.N. Ska, Cyberbullying among
adolescent bystanders: role of the communication medium, form of violence, and
empathy, J. Commun. Appl. Soc. Psychol. 23 (1) (2013) 37-51.

J.M. Darley, B. Latané, Bystander intervention in emergencies: diffusion of
responsibility, J. Pers. Soc. Psychol. 8 (4) (1968) 377-383.

C. Forssell Rebecka, Cyberbullying in a boundary blurred working life: distortion
of the private and professional face on social media, Qual. Res. Organ. Manag. Int.
J. 15 (2) (2019) 89-107.

S. Folkman, R.S. Lazarus, Stress, Appraisal, and Coping, Springer Publishing
Company, New York, 1984.

M. Tarafdar, R.M. Davison, Research in information systems: intra-disciplinary
and inter-disciplinary approaches, J. Assoc. Inf. Syst. 19 (6) (2018). Article 2.
H. Wenninger, H. Krasnova, P. Buxmann, Understanding the role of social
networking sites in the subjective well-being of users: a diary study, Eur. J. Inf.
Syst. 28 (2) (2019) 126-148.

F. Rowe, What literature review is not: diversity, boundaries and
recommendations, Eur. J. Inf. Syst. 23 (3) (2014) 241-255.

Z. Shen, K. Lyytinen, Y. Yoo, Time and information technology in teams: a review
of empirical research and future research directions, Eur. J. Inf. Syst. 24 (5)
(2015) 492-518.

S. Tams, V. Grover, J. Thatcher, Modern information technology in an old
workforce: toward a strategic research agenda, J. Strateg. Inf. Syst. 23 (4) (2014)
284-304.

S. Sarker, S. Chatterjee, X. Xiao, A. Elbanna, The sociotechnical axis of cohesion
for the is discipline: its historical legacy and its continued relevance, Mis Q. 43 (3)
(2019) 695-719.

R.Y.M. Wong, C.M.K. Cheung, B. Xiao, and J. Thatcher, Standing up or standing
by: Understanding bystanders’ proactive reporting responses to social media
harassment, Information Systems Research (Forthcoming) https://doi.org/10.
1287 /isre.2020.0983.

[134]

[135]

[136]

[137]
[138]

[139]

[140]

[141]

[142]

[143]

[144]

Tommy K. H. Chan is a senior lecturer at Northumbria University. Tommy’s research
interests include societal implications of information technology uses and online consumer
behaviors. His work has been published in peer-reviewed journals such as Journal of
Management Information Systems, Information & Management, and Information Systems
Journal. He serves as an associate editor at Internet Research and is on the editorial board
at Industrial Management & Data Systems and Journal of Computer Information Systems.
He is also a track co-chair and associate editor of various tracks at international infor-
mation system conferences.

Christy M. K. Cheung is a professor in the Department of Finance and Decision Sciences of
Hong Kong Baptist University. She is the awardee of RGC Senior Research Fellow scheme
with the funding to advance research into the role of technology in online collective
deviant behavior. Her work appears in MIS Quarterly, Information Systems Research,
Journal of Management Information Systems, and Journal of the Association for Infor-
mation Systems. She serves as the Editor-in-Chief at Internet Research.

Zach W. Y. Lee is an associate professor at Durham University Business School, Durham
University. His research interests include online consumer behaviors, organizational and
societal implications of IT use, social media, and digital service innovation. He has pub-
lished in such international journals as Journal of Management Information Systems, In-
formation Systems Journal, Information & Management, Industrial Marketing
Management, and Journal of the Association for Information Science and Technology.
Zach serves as an associate editor of Internet Research and is an editorial board member at
Industrial Management & Data Systems and Journal of Computer Information Systems.


http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0570
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0570
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0575
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0575
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0580
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0580
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0580
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0585
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0590
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0590
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0590
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0595
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0595
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0600
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0600
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0600
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0605
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0605
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0605
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0605
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0610
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0610
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0610
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0610
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0615
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0615
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0615
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0615
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0620
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0620
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0620
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0625
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0625
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0625
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0630
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0630
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0630
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0635
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0635
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0640
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0640
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0640
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0640
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0640
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0645
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0645
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0645
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0650
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0650
https://therivardreport.com/latest-local-cyberbullying-case-contains-valuable-lessons/
https://therivardreport.com/latest-local-cyberbullying-case-contains-valuable-lessons/
http://europe.newsweek.com/theres-no-escaping-bullies-childline-reports-88-percent-spike-cyberbullying-520819?rm=eu
http://europe.newsweek.com/theres-no-escaping-bullies-childline-reports-88-percent-spike-cyberbullying-520819?rm=eu
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0665
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0665
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0670
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0670
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0670
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0675
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0675
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0680
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0680
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0680
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0685
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0685
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0690
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0690
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0695
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0695
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0695
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0700
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0700
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0705
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0705
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0705
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0710
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0710
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0710
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0715
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0715
http://refhub.elsevier.com/S0378-7206(20)30349-9/sbref0715
https://doi.org/10.1287/isre.2020.0983
https://doi.org/10.1287/isre.2020.0983

	Cyberbullying on social networking sites: A literature review and future research directions
	1 Introduction
	2 Definitions and concepts
	2.1 Terminologies and definitions
	2.2 Comparing SNS bullying with other forms of bullying
	2.2.1 Intentionality
	2.2.2 Repetition
	2.2.3 Power imbalance
	2.2.4 Anonymity
	2.2.5 Accessibility
	2.2.6 Publicity


	3 Literature search and identification
	4 The state of SNS bullying research
	4.1 Research trends
	4.2 Research foci
	4.3 Theories and frameworks
	4.4 Research methods
	4.5 Research contexts and samples

	5 An integrative framework of variables related to SNS bullying
	5.1 The perpetrators
	5.1.1 Behavioral patterns
	5.1.2 Personal factors
	5.1.3 Environmental events

	5.2 The victims
	5.2.1 Behavioral patterns
	5.2.2 Personal factors
	5.2.3 Environmental events

	5.3 The bystanders
	5.3.1 Behavioral patterns
	5.3.2 Personal factors
	5.3.3 Environmental events


	6 Discussion
	6.1 Future research directions
	6.1.1 Behavioral manifestations and triadic reciprocal relationships
	6.1.2 Roles and effects of social and technological factors on SNS bullying
	6.1.3 Boundary conditions and applicability of classic theories and frameworks
	6.1.4 New approaches to addressing ethical and methodological challenges

	6.2 Contributions
	6.3 Limitations

	Funding
	CRediT authorship contribution statement
	Acknowledgements
	References


