SECURITY BREACHES AND ORGANIZATION RESPONSE STRATEGY:

EXPLORING CONSUMERS’ THREAT AND COPING APPRAISALS

ABSTRACT
We address a long-standing lacuna in the Information Management literature on the
relationships among security breaches, organization response strategy as well as consumers’
threat and coping appraisal. Security breaches can involve the leak of sensitive data, and
potentially lead to negative consumer reactions. It is, thus, timely and critical to theorize and
empirically investigate the ways in which organization can respond effectively to security
breaches and how consumers’ threat and coping appraisals vary according to the different
response strategies. Our study addresses this lacuna by developing a conceptual model of 1)
security breach, ii) organization response strategies, and iii) consumer appraisal, grounded on
the risk theory and protection motivation theory. We use the principal and agent perspectives
to portray the breached organization as the agent providing the coping strategy, and consumers
as the principal actors who evaluate the strategy. We incorporated a vignette-based survey to
test the model with empirical data. We identify that the variations in the response strategy of
organization after a security breach can lead to significantly different consumers’ reactions.
We discuss the implications of our findings for theory and practice and delineate an agenda for

future research.
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1. Introduction

The exposure of confidential information or privacy-sensitive data during security
breach incidents can result in serious losses to both consumers (e.g., Ayaburi & Treku, 2020;
loannou et al., 2020) and organizations (e.g., loannou et al., 2020). Organizations exposed to
breach incidents usually take different actions against the incidents with the aim to recover
from and to control damages of the breach incidents (Gwebu et al., 2018). In line with the
recent trend of information management (IM) research on privacy and security (e.g.,
Angelopoulos et al., 2021; Stacey et al., 2021), scholars increasingly show interest in
investigating organizations’ effective post-breach recovery or damage control strategies since
complete security breach prevention is practically infeasible (Gwebu et al., 2018). Whereas
previous studies on organizations' post-breach actions have recognized that organization
response strategy (ORS) matters in general (Bansal and Zahedi, 2015; Choi et al., 2016), the
ways in which an ORS and consumers’ perceptions regarding a focal security breach incident
jointly affect consumers’ post-breach reactions remains a black box. Thus, we aim to contribute
to the literature on organizations’ post-breach response strategies by theorizing and empirically
investigating the ways in which organizations can effectively respond to security breach
incidents, as well as how consumers’ threat and coping appraisals vary according to these

different response strategies.

The literature on individuals’ volitional coping behaviors when facing IT security
threats demonstrates that the threat appraisal and coping appraisal responses emerge
automatically (Liang et al., 2019). The threat appraisal itself motivates individuals to take
actions against the security threat (Chakraborty et al., 2016; Rogers, 1975). Combining the
literature on individuals’ volitional coping behaviors against IT security threats with the
research on organizations’ post-breach response strategies, we maintain that consumers’ post-

breach reactions are likely to be a function of both the attributes of ORS and consumers’ threat



and coping appraisals against the security breach incidents. However, such integration, to the
best of our knowledge, has not been sufficiently theorized. To fill this research gap, we aim to
answer the following research question: How do organizations’ post-breach response strategy
and security breach incidents jointly affect consumers' threat and coping appraisals and thus

their post-breach reactions, such as the re-transaction intentions?

We ground our work on the protection motivation theory (PMT). PMT is widely used
to understand threat appeals, and how an individual copes with them (Rogers, 1983). PMT
theorizes individuals' cognitive and behavioral processes to manage a focal threat. The PMT
model consists of two cognitive mediating processes: the threat appraisal and the coping
appraisal (Anderson & Agarwal, 2010; Floyd et al., 2000; Li et al., 2019; Rogers, 1983). The
PMT model has been widely used in studies on individuals’ volitional coping behaviors against
the IT security threats (Li et al., 2019; Liang et al., 2019; Menard et al., 2017; Vedadi &
Warkentin, 2020). However, its usage in the literature on organizations’ post-breach response
strategies is still rare, though highly relevant. By answering our research question, we also
attempt to theoretically extend the PMT model in two ways: i) focusing on the perceived
vulnerability in the threat appraisal process, in which a threat leads to various risks with some
risk dimensions that might be more relevant to a security breach than others and thus perceived
vulnerability should be formally conceptualized and operationalized as a multidimensional
construct associating with different types of risks; ii) focusing on the response efficacy in the
coping appraisal process, we argue that actors who appraise the threats may evaluate the
response efficacy of the coping mechanisms taken by the external agents, especially when such
mechanisms are critical yet unavailable to the actors. In our context, that means consumers
(i.e., consumers as the principal) implicitly delegate to the agent (i.e., the breached
organization) the duty to protect them from further losses due to the focal and any potential

security breach events (Poddar et al., 2009). Thus, consumers evaluate the response efficacy of



coping actions taken by the breached organization, forming a typical principal-agent
perspective (Pavlou, et al., 2007). We argue that these two appraisal processes ultimately affect
customers' re-transaction intention with the breached web shop. To validate the proposed
conceptual model, we incorporate a vignette-based approach with variations of security breach
types and organizations’ response strategies and collect survey data from Amazon Mechanical

Turk (AMT) for the empirical tests.

Our findings demonstrate how the response strategies of organizations following a
security breach incident affect consumers’ evaluation of the situation, the way organizations
conduct business, and the potential ramifications for failing to adequately protect sensitive data.
By conceptualizing the impact of security breach incidents and the ORS on consumers’
evaluation of risk severity, and response efficacy, and subsequently their intention to re-
transact with the breached organization, we identify that the variations in the response strategy
of organizations after a security breach incident can lead to different reactions from consumers.
We show that only the financial and privacy risks are influential determinants of consumers’
intention to re-transact after a security breach incident, which provides for interesting
explanations that deviate from the existing literature and suggest that consumers do not give
equal weight to the risk dimensions. Furthermore, using the principal-agent perspective of the
PMT model to conceptualize the overall threats and coping appraisal open the black box of
consumers’ assessment of security breach and organizations’ response strategies. Our study,
therefore, brings novel insights on the topic, has important implications for both theory and
practice, and can provide a springboard for future investigation in this domain, and broadly
contribute to IM research (c.f. Struijk et al., 2022) on the implications of technology, security

and privacy to organizations and users.

The rest of this paper is organized as follows. In the next section, we provide the

theoretical background of our study on security breaches and consumer perceptions of risk in



e-commerce. This is followed by the hypothesis development section, where we introduce our
models and hypotheses based on PMT. After that, we describe the vignette and survey
methodology of our study, followed by the data analysis. Finally, we discuss our key findings,

implications, and contributions, and delineate an agenda for future research on the topic.
2. Theoretical Background

Our literature review focused on the relevant academic outlets in the field, specifically
the International Journal of Information Management and the “senior scholars' basket of eight”
journals from the Association for Information Systems’.* The choice of these nine journals is
attributed to their well-recognized leadership role in the IS/IM field with leading impact factors
and article influence scores. These journals also have the reputation for topical,
methodological, and geographical diversity and more importantly intellectual depth. As a
result, the theoretical and practical rigor and relevance of articles published in these nine
journals provide a solid foundation for us to conduct the literature review. Procedurally, we
first identified within these 9 journals all papers with the keywords "security", "breach™ or
"security breach", coming up with 362 papers. Subsequently, each paper was manually scanned
with a focus on its research topic and theory by two of the authors independently, and all papers
were labelled as either relevant or irrelevant to our study. For example, papers that focused on
asset security rather than cyber security were labelled as irrelevant. Finally, 65 papers were
identified as relevant to our study and were further examined.?

2.1 Security Breach and Information Security Management

Whilst leveraging information systems can facilitate the exchange of enormous

amounts of information, products, and services (Dwivedi et al., 2020), it increasingly exposes

1 MIS Quarterly, Information Systems Research, Journal of Management Information Systems,
Journal of Strategic Information Systems, Journal of AlS, European Journal of Information
Systems, Journal of Information Technology, and Information Systems Journal.

2 These papers are listed in Supplementary Material 1 for review.



organizations to risks that their information systems fail to protect themselves against different
kinds of damages or losses due to security breaches (Straub & Welke, 1998; Chan & Janjarasjit,
2019). Security breaches, caused by either insiders (e.g., employees) or outsiders (e.g.,
hackers), can lead to the leakage of sensitive data such as corporate secrets or confidential
consumer information and can negatively affect both the organization and its consumers
(Angelopoulos et al., 2021). Software source code can be modified, services can be
purposefully interrupted, and data can be deleted or stolen. When hackers obtain personal data,
organizations may face lawsuits, governmental sanctions, and potential loss of their
competitive position (Choi et al., 2016; loannou et al., 2020).

Security breaches can vary, but the most common categories include the distributed
denial-of-service (DoS) attack, virus attack, and theft of information (Table 1) any of which
can result in significant losses to organizations and users (Kumar et al., 2008; Yayla & Hu
2011). Among the types of security breaches, DoS attacks have the greatest impact on
organizations that conduct business over the Internet (Ettredge & Richardson, 2002). While
DosS attacks can significantly influence the cumulative abnormal returns of organizations in the
stock market, unauthorized access, and other security attacks such as virus attacks have no

influence (Hovav & D’Arcy 2003; Yayla & Hu, 2011).

Security Descriptions

Breach

Category

Denial of In DoS attacks, the attacker sends large number of information requests to the web

service servers of the target organization. The purpose of this attack is to overload the web

(DoS) servers and make the websites unavailable for legitimate use.

. In these attacks, the attacker gains access to the host program via a program. When

Virus . . :

attack Fhe program is exec_uted, the attacker can alter the website with a message, logo or
inappropriate material, or delete all the files and completely shut down the website.
In these attacks, unauthorized individuals gain access to customer data. Depending on

Theft of the target organization, the customer data can be names, addresses, birthdates, credit

Information card details, social security numbers, medical records, online purchasing behavior,

etc. These types of attacks are mostly considered as breach of confidentiality.

Table 1. Most Common Security Breaches Based on Yayla & Hu (2011) and Kumar et al. (2008)



Multiple studies have explored the financial impact of security breach announcements
on the stock market to provide policy makers and risk managers with accurate measures of the
financial impact of security breaches but returned with mixed results (Appendix 1). Along with
these studies on the stock market reactions towards the security breach events, how to
systematically manage the information security has aroused the interest of many information
systems scholars. Nowadays, the information security management has become one of the most
extensively investigated topics in information system control literature (Cram et al., 2016).
Scholars have studied various aspects in information security management (Sommro et al.,
2016), such as developing and implementing an information security policy, human aspects of

information security management, and post-breach management.

2.2 Organizations’ Post-Breach Response Strategies

Partly because of the difficulties in developing, implementing, and executing effective
information security policies, and partly because of the inevitable "unforeseen holes" (Choi et
al., 2016, p.905) in daily information security management, complete security breach
prevention is practically infeasible (Gwebu et al., 2018). Therefore, the other stream of
literature pays the attention to investigate organizations’ effective post-breach recovery or
damage control strategies.

Focusing on what attributes good response strategies should have, on the one hand,
some studies adopt the lens of justice and argue that the perceived fairness of organizations’
post-breach responses could recover service failure (Bansal and Zahedi, 2015; Choi et al.,
2016). For example, one study suggests that response strategies that facilitate distributive,
procedural and interactional justice positively affect consumers' word of mouth and likelihood
of switching (Choi et al., 2016). On the other hand, some studies maintain that effective
response strategies help consumers reduce their cognitive dissonance based on the argument

that individuals avoid the cognitive dissonance (Goode et al., 2017; Gwebu et al., 2018). In



terms of the compensation as a post-breach recovery tool, any discrepancy between consumers'
expected compensation and experienced compensation will negatively affect consumer
repurchase intentions (Goode et al., 2017). Considering that corporate reputation (CR) and
negative opinions towards a security breach event create a natural cognitive dissonance, it is
found that response strategies’ effectiveness vary depending on CR (Gwebu et al., 2018).
Specifically, if organizations have high reputation, response strategies can appear less relevant
to their post-breach stock market performance. On the contrary, for less reputable
organizations, moderate response strategies and image renewal response strategies can
effectively alleviate the negative post-breach stock market reactions (ibid.).

Whereas studies on organizations’ post-breach response strategies have made
admirable efforts in investigating the desired attributes good response strategies should have,
consumers’ threat appraisal and coping appraisal regarding the security breach event itself are
largely overlooked. On the contrary, the literature on individuals’ volitional coping behaviors
against the IT security threats emphasizes that facing an unpleasant situation, individuals’
threat appraisal and coping appraisal against the situation emerge automatically (Liang et al.,
2019), and that the threat appraisal itself will motivate individuals to take actions against the
situation (Rogers, 1975; Chakraborty et al., 2016).

Combining the literature on individuals’ volitional coping behaviors against the IT
security threats with the literature on organizations’ post-breach response strategies, we argue
that consumers’ post-breach reactions are likely to be a function of both the attributes of ORS
and consumers’ appraisals regarding the security breach event itself. However, such
integration, to the best of our knowledge, has not been sufficiently theorized despite its both
conceptual and practical importance in the IT security breach domain. To fill this research gap,
we aim to study how organizations’ post-breach responses and security breach incidents jointly

affect consumers' appraisals, which, in turn, affect consumers' post-breach reactions, such as



the re-transaction intentions. To achieve our purpose, we extend the PMT in two ways, as
explained below.
2.3 Protective Motivation Theory (PMT)
PMT theorizes individuals' cognitive and behavioral processes to manage a focal threat
(Rogers, 1983). The model consists of two cognitive mediating processes: the threat appraisal
and the coping appraisal (Rogers, 1983; Floyd et al., 2000; Anderson & Agarwal, 2010; Li et
al., 2019). Whereas the threat appraisal process stresses that the perceived threat and a desire
to avoid the potential losses associated with the threat trigger the motivation toward protection
(Menard et al., 2017), the coping appraisal refers to individuals’ assessment over the available
coping mechanisms against the focal threat. Specifically, the threat appraisal includes
perceived vulnerability and perceived severity when individuals face a certain threat. Perceived
vulnerability refers to one’s likelihood of being exposed to a threat. Perceived severity stresses
the impact of the potential consequences related to the threat, stressing the level of the threat.
Together, the two factors drive individuals to take actions to cope with the perceived threat
(Vance et al., 2014). In the coping appraisal, three more factors to consider are response
efficacy, response costs and self-efficacy. Whereas response efficacy refers to individuals’
evaluation on the effectiveness of the coping mechanism, self-efficacy reflects individuals’
perceived ability to conduct the available coping mechanism. Together, the perceived efficacy
will increase the likelihood of adopting the available coping mechanism. However, the
perceived extrinsic or intrinsic personal costs of performing the coping mechanism (i.e.,
response costs) will decrease the likelihood of adopting the available coping mechanism (Lee
& Larsen, 2009).

The threat appraisal and the coping appraisal together determine individuals’ behavioral
intention, which is the typical dependent variable in PMT research. Underlying the threat

appraisal is the trade-off between rewards associated with undertaking the protection activities



and the potential losses of not doing so. The coping appraisal is associated with the cost-benefit
analysis of taking certain coping mechanisms (Vedadi & Warkentin, 2020). Thus, PMT
provides a good framework to understand individuals’ behavioral intention or to persuade
individuals to follow certain recommendations (Floyd et al., 2000). In the literature on
individuals’ volitional coping behaviors against IT security threats, PMT has been used to
understand employees’ information security policy (ISP) compliance (Herath & Rao, 2009;
Menard et al., 2017; Johnston et al., 2015; Li et al., 2019), ISP violations (D'Arcy et al., 2014;
Johnston et al., 2016), executives’ decision of anti-malware software adoption (Lee & Larsen,
2009), individuals’ continuance intention of using certain security solution (Vedadi &
Warkentin, 2020), and computer users’ security behaviors (Anderson & Agarwal, 2010; Liang
etal., 2019).

Before utilizing PMT to understand how security breaches and ORS jointly affect
consumers’ threat and coping appraisal toward the re-transaction intention, it is important to
extend the original PMT model in two ways. Firstly, focusing on the perceived vulnerability in
the threat appraisal of the PMT model, previous studies typically argue the perceived
vulnerability as reflecting one’s perceived likelihood of exposing to a focal threat, e.g.,
password being breached (Menard et al., 2017). However, the security breach may lead to
different types of losses and thus is associated with various risks. Inspired by the risk literature,
we argue that the perceived vulnerability suits to be formally conceptualized and
operationalized as a multidimensional construct associating with different types of risks.
Specifically, in line with previous risk studies, we focus on financial risk, performance risk,
social risk, time risk, psychological risk, and privacy risk (Almousa, 2011; Bertea, 2015;

Avriffin et al, 2018). We explain the key concepts in Table 2 and more details in Appendix 2.
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Risk Descriptions
Dimensions
Financial risk is “the potential monetary outlay associated with the initial purchase price as
Financial \_NeII as the subsequent mqintenance_cost of the product” (Grewal et al., 1994). This definition
risk is currently _expan_ded_wn_h financial Ic_)ss occurring due to fraud (Featherman _& Pavlou,
2003). So, financial risk is the potential monetary loss consumers may experience after
buying a product or service.
Privacy risk is the probable loss of control over personal information, for instance when data
Privacy is used withou_t data subject’s awareness or approval. Identity th_eft in general is a severe
risk example of privacy loss where criminals use the victim’s identity to perform fraudulent
transactions. Privacy was found relevant by Featherman and Pavlou (2003) and Jarvenpaa
and Todd (1997).
Performance risk is the potential loss that will occur due to the failure of a product to perform
Performance | & expected (Mitchell, 1999) Performance risk addressgs t_he circumstance of the prod_uct to
risk be bought and ‘the possibility of the product malfunctioning and not performing as it was
designed and advertised and therefore failing to deliver the desired benefits’ (Grewal et al.,
1994).
Time risk is defined as the time that consumers face losing when making a bad purchase
Time decision by wasting time on searching and making the purchase, learning how a product
risk works or needing to use support when the product does not function as predicted (Featherman
& Pavlou, 2003).
Psychological risk is the risk that the consumer’s peace of mind or self-perception will be
psychological dist_urbed negatively_ by the performance of the e-commerce merchant or t_he product
risk (Ml_tchell, 1999)_. It is the _potenyal loss of self—esteem stemming fr(_)m th_e failure to not
achieve the buying of the intentioned product or service. Psychological risk captures the
chance that the selected product will not match with the buyers’ self-image.
Social risk is the final aspect of risk (Cunningham, 1967) and constitutes the potential risk
Social of losing a certain status in one’s sogial group as a_result Qf buying a product or service
risk (Featherman & Pavlou, 2003). So social risk is associated with perceptions that others have
towards the product that is bought. For instance, it could make the buyer look foolish or
untrendy.

Table 2. A Summary of Risk Dimensions Based on the Literature

Secondly, focusing on the response efficacy in the coping appraisal of the PMT, the
original model assumes that actors who appraise the threats evaluate their response efficacy on
the coping actions available to them (Rogers, 1975; Vishwanath et al., 2018). We term this as
the unitary actor perspective. Facing a security breach event, individuals can certainly take
some problem-focused coping actions against the security breach event. For example, studies
show that individuals may alleviate their concerns over the security breach by actively
monitoring their bank transactions (Chakraborty et al., 2016; Aivazpour et al., 2018). However,
systematic post-breach management is critical in preventing the organization from future
possible security breach events. Such complex coping actions can only be taken by the
organization rather than individuals such as consumers (Gwebu et al., 2018). Organizations

may take different coping actions and these coping actions are typically reflected by their post-
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breach response strategies. Focusing on varied ORS, in our study, we argue that consumers
implicitly delegate an organization the duties to protect them from further losses due to the
focal and any potential security breach events (Poddar et al., 2009). Losses include such as
losses of personal or monetary information (in the case of theft of information security breach)
or service failure (in the case of DoS security breach). Following Pavlou et al. (2007), we label
this understanding as the principal-agent perspective of PMT, proposing that in the coping
appraisal processes, individuals evaluate the response efficacy of the coping mechanisms taken
by the external agents, especially when such mechanisms are critical yet unavailable to the
individuals. The understanding is in line with the psychological contract theory, “specifically,
the psychological contract perspective posits that social exchange partners establish a contract,
which can be developed explicitly or implicitly, to delineate obligations between partners in
the exchange (Choi et al., 2016, p.910)”. Below we use this principal-agent perspective of PMT

to further develop the hypotheses.
3. Hypothesis Development

PMT allows us to model the individual’s responses to threat and protective actions via a threat
appraisal and coping appraisal process (Floyd et al., 2000; Anderson & Agarwal, 2010).
Whereas the PMT model is widely used in studies on individuals’ volitional coping behaviors
against the IT security threats, we apply the PMT model to study how security breach incidents
and organizations’ post-breach response strategies jointly affect consumers’ threat and coping
appraisals, which, in turn, affect consumers’ post-breach reactions, such as the re-transaction
intentions. To achieve this purpose, we theoretically extend the original PMT model in two
ways. Firstly, by focusing on the perceived vulnerability in the threat appraisal process, we
argue that a threat leads to various risks with some risk dimensions that might be more relevant
to a security breach than others. As a result, perceived vulnerability should be formally

conceptualized and operationalized as a multidimensional construct associated with different
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types of risks. Secondly, focusing on the response efficacy in the coping appraisal process, we
argue that actors who appraise the threats may evaluate the response efficacy of the coping
mechanisms taken by the external agents, especially when such mechanisms are critical yet

unavailable to the actors.

In our study, while the focal threat is security breach, covering DoS, virus attack and
theft of information (Yayla & Hu, 2011), it may lead to different types of losses and thus is
associated with various risks, namely the financial risk, performance risk, social risk, time risk,
psychological risk, and privacy risk (Almousa, 2011; Bertea, 2015; Ariffin et al, 2018). We
assume that consumers implicitly delegate the organization the duty to protect them from
further losses due to the focal and any potential security breach incidents (Poddar et al., 2009)
as systematic coping mechanisms against a security breach incident are unavailable to
consumers (Gwebu et al., 2018). In our research design, consumers learn the information about
the security breach together with the ORS, ranging from defensive strategy, moderate strategy
accommodating strategy, and image renewal strategy (Gwebu et al. 2018), supplemented with
a fifth baseline strategy, “no response”. After that the threat appraisal and coping appraisal are
practiced and depending on the security breach types and different response strategies,
consumers will react differently in terms of their threat and coping appraisals. We further argue
that these PMT constructs are directly relevant to consumers’ intention to re-transact after a
security breach announcement. Figure 1 captures the proposed model. We justify each of the

hypotheses below, starting from the PMT in the theoretical development.
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Figure 1. The Proposed Model Based on the PMT

The threat appraisal process includes the evaluation of perceived vulnerability and
perceived severity. Perceived vulnerability is one’s assessment of the probability of being
exposed to a threat, or the perception of experiencing possible negative consequences from
performing a risky behaviour (ibid.). In our study, a security breach event represents the focal
threat. The threat potentially leads to different losses and thus various risks. Thus, we formally
conceptualize the perceived vulnerability as the perceived risk (Pavlou, 2003) with some risk
dimensions that might be more relevant to a security breach. Individuals who perceive
vulnerability (i.e., the perceived risks in our contexts) will likely cope with the breach threat
and adapt their behaviour accordingly (Rogers, 1983). Previous studies have related perceived
risk to different information security protective actions in organizations (Menard et al., 2017).
In our context, we argue that not to further transact with the breached organization is a
reasonable reaction of a consumer to deal with the potential threat in information leakage and
virus attacks. As we argue below, consumers’ threat appraisals also depend on ORS. If all else
is equal, in line with the above logic, we argue that a security breach incident, exhibiting
various types of risk, can significantly affect consumers’ intention to re-transact with the

breached organization. Hence, we propose:
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H1: There is a negative relationship between consumers’ risk evaluation of an online merchant

with a security breach and their intention to re-transact with the breached merchant.

The second factor in the threat appraisal process is the perceived severity of the breach. The
significance of a threat affects individuals’ willingness to cope with it and adapt their behaviour
accordingly (Rogers, 1983). Whereas perceived risks underscore a consumer’s expectancy of
exposure of a threat, perceived severity refers to one’s fear about the impact of the potential
consequences related to a threat, stressing the level of the threat in the focal context. Similar to
the aforementioned logic that no remedies means no actions, if a consumer deems the perceived
risks to be nothing serious, the consumer will not take any actions against the threat (Rogers,
1983). All else being equal, given various risks potentially associated with a security breach,
we argue that as the perceived severity increases, a consumer’s intention to re-transact with the

breached organization decreases. Therefore, we propose:

H2: There is a negative relationship between consumers’ evaluation of severity of a security

breach and their intention to re-transact with the breached merchant.

In most security breaches, the organization also announces the actions taken against the
breaches. As argued above on the principal-agent perspective of PMT, response efficacy in this
context is the degree to which the individual consumer’s belief that the actions taken by the
breached organization are effective in alleviating the associating problems. Given the security
breach incident and breached ORS, they evaluate whether the response sufficiently mitigates,
controls, or compensates for the perceived damage associating with the security breach incident
(Anderson & Agarwal, 2010). Suggested by PMT related studies, the efficacy of the focal
coping mechanism has a significant positive relationship with the intention to practice
proactive behaviours (e.g., Goode et al., 2017; Gwebu et al., 2018), and if the actions taken can
address the potential risks associating with the security breach incident, consumers will have a

higher chance to restore their confidence to the breached organization. Thus, we argue that all
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else being equal, higher perceived response efficacy is associated with higher consumers’
intention to re-transact with the breached merchant. In our exploration of how consumers
appraise the response strategy of organizations after a security breach, we treat the response

costs and self-efficacy as control variables, while we hypothesize that:

H3: Consumers’ positive appraisal of the organization’s response efficacy has a positive effect

on their intention to re-transact with the breached merchant.

As mentioned above, we deem the perceived risk as a multidimensional construct with some
risk dimensions that might be more relevant to a security breach. The construct includes six
dimensions, viz., financial risk, performance risk, social risk, time risk, psychological risk and
privacy risk (Almousa, 2011; Bertea, 2015; Ariffin et al, 2018). After a security breach,
consumers may be concerned that their personal information (e.g., credit card or bank account
data) will be leaked resulting in financial consequences. Also, security breaches might lead to
service downtime, and time risk increases when consumers want to shop from an online
merchant that is not available. They might search for the product elsewhere or wait until the
web shop is back online, which might lead to increased time risk, or the performance of web
shop may not match the expected standard. The psychological risk, defined as a consumer’s
dissatisfaction in choosing a poor service despite having a huge array of choices (Mitchell,
1999), can take place when a shopping goal is not attained (Ariffin et al., 2018) due to the
security breach. Consumers might also be concerned about the potential loss of reputation in
their social groups (i.e., social risk) due to dissatisfaction of using the breached shopping
channel (c.f., Stone & Grgnhaug, 1993). Broadly speaking, whereas DoS and virus attacks
usually target at damaging organizations’ service level, the theft of information aims at
organizations’ or customers’ confidential data. Arguably, depending on their purposes,
different types of security breach can lead to different risks. Accordingly, consumers’ appraisal

of the risk will vary with types of security breach. We thus hypothesize:
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H4a: The type of security breach determines a consumer’s appraisal of the risk.

Although each type of security breach can have different consequences, DoS and virus attacks
have a strong negative impact on the presence of web shops (Yayla and Hu, 2011), leading to
system outages, and decreased service availability. Such attacks, however, rarely result in loss
of confidential data (Yayla & Hu, 2011). Theft of information is often categorized as a breach
of confidential information and may result in both intangible and tangible costs. Comparing to
DoS and virus attacks, we argue that the theft of information breach triggers consumers to feel
the damage is greater (i.e., higher perceived severity) because such information breaches can

cause direct losses for consumers. As a result, our next hypothesis is:
HA4b: The type of security breach determines a consumer’s appraisal of the severity.

Whereas in hypothesis 3, we argue that the response efficacy of ORS is positively associated
with consumers’ re-transaction intention, the level of response efficacy of a specific response
strategy perceived by consumers arguably depends on the type of security breach incident as
well. For example, no response could be more harmful in the case of the theft of information
rather than the case of the DoS. Besides, a perceived proactive and more protective response
strategy could be typically seen as more effective. Furthermore, for bigger security breaches,
consumers will demand a more effective response from the focal organization and hence,
assuming everything else to be equal, more serious, or bigger security breaches will dilute the

efficacy of organizations’ responses. S0, we derive the following hypothesis:

H4c: The type of security breach determines a consumer’s appraisal of the breached

organization s response efficacy.

Returning to organizations’ post-breach response strategies, in general, acknowledging a
security breach is more effective than denial or no response (Bansal & Zahedi, 2015) in

rebuilding consumers’ trust. A taxonomy of ORS is outlined by Gwebu et al. (2018), including
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defensive, moderate, accommodating, and image renewal. The efficacy of such strategies on
stock market performance was examined via an event study. The moderate and image renewal
strategies seemed to be more effective than the defensive or accommodating ones, but their
effectiveness is subject to CR. We speculate that the accommodating and image renewal
strategies are more effective in reducing consumers’ concerns and contribute to their appraisal.
To the extent that a response strategy suggests the risk mitigation mechanisms (such as files
are protected, security measures are used, etc.), consumers’ feeling of risks will be reduced
because of these security measures are provided by the organization. Consequently, we propose

our hypothesis as:

Hb5a: An organization’s response strategy to handle the security breach determines a

consumer’s appraisal of the risk.

Similarly, security measures taken by the organization may also reduce consumers’ perception
of severity regarding the risks. For example, if the files are protected, consumers may perceive
the theft of information attack to be less severe. If the security breach is announced as one
single incident where consumers are protected, the perception of the seriousness of the
incidents can be managed at a reduced level (c.f. Gwebu et al., 2018). Given a focal security
breach, different response strategies signal different capabilities or willingness of organizations

to deal with the breach event. We thus argue:

H5b: An organization’s response strategy to handle the security breach determines a

consumer’s appraisal of the severity.

Overall, more protective strategies can demonstrate better the efforts of the breached
organization, its willingness to invest in handling the security breach incident, its commitment
and sincerity to rebuild stakeholder’s confidence, and its pledge to avoid similar security breach

incidents from happening in the future. Depending on different types of response strategies and
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the experienced security breach incident, arguably one’s evaluation over the response efficacy

also vary. Thus, we have:

H5c: An organization’s response strategy to handle the security breach determines a

consumer’s appraisal of the breached organization’s response efficacy.
4. Methodology
4.1 Research Design and Measurement

We conducted a vignette-based survey to collect empirical data to test our conceptual model.
Vignettes represent simulations of real-life situations (Gould, 1996) in the form of “stories
about individuals, situations and structures which can make reference to important points in
the study of perceptions, beliefs, and attitudes” (Hughes, 1998; p. 381), where participants are
presented with a hypothetical situation and are questioned about their beliefs and perceptions
(e.g., Daft et al., 1987; EI-Shinnawy & Markus, 1992; Russ et al., 1990). Whilst vignettes are
not commonly used in IS studies (but see Couger, 1989; Dennis et al., 2012; Gattiker & Kelley,
1999; Harrington, 1996; Jarvenpaa & Staples 2000; Robert et al., 2009 for exceptions), they
can be particularly useful for the investigation of perceptions, beliefs, and attitudes (Hughes,
1998, Murphy et al., 1986, Pierce et al., 2000), while prior research has also incorporated
vignettes for the study of trust (Buskens & Raub 2002; Dennis et al., 2012; Elsbach & Elofson,

2000; Nakayachi & Watabe, 2005; Robert et al., 2009).

We focus on five ORS and investigate their efficacy to deal with the three types of
security breaches. As a result, 5*3 scenarios are used in this study. We relied on examples from
databreachtoday.com and the literature to design our vignettes. Specifically, three types of
security breaches (DoS attack, virus attack and theft of information) are derived from Yayla

and Hu (2011). The five ORS include the defensive, moderate, accommodating, and image
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renewal strategies from Gwebu et al. (2018), supplemented with a fifth response strategy of no

response. The details of the scenarios are listed in Appendix 3.

During the data collection, the participants were first asked to provide the name of a
web shop they had visited recently and to evaluate the CR. Then they were presented with one
of three vignettes describing the security breach, followed by one of five vignettes describing
the ORS. Participants were randomly assigned to one of these fifteen scenarios (3*5). After
that, they answered questions regarding the perceived risks (six dimensions), perceived
severity, response efficacy, and intention to re-transact with the breached organization, as well

as other control variables (response costs, self-efficacy, and demographic data).

To establish the survey questions, we adapted all measures from prior studies.
Appendix 4 lists the items we adopted to measure the principal constructs and key control
variables, which, apart from the security breach announcement, are all measured with the use
of a seven-point Likert scale from strong disagreement to strong agreement. To increase
validity, some Likert scale items were reversed. Before launching the large-scale data
collection, a pre-test with a small group of fifteen respondents was organized to check for

consistency and improve the clarity of the questionnaire for each of the two studies.
4.2 Data Collection, Manipulation and Collinearity Checks

We used Amazon Mechanical Turk (AMT) to collect the empirical data between June and July
2021. AMT is increasingly considered as a valuable source to support research in information
systems (IS) (Mamonov & Koufaris, 2020; Windasari et al., 2021) and is well recognized by
IS scholars (Lowry et al., 2016). To obtain sufficient survey respondents and to avoid potential
cross-cultural effects, we have limited the AMT survey participants to those living in the
United States. To encourage participation commitment, we pay for each valid response at the

market’s hourly rate of US$6. We conducted two rounds of data collection. We first explored
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the validity of the survey responses with 100 responses in June 2021. We then proceeded with

the rest of data collection at AMT in July 2021. After three weeks of data collection, we

obtained 964 responses. After checking the answering time and removing the duplicated IP

address, 573 responses were confirmed as valid data to proceed with the further data analysis.

Table 3 summarizes the demographics and Table 4 shows the distributions of survey responses

to each vignette scenario.

Gender Percentage Education Percentage Work experience | Percentage
Female 46.6% high school or | 25% >=5 years 15%
Male 52.7% below 6-10 years 15%
Others 0.6% bachelor 50.3% 11-20 years 25.6%
master 23% 21-30 years 20.3%
doctorate 1.7% 30-40 years 14.7%
30 years or above | 9.6%
Annual income Percentage Age Percentage Online
$9,999 and below | 14.2% Under 20 0.2% purchases in the | Percentage
$10,000-29,999 24.6% 20-29 13.3% past one year
$30,000-49,999 26.5% 30-39 26.5% (times)
$50,000-69,999 14.5% 40-49 24.1% 1-10 29.3%
$70,000-89,999 10.8% 50-59 17.8% 11-20 22.7%
$90,000 and 9.4% 60-69 14.3% 21-30 15.7%
above 70 or above 3.8% 31-40 5.9%
41-50 15.7%
51 or above 13.4%
Web shop category Percentage Web shop category Percentage
Fashion, Clothing and Accessories 25.8% Groceries, Food and Drink 9.1%
Health and Beauty 8.4% Technology (including Phones and | 15.2%
Toys and Baby Equipment 0.9% Computers)
Books, CDs, and Other Physical | 6.6% Home and Furniture 5.2%
Media Flowers and Gifts 0.2%
Others 28.6%
Table 3. Demographics of Participants (n=573)
Company Response Strategy
Survey Responses No Defensive Moderate Accommodating Image
response strategy strategy strategy renewal Total
Security 1 Denial of service 45 42 42 37 37 203
?;gzc" 2 Virus Attack 31 32 35 35 40 173
3 Theft of Information 35 40 43 45 34 197
Total 111 114 120 117 111 573

Table 4. Distributions of 573 Valid Responses across Different Scenarios (3*5)

5. Data Analysis

5.1 Manipulation checks, construct validity and reliability
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As the vignette contains two manipulations, we first conducted manipulation checks. For the
three security breach types, we ask the respondents to rate the damage level after reading one
of the three randomized security breach announcements. Then we ran an ANOVA test as a
manipulation check to examine whether the damage level (1~7) varies across the three security
breach types. The ANOVA result confirms the significant between-group difference
(F=30.742, p<0.01), with low to high damage (1~7) ranging from DoS attack, virus attack, and
to theft of information. For the manipulation of ORS, we asked survey respondents to rate the
protective level (1~5) after reading one of the five randomized ORS. The manipulation check
for ORS also suggests a significant between-group difference (F=149.206, p<0.01), ranging
from no response, defensive, moderate, accommodating, and image renewal response

strategies. These two manipulation checks suggest our vignette setting is valid initially.

We next used PLS-SEM for further data analysis considering the predictive nature of
our study and the explanations of the target constructs (Hair et al., 2011). We conducted the
analysis on Smart-PLS (v.3.3.3). Table 5 shows the construct reliability and validity analysis,
with all Cronbach's Alphas above 0.82, composite reliability higher than 0.83, and the average
variance extracted above 0.71. We tested for potential common method bias. Our principal
components factor analysis, as shown in online supplementary materials Il, indicated each
factor explains roughly equal variance (6.229%~8.296%), with all eigenvalues larger than 1,
suggesting the lack of serious common method bias (Podsakoff & Organ, 1986). Furthermore,
the correlation matrix (Table 5) shows that the highest inter-construct correlations are below
0.67, while common method bias is usually evidenced by extremely high correlations (r>0.90)
(Bagozzi et al., 1991; Hong & Pavlou, 2014). Collinearity is not an issue as all Variance
Inflation Factors (VIF) are smaller than 3.0 (Hair et al., 1995). The discriminant validity is

confirmed by the exploratory and confirmatory factor analysis, with all the self-loading scores
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being much higher than the cross-loading scores (as detailed in the online supplementary

material I1), and each AVE is larger than the latent variable correlations.

CR FR PR PER PSR SR SEV RE RC SE IR
Corporate Reputation (CR) 0.758
Financial Risk (FR) -0.158 0.890
Privacy Risk (PR) -0.225 0.325 0.894
Performance Rick (PER) -0.173 0.662 0.210 0.832
Psychology Risk (PSR) -0.013 0599 0301 0517  0.749
Sacial Risk (SR) 0.048 0.375  -0.213 0.497 0.224  0.707
Severity (SEV) 0.080 0.474 0.197 0.330 0.466  0.182 0.739
Response Efficacy (RE) 0.203  -0.047 -0.578 -0.005 -0.059 0.306 -0.033 0.883
Response Costs (RC) -0.091 0.543  -0.020 0.559 0.306  0.475 0.386  0.075 0.785
Self-Efficacy (SE) 0.047 0.108  -0.477 0.217  -0.067 0431 -0.017 0.438 0.323 0.762
Intention to Re-transact (IR) 0.186 -0.431 -0.670 -0.312 -0.338 0.044 -0.294 0.430 -0.153 0.294 0.916
Cronbach’s Alpha 0.894 0.877 0.941 0.901 0.841  0.930 0.824 0.934 0.912 0.854 0.954
Composite Reliability 0.926 0.942 0.962 0.937 0.899  0.825 0.895  0.958 0.936 0.906 0.970

Table 5. Construct Validity and Reliability

Note: Diagonal elements are the Average Variance Extracted (AVE) value from their indicators.

Off-diagonal elements are correlations between constructs.

5.2 Structural Models

After confirming the reliability and validity of the construct measures, we examine the research

model in a two-stage analysis in Smart-PLS v3.3.3. We first analysed the model related to

PMT, by including the six dimensions of risk, severity, response efficacy, response costs and

self-efficacy, intention to re-transact in the statistical model. The results of the statistical model

shown in Table 6 indicates that only financial risk, privacy risk, severity and response efficacy

assert significant impacts on intention to re-transact. The insignificant effects of time risk,

performance risk, psychology risk and social risk are consistent with our speculations and

findings in our pilot study.
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Path Coefficients DV: Intention to Re-transact
Financial Risk -0.180**

Privacy Risk -0.494**
Performance Risk -0.060 (ns)
Psychological Risk 0.004 (ns)

Social Risk 0.009 (ns)

Severity -0.082*

Response Efficacy 0.109*

Response Costs -0.027 (ns)
Self-Efficacy 0.046 (ns)

R Square Adjusted 0.509

Model_Fit (Estimated Model): Chi-Square: 5139.338
SRMR: 0.236 d_ULS: 31.286

NFI: 0.687 d_G:1.696

Table 6. The Statistical Model of PMT
Note: **p<0.01; *0.01<p<0.05; ns: not significant, p>0.05

Considering self-efficacy and response costs are not the focus of the current study and
the current model fit index in Table 6 is low (SRMR=0.236; NFI=0.687), we excluded these
factors from the statistical models to examine the model fit again. When financial risk, privacy
risk, severity, and response efficacy are included as the determinants of intention to re-transact,
the model fit indicators (SRMR=0.039; NFI=0.886) became satisfactory (Bagozzi and Yi,
1988; Hair et al., 2021). Therefore, we focus on our research hypotheses with the better-fit
model as shown in Table 7 to statistically examine the relationships among three types of

security breaches, five types of responses, CR and PMT.

Path Coefficients DV: Intention to Re-transact
Financial Risk -0.217**

Privacy Risk -0.513**

Severity -0.087*

Response Efficacy 0.120**

R Square Adjusted 0.511

Model_Fit (Estimated Model) Chi-Square: 804.364

SRMR: 0.039 d_ULS: 0.156

NFI: 0.886 d_G:0.217

Table 7. The Statistical Model of PMT with A Better Fit
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Although the fifteen (3*5) scenarios are designed as manipulations, it is practically

infeasible to compare fifteen models. We thus take the following two steps for the analyses.
5.2.1 Step 1: Binary Dummy Variables and Separate Regressions

We first explore the impacts of each security breach type and each response strategy on
consumers’ threat and coping appraisal. To make the whole statistical model manageable, we
created a second-order construct of perceived risk, by including the two significant risk
dimensions as the two formative measures of perceived risk with significant loadings of
financial risk (weights of 0.348, p<0.01) and privacy risk (weights of 0.839, p<0.01) in the
formative measured construct. Then in each of the regression test, we created binary dummy
variables for three security breach types and five response strategies. Each binary dummy
variable represents one category of the explanatory variable and is coded with 1 if the case falls
in the category and with 0 if not. For example, in the binary dummy variable DoS attack, all
cases in which the respondent sees the DoS attack scenario are coded as 1, and all other cases,
in which the respondent doesn’t see the DoS attack scenario, are coded as 0. The same is done
in the Virus attack and Theft of Information attack, as well as for each of the five types of ORS.
As a result, we created three binary dummy variables for security breach and another five
binary dummy variables for ORS. This allows us to enter in the security breach type values
and ORS as numerical (i.e., either 0 or 1), which is meaningful and feasible.®> Meanwhile, to
avoid the dummy variable trap (i.e., a case of perfect multicollinearity),* we take DoS Attack
and No Response as the base lines and pool the other six binary dummy variables into three

separate regressions to explore the respective impacts of each security breach type and each

3 See

https://www.southampton.ac.uk/passs/confidence_in_the police/multivariate_analysis/linear
_regression.pagethe.

4 See https://www.jigsawacademy.com/understanding-dummy-variable-traps-regression/.
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response strategy on consumers’ threat and coping appraisal in three separate models. Below

it is one example formula.

Perceived Risk = a+b; Virus Attack + b, Theft of Information + bz Defensive Response
+ bs Accommodating Response + bs Moderate Response + bs Image Renewal + b7

Corporate Reputation (model 1)

From the coefficients summarized in Table 8, theft of information has much bigger
impacts on consumers’ risk perception and severity evaluation. Meanwhile, when facing
security breach, organizations’ response efficacy ranges from no response (baseline), defensive
response, moderate response, accommodating to image renewal strategy with increasing
positive effects in consumers’ coping appraisal. These separate regression results provide a
good foundation to code security breach as an ordinal variable, and ORS as the other ordinal

variable in the structural model, as further explained in the second step below.

Model 1: DV= Model 2: DV= Model 3: DV=
1Vs Perceived Risk Severity Response Efficacy
Virus Attack 0.012(ns) -0.002(ns) 0.075(ns)
Theft of Information 0.172** 0.356** -0.051(ns)
Defensive Response -0.085(ns) -0.074(ns) 0.154*
Moderate Response -0.284** -0.189** 0.420**
Accommodating Response -0.268** -0.061(ns) 0.468**
Image Renewal -0.239** 0.021(ns) 0.535**
Corporate Reputation -0.228** 0.073* 0.176**
Adjusted R Square 15.0% 15.1% 30.3%

Table 8. Coefficients in the Regressions of Binary Dummy and Control Variables
Baseline: DoS Attack and No Response

5.2.2 Step 2: The Overall Structural Model

Consistent with the empirical results in the first step, types of security breach can be
conceptualized and operationalized as the level of breach, while types of ORS can be
conceptualized as the extent of organizational efforts to provide explanations and taking the

responsibility and actions (c.f. Bansal & Zahedi, 2015). With this conceptualization and
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according to the results of those dummy variable regressions in the first step, we code security
breach as an ordinal variable (1-denial of service; 2-virus attack; 3-theft of information) and
similarly for ORS (1-no response, 2-defensive strategy, 3-moderate strategy, 4-accomodating
strategy, and 5-image renewal strategy). Then we include these two ordinal variables, i.e.,
security breach and ORS, together with CR, into the full model for the data analysis of the

overall structural model at Smart-PLS.

As shown in Table 9, the overall structural model is largely supported by the empirical
data. Consistent with the PMT model tested earlier, perceived risk (=-0.606, p<0.01), severity
(B=-0.069, 0.01<p<0.05) and response efficacy (p=0.118, p<0.01) have significant impacts on
the intention to re-transact, supporting H1, H2 and H3. The control variables response costs
(p=-0.033, p>0.50), self-efficacy (=0.049, p>0.50), and the demographics variables assert no
significant influence on consumers’ intention to re-transact. Security breach has a significant
direct effect on perceived risk (=0.142, p<0.01) and severity (=0.306, p<0.01), but not
response efficacy (f=-0.040, p>0.50), thus supporting H4a and H4b, but rejecting H4c. ORS
can influence consumers’ risk perception (p=-0.241, p<0.01) and response efficacy (p=0.494,
p<0.01), but not severity (p=0.010, p>0.50), thus supporting H5a and H5c, while rejecting H5b.
We have also included the key control variable CR in the model and found it significant in
determining perceived risk (B=-0.230, p<0.01), severity (8=0.080, 0.01<p<0.05), and response
efficacy ($=0.177, p<0.01). We also tested the interaction effects of ORS with security breach,
as well as CR, but found that they have no significant effects on the model. The total variance
explained for perceived risk, severity, response efficacy, and intention to re-transact are 12.7%,

9.4%, 28.1%, and 51.2%, respectively.
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Path Coefficients Pel;:iesl‘\: ed Severity REistJC(;r;;e wgi?gﬁsati
Corporate Reputation (CR) -0.230** 0.080* 0.177**

Security Breach (SB) 0.142** 0.306** -0.040(ns)

Organizational Response Strategy (ORS) -0.241** 0.010(ns) 0.494**

ORS*CR -0.016(ns) 0.030(ns) 0.016(ns)

ORS*SB 0.012(ns) 0.021(ns) 0.049(ns)

Perceive Risk -0.606**
Severity -0.069*
Response Efficacy 0.118**
Response Costs -0.033(ns)
Self-Efficacy 0.049(ns)
Demographics control variables ns

R Square Adjusted 12.7% 9.4% 28.1% 51.2%

Table 9. Statistics of The Overall Structural Model

5.3 Mediation tests

The current research focuses on the role of ORS in handling security breach to decide
consumers’ intention to re-transact. We further examined the mediating role of key constructs
of PMT (i.e., perceived risk, severity, and response efficacy) in the proposed path between
ORS and intention to re-transact. Following Zhao et al. (2010), we conducted mediation tests
using the classical bootstrapping method (Preacher and Heyer, 2008). The test results, as
detailed in Appendix 5, indicate the mediation effect of perceived risk (3=-0.9128, p<0.01),
severity (p=-0.1109, p<0.01), and response efficacy (3=0.0862, p<0.01) exists, but ORS has

no direct effect (3=0.0368, p>0.05) on intention to re-transact. We discuss the key findings and

implications below.
6. Discussion

6.1 Key findings

We set out to enhance our understanding on the impacts of security breaches and ORS on
consumers’ threat and coping appraisals. By integrating the existing risk theories in e-
commerce (Featherman & Pavlou, 2003; Forsythe et al., 2006; Forsythe & Shi, 2003;

Nepomuceno et al., 2014), we extend PMT (Rogers, 1983) to the security breach context.




Several important findings can be observed from our empirical analysis. First, the proposed
overall model was largely supported. Within the PTM, perceived risk, severity and response
efficacy are identified as the major influential determinants of consumers’ security threat and
coping appraisal process, while response costs and self-efficacy are not the focus of consumers
in reacting to the security breach. Specifically in the threat appraisal, six risk dimensions are
identified in the literature (see Table 2 and Appendix 2). Our empirical analysis suggested that
only financial risk and privacy risk were influential in determining consumers’ intention to re-
transact with the focal organization after the incident of a security breach. This finding provides
interesting explanations that differ from the existing risk literature in the e-commerce domain
(e.g., Aghekyan-Simonian et al., 2012; Featherman & Pavlou, 2003; Forsythe et al., 2006;
Forsythe & Shi, 2003; Nepomuceno et al., 2014; Almousa; 2011; Ariffin et al. 2018) and
suggests consumers do not give equal weight to risk dimensions. Appendix 2 has suggested
that financial risk, privacy risk, performance risk and time risk are the most relevant risks
investigated in the literature, as also indicated by Nepomuceno et al. (2014). Our empirical data
further demonstrated in the online shopping contexts privacy and financial consequences are
the two major concerns hindering consumers to repurchase, while making use of the
explanations from Parks et al. (2017), consumers are less sensitive to the other consequences
of security breaches because of deindividuation (i.e., as an individual they feel it is irrelevant
to them) such as in our context for social risk and psychological risk or apathy (i.e., there is
nothing they can do about it) such as in our context for time risk and performance risk also

because consumers can easily find a replacement website to shop online.

Regarding the security breach, ORS and CR, our data analysis also demonstrated
important findings. Consumers consider theft of information having the most negative effects
in their appraisal of the security breach situation and hence a security breach requires a more

sophisticated and nuanced handling process. The announcement of a security breach alone did
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increase consumers’ concerns of financial and privacy consequences, as well as severity, but
understandably not directly response efficacy as the security breach itself has not yet touched
upon on organization’s response and the breach management. Furthermore, our empirical data
also suggests when evaluating response efficacy, ORS dominates the appraisal result, hence
further explaining the unsupported H4c. Specifically, our study suggests an organization can
choose among no response, defensive, moderate, accommodating and image renewal
strategies. When a more protective ORS is included, consumers’ risk perception can be
effectively reduced, and consumers’ appraisal of a breached organization’s response efficacy
can be very positive. However, the proposed influence from ORS on perceived severity (H5b)
was not supported by our empirical data. We speculate the insignificant effect is first because
the direct overwhelming impacts from security beach on consumers’ severity evaluation
(B=0.306, p<0.01). Also, the announcement of security beach might have already introduced

some anchoring effects on consumers’ evaluation of how serious of the security incident.

We deliberately collected the data of CR prior to the security breach announcement. It
is interesting to observe that CR can assert a persistent and significant impact on consumers’
security threat and coping appraisal. This implies that CR, as based on historical performance
and past transaction experience, can play a major role in risk mitigation, and serve as a quality
signalling mechanism to consumers when organizations are faced with a security breach. The
findings of our study demonstrate the competing effects of one-time events such as a security
breach versus the long-standing impact of organizational image on consumers’ security threat
and coping appraisal. Furthermore, our mediation tests (as shown in Appendix 5) demonstrate
that consumers’ security threat and coping appraisal fully mediates the direct effect of ORS on
consumers’ intention to repurchase from the breached organization. We discuss the

corresponding theoretical and practical implications below.

6.2 Theoretical implications
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Our work fills the research gap on security breach, ORS and consumers’ appraisal of threat and
coping. Consumers are the important stakeholders and affected by the security breach. It is
critical to understand consumers’ threat and coping appraisal of ORS to handle the security
breach incidents. Our study is among the first research to extend PMT in the security breach
context. The conceptualizations of security breach and ORS, as well as the principal and agent
perspectives, in the current PMT model provides researchers with a conceptual opportunity to
further investigate PMT and its determinants. Specifically, we extend the PMT model in two
ways. On the one hand, we integrate PMT with the theory of consumer risk in e-commerce.
We recognize that the perceived vulnerability should be operationalized as a multi-dimensional
construct as the security breach incidents may lead to different types of losses. On the other
hand, we challenge the long-standing presumption that coping mechanisms against a threat are
always available to actors who evaluate the threat. We synergize the principal-agent
perspective (following Pavlou et al., 2007) in the adapted PMT in which the breached
organization is the agent who provides the coping strategy, while consumers are the principal
actors who evaluate the breached organization’s coping strategy. We argue that actors who
appraise the threats may evaluate the response efficacy of the coping mechanisms taken by the
external agents, especially when such mechanisms are critical yet unavailable to the actors.
Focusing on varied organizations’ response strategies, we argue that consumers implicitly
delegate an organization the duties to protect them from further losses due to the focal and any
potential security breach events. We label this understanding as the principal-agent perspective
of PMT, proposing that in the coping appraisal processes, individuals evaluate the response
efficacy of the coping mechanisms taken by the external agents, especially when such

mechanisms are critical yet unavailable to the individuals.

Furthermore, our study also sheds light on the theoretical applicability of PMT in the

security breach context and implies response costs and self-efficacy are not the major concern
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in consumers’ security threat and coping appraisal. Our conceptualization demonstrates that
PMT is an effective theoretical lens to explain the phenomenon of security breach and ORS.
Our mediation tests further imply consumers’ threat and coping appraisal is the necessary and
critical process for ORS to make effects to mitigate the damaging effects of security breach in
consumers’ perceptions and intentions. These findings provide a good theoretical starting point

to a fine-grained enhancement of PMT in security breach research.

More specifically, the proposed model (and the empirical data) implies that risk cannot
be regarded as one single-dimensional construct. Different types of risk can render a distinct
influence on consumers’ perceptions and can lead to different judgements as to whether to
transact with the organization in the future. More importantly, this study is among the first to
deploy the current risk theories to the context of security breaches and to conceptualize the
theoretical relationship between security breaches, ORS, and risk evaluation in e-commerce.
CR is incorporated based on the risk literature, serving as the risk mitigation mechanism in the
proposed theoretical model. Overall, we offer fresh insights about the competing impacts of
one-time security breaches and ORS, as well as long-standing CR, in determining consumers’

security threat and coping appraisal associated with online transactions.
6.3 Practical Implications

Along with the aforementioned novel contributions to the extant IM theory, our study
also brings a number of implications at the level of both the organization itself and the
consumers who avail themselves of the services of the organization. There are also policy

implications.

When it comes to the consumer implications of our study, our empirical findings
indicate that a sense of risk occurs when personal data is stolen during a security breach, along

with a sense of fear that a breach will result in significant concerns about financial and privacy
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loss. The concerns raised by the security breach announcement and ORS vary significantly
across different scenarios. Among different types of security breaches, theft of information is
evaluated by consumers as the most serious incident. Consumer’s risk perception is salient;
however, to some extent it can be compensated by one-time ORS and a long-standing CR based

on historical records and brand image.

It is important, therefore, to highlight that more proactive, long-term visioned ORS are
much more effective in managing consumers’ perception of damage. This suggests that to
mitigate potential damage to consumer confidence in the short run, breached organizations
could publicly announce the occurrence of a security breach by emphasizing that it is a rare,
one-off event and by further highlighting the long-term outstanding CR. This is in effect a form
of crisis communication (Zheng et al., 2018) and the intention would be to help the consumers
to trust that they will not suffer any financial or privacy losses due to possible future security
breaches with these organizations. In the long run, however, organizations cannot risk
damaging their reputation because a breach is a major source of negative evaluation when
consumers consider the risk levels of engaging in transactions with the organizations.
Organizations, thus, should take seriously the occurrence of any types of security breaches, and

ensure that such incidents are indeed rare and one-off.

Concurrently, the implications of our findings provide nuanced expositions for
legislative as well as policy-making processes. The ongoing pandemic has accentuated that the
internet and e-commerce are essential elements of our lives, especially in times of crisis, and
therefore legislative efforts related to security breach announcements are increasingly critical.
The legislation to mandate the announcement of security breaches, at least for publicly listed
organizations, will bring needed transparency to the public, and increase the trust of consumers
towards organizations that take privacy and security issues seriously. The effect of a security

breach announcement, however, can be compensated by the ORS in handling the security
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breach and the long-standing CR. Therefore, legislators and policymakers should engage
security experts from the industry and academia, who could help by incorporating measures
that ensure privacy and security, as well as processes on promptly announcing security
breaches. These measures may extend or augment current privacy legislation (such as GDPR)
if it is in place. Such teams of experts will be able to appreciate the timeliness and importance
of the topic, and the adverse implications that security breaches can have. Consequently, these

changes may further strengthen the confidence of consumers.
6.4 Limitations and Future Research

Our work has limitations that open avenues for further research. First, due to the design of a
cross-sectional survey, we only examine consumers’ re-transaction intention. Future research
can use the combination of objective data (such as transaction records) and subjective data
(such as survey questions) to scrutinize the differences in consumer behaviour before and after
an actual security breach. For instance, we collected the data about CR before a security breach.
Future research can focus on how security breach announcements can affect CR over time. A
longitudinal design can also help address the potential common method bias associated with

the current cross-sectional study.

Second, we only collected data from a sample population of the United States through
AMT, despite the fact that the security breach has attracted much interest in wider population
from research in the field. We, thus, invite future researchers in the field to conduct cross-
country studies and consider constructs like uncertainty avoidance and other cultural

dimensions (Hofstede et al., 2005) to further investigate and validate our findings.

Thirdly, while we incorporated a vignette-based approach, the participants might
respond differently when presented with a vignette instead of a real context (Greenberg &

Eskew, 1993). Studies in general have demonstrated that vignettes can reach the same
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conclusions as other research approaches (de Cremer et al., 2007; Shaw et al., 2003),
supporting the view that individuals respond in a similar way regardless of whether they are
presented with a vignette or a more realistic setting. While our findings are statistically
significant, vignettes represent a more subtle arrangement of different scenarios and might not
be strong enough to induce the genuine thoughts and behaviours of participants, so treatments
are more likely to fail in vignette studies, resulting in non-significant results (Hughes & Huby,

2002). Future research should investigate further our model in a more realistic setting.

Last, the world is now focused on security breaches, perhaps more so than previous
cybersecurity threats. In June 2021,° McDonald’s security breach announcement exposed
Korean and Taiwanese customers’ personal data taken from the delivery system. In the same
month, Volkswagen and Audi notified 3.3 million people in the U.S. and Canada of a breach
of personal information including driver’s license numbers, and a smaller number within that
group may also have had their birth dates, social security or social insurance numbers, account
or loan numbers and tax identification numbers leaked. A security breach represents a real
concern for businesses of all sizes. It is worthwhile to study and scrutinize the evolving
attitudes of consumers regarding these security breaches, the determination of organizations to

prevent future security issues, as well as the associated legislative developments.
7. Conclusion

Our study sheds light on the interwoven relationship among security breaches, ORS, CR,
consumers’ security threat and coping appraisal, and consumers’ intention to re-transact with
a breached web shop. Nowadays, organizations and institutions are managing a huge volume

of sensitive data about their customers (Angelopoulos et al., 2021). Data security and privacy

> https://www.databreachtoday.com/
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are paramount concerns for both consumers and organizations (Lowry et al., 2017). As
consumers continue to share data for online transactions and organizations become more
dependent to store data on the cloud, the concerns of potential security breaches and the
demand for data protection will continue to grow. Our work demonstrates how security
breaches and ORS may affect consumers’ evaluation of the situation, the way an organization
conducts business, and the potential ramifications for failing to adequately protect sensitive
data. This study provides a springboard for future investigation in this domain. We, thus, call

on IM scholars to further focus on security breach, data privacy, risk management, and ORS.
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Appendix 1. Overview of Security Breach Literature Related to Stock Market

# of Impacts on
Study Breach Stock Additional Findings
Events Performance
Goel &
Shawky, 168 -1% SM*
2009
Cavusoglu
etal., 2304 66 -2.1% SM*
Campbell et | 43 attacks, Y Confidenti_al prgaches impacted the finanpial _
al. 2003 38 firms es performance significantly, vv_hereas non-confidential
’ breaches did not.
Greater loss if the business is small. Greater loss if
Telang & 147 -0.63% SM* the market is highly competitive. Change in stock
Wattal, incidents, ' price is greater when the breach is not fixed by the
2007 18 firms time the announcement is made. Greater loss if the
security flaw is perceived to be more severe.
Ko &
Dorantes, 19 No long-term impact could be found.
2006
Garg et al., 29 -0.5%-1.0%
2003 AR**
Hovav & Only focuses on DoS (Denial of Service) attacks.
D’Arcy, 20 Losses shown when the Websites were a component
2003 of the core sources of income.
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D’Arcy, 186 f . .
2004 aced with a virus attack.
Pure E-commerce businesses are more heavily
influenced than conventional brick and mortar stores.
DosS attacks have a greater impact than other types of
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Hu. 2011 104-123 -0.9% SM* the breach influences the degree of impact. Rgs_ults
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Appendix 2. Overview of Studies on Perceived Risk Dimensions

Risk Dimension
/ Study

Featherman &
Pavlou, 2003

Crespo et
al., 2009
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al., 2014
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2006
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Ariffin et al,
2018

Financial
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*
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*

*

Privacy
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*
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*

Product /
Performance

*

*

*
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Time/
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Psychological

Social
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Overall

*

Note: * The risk dimension is investigated in the corresponding study.
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Appendix 3. Survey Setup and the Vignettes

Before answering this questionnaire, please read the story on the next page carefully. Then
keep this story in mind while responding to the questions following this story. This test takes
about 15 minutes and is completely anonymous. Thank you for your participation.

Story for questionnaire (3*5 vignettes)

Consider the most recent web shop where you have purchased something. Any web shop may
be chosen, but it must be a purchase that you have completed over the internet. During this
purchase you have entered some details that were needed to complete the transaction. This data
included your name, email address, password, home address, your telephone numbers, and also
your bank or credit card number(s).

Now imagine that a few months after your purchase, the web shop is affected by a security
breach.

[Then survey response will see one of the three types of security breaches, followed by one of
the five organizational response strategies]

1. Vignettes for three types of security breaches (SB)
SB1 - Denial of Service

Specifically, the web shop experienced a Denial of Service (DoS) attack. The DoS attack is a
cyber-attack that the attacker seeks to make the target services (i.e., services of web store in
this case) unavailable to its legitimated users by temporarily or indefinitely disrupting services
of the target. Though the web shop can limit the concurrent connections to its web store, the
countermeasure is often prone to high degree of false-positives. That means that you, as a
legitimated user, probably cannot access its web store either. In fact, indeed, if you visit its web
store right now, you cannot access the store. You don't know when the attack will be over.

SB2 - Virus Attack

Specifically, the web shop experienced a malicious virus attack. Though it is not uncommon
that web shops have anti-virus software to prevent such virus attacks, the virus apparently
found its way to self-replicate in the web shop's computer system. As a result, at least some
files and data, stored and recorded in the systems of the web shop were destroyed. That may
include your personal information. In that case, you may need to retype the information again
in your next shopping in this web shop. In any cases, the web shop needs to install patches to
repair the damaged files and data. The repairs may lead to system downtime.

SB3 - Theft of information

Specifically, the web shop experienced an attack of theft of information. This means that
privacy-sensitive data, recorded and stored in the web shop during your purchase transaction,
was acquired by hackers. It is not uncommon that hackers publish data online or sell sensitive
data to another party. This may grant other people access to your data. You may thus, for
example, receive spam or malicious messages. Strange bank account transactions may also
occur because your credit card data was sold. The combination of your email address and
password may give others the opportunity to login to your accounts including your social media
accounts, online bank accounts and email accounts.
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2. Vignettes for five organizational response strategies (ORS)
CRS1 — No Response

[Message empty]

CRS2 - Defensive Strategy

You also learn that the web shop claims the breach occurred due to their security provider's
negligence. The web shop itself only has limited or even no responsibilities.

CRS3 — Moderate Strategy

You also learn that the web shop states it has a strong history of data privacy. The web shop
values the relationship with its customers and other stakeholders. The breach is rather an
isolated act.

. For SB1: The web shop also claims that it believes the breach won't affect customers after
the breach is fixed.

. For SB2: The web shop also claims that the lost data were encrypted and password
protected.

. For SB3: The web shop also claims that it believes the breach won't affect customers after
the breach is fixed. The web shop also claims that the lost data were encrypted and
password protected.

CRS4 — Accommodating Strategy

You also learn that the web shop explicitly apologized for the occurrence of the security breach.
The web shop also takes steps to repair and control the damage. Financial compensations are
possible if customers experience damages during the attack.

CRS5 — Image Renewal

You also learn that the web shop claims it has implemented security measures to prevent a
recurrence of such an attack. The web shop will, in any cases, help customers and other

stakeholders. The web shop values stakeholders' privacy. It claims that safeguarding the
privacy data is a top priority and that it committed to protect stakeholder data.
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Appendix 4. Survey Items for Principal Constructs

Scale: Strongly disagree (1) ~ Strongly agree (7)

Perceived Financial Risk (Nepomuceno et al., 2014)

o If I bought an item for myself within the next twelve months, | would be concerned that
the decision to spend money on the item would not be wise.

o Purchasing this item could involve important financial losses.
If 1 bought this item for myself within the next twelve months, | would be concerned
that | would not get my money’s worth.

Perceived Privacy Risk (Nepomuceno et al., 2014)

o | feel my personal privacy is protected when shopping at this web shop. (Reverse
coded)

o | feel safe in my transactions when shopping at this web shop. (Reverse coded)

o This web shop has adequate security features. (Reverse coded)

Perceived Time Risk (Nepomuceno et al., 2014)

o Purchasing an item at this web shop could lead to an inefficient use of my time.
o Purchasing an item at this web shop could involve important time losses.

o Purchasing an item on this web shop wastes my time.

Perceived Performance Risk (Nepomuceno et al., 2014)

o If I were to purchase an item within the next twelve months, | would become concerned
that the item will not provide the level of benefits that | would be expecting.

o As | consider the purchase of an item soon, | worry about whether it will really
“perform” as well as it is supposed to.

o The thought of purchasing an item at this web shop causes me to be concerned for how
reliable that product will be.

Psychological Risk (Littler & Melanthiou, 2006; Zhao et al., 2008)

o | would feel annoyed with myself in case | decided to use the web shop again and
something went wrong in the transaction, since | would think I made the wrong
decision to use the web shop.

o If something went wrong with the web shop, | would feel frustrated.

o If something went wrong with the web shop, | would feel concerned.

Social Risk (Hanafizadeh & Khedmatgozar, 2012; Featherman & Pavlou, 2003)

o | am sure that if | decide to use the web shop again and mistakes or fraud happen in my
transactions, | will lose my good position among my friends, family, and colleagues.

o Using the web shop will negatively affect the way others think of me.

Severity (Herath & Rao, 2009)

o The security breach affects me directly.

o The security breach is severe.

o | think security breach is serious and needs attention.
o The security breach is exaggerated (Reverse coded).

Response efficacy (Li et al., 2019)

o The organization’s response will keep security breaches down.

o Based on the organization’s response, the chance of information security breaches
occurring will be reduced.

o The organization’s response helps to solve the security problems

Intention to Re-transact (Paviou, 2003)

o When given the possibility I intend to use this web shop, knowing that it has been
breached.

o When given the possibility | predict that | should use this web shop in the future.
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o It’s likely that I will transact with this web shop in the near future.

Key Control Variable: Corporate reputation (Jarvenpaa et al., 1999; Park et al., 2012)
o | believe that the web shop has a reputation for being fair.

o The web shop is well respected.

o This web shop has a reputation for being honest.

Key Control Variable: Response costs (Menard et al. 2017)

o The organization’s response is burdensome for me.

o The organization’s response would require too much from me.

o The organization’s response is not worth it.

Key Control Variable: Self-Efficacy (Lee & Larsen 2009)

o Itis easy for me to address this security breach issue.

o | can fix the security breach problem by myself.

o | have the capability to solve possible security beach errors or problems.

Appendix 5. Mediation Tests

Run MATRIX procedure:
KAk Ak Kk Ak Ak kA k Kk Kk Kk k% PROCESS Procedure for SPSS Version 4.0 KAk Ak Kk Ak Ak kA k Kk Kk Kk k%

Written by Andrew F. Hayes, Ph.D. www.afhayes.com
Documentation available in Hayes (2022). www.guilford.com/p/hayes3

KK AR A A AR A A A A AR A AR A AR A AR A AR A A A A A A A IR A A IR A A I A A I A AR AR I AR I AR A AR A AR A AR A AT A AR A A KA KK

Model : 4
Y : DV (note: Y=DV=Intention to Re-Transact)
X : ORS (note: X=IV=Organization Response Strategy)
M1 : Risk (note: Risk=Perceived Risk)
M2 : Severity
M3 : REffi (note: REffi=Response Efficacy)
Sample
Size: 573

KK AR A A AR A A A A A AR A A A A AR A AR A AR A A A A AR A A A A A A A A A A I A A IR A A I A A A AR A AR AR A AR A A A AR A A XA KK

OUTCOME VARIABLE:
RISK

Model Summary

R R-sg MSE F dfl df2 P
.2509 .0630 .9404 38.3629 1.0000 571.0000 .0000
Model
coeff se t P LLCI ULCI
constant .5398 .0961 5.6181 .0000 .3511 .7285
ORS -.1796 .0290 -6.1938 .0000 -.2365 -.1226

R I R I S b I S b I Sb b I S b I S b Sh S b S S S S I S dE S R e S b I Sb b I S b I S b I Sb b I S b S Sb b S Sb e S db e Sh Sb I Sb b Sb b b Sb db 3 S 3

OUTCOME VARIABLE:
Severity

Model Summary

R R-sg MSE F dfl df2 i)
.0255 .0007 1.3588 .3716 1.0000 571.0000 .5424
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Model

coeff se t P LLCT ULCI
constant 5.3463 .1155 46.2908 .0000 5.1194 5.5731
ORS .0212 .0348 .6096 .5424 -.0472 .0897

KK R AR R AR A A A A A A A A A A A A AR A AR A AR A AR A AR A A AR AR A A A AR A AR A AR A AR A A AR AR A AR A A AR A ARk kK

OUTCOME VARIABLE:
REffi

Model Summary

R R-sgq MSE F df1l df2 o)
.5012 .2512 2.1414 191.5300 1.0000 571.0000 .0000
Model
coeff se t o) LLCI ULCI
constant 2.3644 .1450 16.3081 .0000 2.0796 2.6492
ORS .6054 .0437 13.8394 .0000 .5195 .6913

KK AR A A AR A A A A A A A A A A AR A AR A AR A A A A A A A KRR A KA A KA AA I A A I A A I AR I AR A AR A AR A AR A AT A AR A A KA KK

OUTCOME VARIABLE:
DV

Model Summary

R R-sg MSE F dfl df2 P
L7170 .5142 1.0635 150.2750 4.0000 568.0000 .0000
Model

coeff se t ) LLCI ULCI
constant 4.9020 .2369 20.6929 .0000 4.4367 5.3673
ORS .0368 .0357 1.0310 .3030 -.0333 .1068
RISK -.9128 .0533 -17.1113 .0000 -1.0176 -.8081
Severity -.1109 .0397 -2.7914 .0054 -.1889 -.0329
REffi .0862 .0332 2.5946 .0097 .0210 .1515

ER e I I I b b b b b I I I i 2 DIRECT AND INDIRECT EFFECTS OF X ON Y PR I I e b I b b b b I I I I 2
Direct effect of X on Y
Effect se t o) LLCT ULCI
.0368 .0357 1.0310 .3030 -.0333 .1068

Indirect effect(s) of X on Y:

Effect BootSE BootLLCI BootULCI
TOTAL .2138 .0369 .1398 .2874
RISK .1639 .0289 .1095 .2239
Severity -.0024 .0039 -.0111 .0052
REffi .0522 .0246 .0052 .1008

AKAkKAAkAkARAAIAA XA A XA A XA AKX K ANALYSIS NOTES AND ERRORS AKAkKAKAkKAkAIAA R A A XA A XA A XA A KKK

Level of confidence for all confidence intervals in output:
95.0000

Number of bootstrap samples for percentile bootstrap confidence intervals:
5000
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0.806
0.198
0.253
0.287
0.053
0.144
-0.012
0.101
0.117
0.139

12
-0.099

-0.087
-0.025
0.016
0.717
0.733
0.539
0.096
0.138
0.076
0.080
0.290
0.316
0.312
0.071
0.186
0.157
0.149
0.291
0.265
0.272
0.128
0.239
0.036
0.009
-0.004
-0.002
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RESPONSECOSTS_1 -3.021
RESPONSECOSTS_2 -0.001
RESPONSECOSTS_3 -0.031
RESPONSECOSTS_4 -0.090
SELFEFFICACY_1 0.031
SELFEFFICACY_2 -0.012
SELFEFFICACY_3 0.002
RETRANSACTIONINTEN_1 0.071
RETRANSACTIONINTEN_2 0.075
RETRANSACTIONINTEN_3 0.049

2
0.836

0.827
0.679
0.700
0.027
0.170
0.167
-0.033
-0.018
-0.049

0.024
-0.045
-0.088
-0.054

0.147

0.088

0.057

0.859

0.849

0.833

0.080
-0.094
-0.008

0.101

0.228

0.128

0.121

0.201

0.183

0.167

5
0.180

0.211
0.182
0.242
0.086
0.090
0.093
-0.067
-0.084
-0.081

Component

6
-0.012

0.015
-0.071
-0.070
-0.189
-0.169
-0.164
-0.259
-0.286
-0.315

7
0.210

0.127
0.169
0.181
-0.004
0.126
0.138
-0.095
-0.088
-0.103

0.160
0.098
0.090
0.187
0.814
0.774
0.794
0.120
0.100
0.116

0.090
0.126
0.290
0.126
-0.033
-0.003
0.010
-0.114
-0.131
-0.099

10
0.051

0.088
0.059
0.047
0.034
-0.112
-0.110
-0.103
-0.097
-0.088

11
0.160

0.120
0.330
0.327
-0.046
0.325
0.299
-0.015
-0.023
0.030

12
0.105

0.185
0.220
0.211
-0.041
0.144
0.071
-0.156
-0.127
-0.164

Extraction Method: Principal Component Analysis.

Rotation Method: Equamax with Kaiser Normalization.

a. Rotation converged in 14 iterations.
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